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ABSTRACT

The overwhelming success of mobile devices and legse
communications is stressing the need for the dewedmt of
mobility-aware services. Device mobility requiregnsdces
adapting their behavior to sudden context changek teeing
aware of handoffs, which introduce unpredictabléay® and
intermittent  discontinuities.  Heterogeneity = of  vi@ss
technologies (Wi-Fi, Bluetooth, 3G) complicates tituation,
since a different treatment of context-awarenesk feamdoffs is
required for each solution. This paper presents iddlsware
architecture designed to ease mobility-aware servic
development. The architecture hides technologyipec
mechanisms and offers a set of facilities for ceneavareness
and handoff management. The architecture prototygms with
Bluetooth and Wi-Fi, which today represent two b€ tmost
widespread wireless technologies. In addition,péyeer discusses
motivations and design details in the challengirantext of
mobile multimedia streaming applications.

Categories and Subject Descriptors

C.2.1 [Computer-Communication Networks]:  Network
Architecture and Design -—distributed networks,wireless
communication, network communications.

General Terms
Management, Design, Experimentation.

Keywords

Mobility awareness, handoff, heterogeneity, middiesv

1. INTRODUCTION

The widespread use of mobile terminals, today empdpwith
multiple wireless communication interfaces, is pgvthe way to
the all-the-time everywhere connectivity view of ryssive
computing. Moreover, the diffusion of wireless teclogies is
identifying new scenarios of service provisioninpere mobile

Permission tanake digital or hard copies of all or part of thierk for
personal or classroom use is granted without fegiged that copies &
not made or distributed for profit or commercialvadtage and th
copies bear this notice and the full citation oe finst page. To cor
otherwise, torepublish, to post on servers or to redistribudelists
requires prior specific permission and/or a fee.

MPAC '05, November 28- December 2, 2005 Grenobkmce.
Copyright 2005 ACM 1-59593-268-2/05/11... $5.00.

(2) Dipartimento di Elettronica, Informatica e Sistemistica
Universita di Bologna
Viale Risorgimento, 2 - 40136 Bologna — Italy

{pbellavista, Ifoschini}@deis.unibo.it

users are willing to have ubiquitous and continuatrsess to both
traditional and novel context-aware Internet sesievhile they
move in smart spaces, such as smart museums ortairp

In particular, novel context-aware services shdxdcaware of all
the possibilities offered by each wireless techgpland their
respective limitations. The most adopted wirelesshhologies
today, such as IEEE 802.11 (Wi-Fi), Bluetooth (B&hd 3G
cellular, have different characteristics in termfs bandwidth,
coverage, and per-byte transmission cost. Furthernservices
should be able to localize users, e.g., to obtheirtcurrent
Access Point (AP) to the Internet, in order to pdeviocation-
dependent contents, and to follow their movemestthay move
in a smart space. Finally, due to wireless mediatatie nature
and device mobility, wireless technologies canoidtrce non-
negligible sudden variations of network conditidnsterms of
delay, bandwidth, and coverage status. Those uitpabte
changes require application services being ablemunitor
network conditions, e.g., signal strength, of ahitable wireless
interfaces, in order to adapt service behavior taremt
availability and load of the wireless infrastruaurFor these
reasons, services are required to be context-awarhe sense
that they i) should be conscious of the possibgitoffered by
each wireless technology, ii) should know user tmsiand
movements, and iii) should have easy access tddoal-wireless
network conditions.

In this paper, the focus is on delay-sensitive isess e.g.,
multimedia streaming, that will spread more anderes a central
application class for smart environments. This slak services
has very strict requirements in terms of networlaylgjitter, and

packet losses. Thus, delay-sensitive services igldyhaffected

by handoffs (see Section 3), which often occuretefogeneous
wireless environments, introducing unpredictabldayle and

intermittent discontinuities. Handoffs occur eittiicause client
devices change their points of access to the foevork, e.g.,
when users move from one wireless cell to a diffe@ne, or

because the used wireless technology changes,frem.,BT to

Wi-Fi. To meet their application requirements, &és the need
for those services to monitor and possibly mandmge handoff
process directly. For instance, when a multimedi@asing

service detects a significant delay increase, dukhbe able to
switch to a better access point. That points oaitniied for a tight
relationship between context awareness and hanuaffagement
in heterogeneous wireless networks.
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One of the paper core claims is the relevance afdieware
infrastructures in pervasive computing scenarioginiy to
provide services with necessary context informatom to let
services take directly part in the handoff managenpeocess.
We call mobility-aware service an application seevivhich is
context-aware and participates directly in handoffnagement.
However, technological differences complicate tleeejopment
of mobility-aware services. In fact, each wirelésshnology has
its own set of parameters, mechanisms, and Apjitat
Programming Interfaces (APIs) to let the applicatievel gather
context information and manage handoff. Hence,emvndditional
fixed-network programming requires developers kmagwonly
one standard API, i.e., the Berkeley sockets, achérwireless
network programming forces them to know all theybiecities of
each different wireless technology and its relati¥éls.
Therefore, another major paper claim is the neednfobility-
aware middleware infrastructures to provide mopiitvare
service developers with a uniform set of APIs tldistract
technological peculiarities.

To achieve these goals, the paper proposes a mwidide
architecture consisting of two layers. The mecharleyer hides
technology-related programming aspects and provadasiform
API| to access and control context information arahdoffs,
irrespective of underlying wireless technologiegplgiting the
underlying mechanisms, the architecture providebilityp-aware
service developers with advanced and technologggeddent
facilities at a higher layer, i.e., the facilityykr. Both common
and domain-specific facilities are taken into aetouCommon
facilities offer basic primitives for communicatiorand
technology-independent retrieval of context infotiora Services
can monitor the context and adapt their behavi@omtingly.
Moreover, common facilities support service develept with
high-level handoff management: services are alloteegimply
and directly control the handoff process, for ins& they can
switch to other wireless technologies when servemirements
are not met. Domain-specific facilities are instefféred to ease
the development of services with well defined chtmastics
depending on the specific application domain. lis tase, the
middleware can directly manage context informatioonitoring,
adaptation, and handoffs, offering simpler readyde
abstractions. In particular, the paper considecs discusses the
case of a multimedia streaming domain-specifidifgici

The proposed architecture has been implementeB faand Wi-
Fi wireless technologies, since they are nowadaysng the most
adopted connectivity solutions. In addition, theygent several
handoff-related differences which help to point the generality
of the approach. Furthermore, to justify motivatiand design
choices, the paper focuses on the specific apitatenario of a
museum smart guide service.

2. APPLICATION SCENARIO

Let us introduce a realistic application scenacid¢tter analyze
the issues and motivations for the integrated ussHgdifferent
wireless technologies.

Luke, Paul, and Maggie go to visit Florence andirtieur
operator provides them with a smart audio guiddiegtjon that
they can install on their devices. The smart audinde
application adaptively exploits all device-avaiatiechnologies:
Luke has a BT and 3G enabled smart-phone, Paulfi ¥fiabled

PDA, and Maggie a Wi-Fi and BT enabled PDA. Whenvimg
outdoor, the application exploits position inforinatcollected by
the outdoor 3G infrastructure to localize users @mnskream short
audio clips describing museums in their vicinityyke listens to
those clips through his smart-phone.

When the three friends pass by the art museum, deeide to
stop and visit it. When moving indoor, the guidentemt changes
as people roam in the museum depending on the esgel
infrastructures present inside the building andtloa wireless
connectivity available on visitor devices. Figurstiows BT and
Wi-Fi coverage of a museum area where the threes qug
moving: each stand is covered by a BT cell and gacm is
covered by a Wi-Fi cell; finally, the interior di¢ museum is not
covered by 3G. The application exploits BT to lamalLuke and
Maggie, and automatically changes the audio guidatemt
depending on the stand, i.e., the BT cell, theycimee to. Paul,
instead, who can exploit only Wi-Fi, is localizedttwa coarser
room grain and when he enters a new room the aiglic sends
him a map of the room. The map contains a linkefach stand in
the room and Paul has to click the link to listem the
corresponding audio description.

Imagine that Maggie is visiting the stand B.1 ardeiving the
related guide via BT. Suddenly, a large group afists provided
with their audio guide on BT smart-phones crowdsdtB.1 and
the quality of Maggie’s audio stream begins to ddgrdue to the
BT infrastructure heavy load. Consequently, the rsngaiide

application should automatically test the load ¢oowls of the

available Wi-Fi infrastructure and possibly commahnandoff

from BT to Wi-Fi.

Rooni B
Stand A.: Stand A2 Y StandB1 - 1
Stand A3 Stand A4 ¢ B SandB2
o
"7 WikFi cell

" Bluetooth ce

Figure 1. Virtual guide application scenario.

There are several lessons to learn from the abgypdication
scenario. The integrated usage of different comoatiun
technologies can help a service provider, e.g.,ntlhwseum, to
serve a wider set of users equipped with either \BTFFi or 3G.
Moreover, the determination of the device physloahtion can
benefit from the different location granularity eféd by diverse
wireless technologies. As pointed out in the sdenahe BT
coverage range, i.e., the cell size, is lower thancoverage range
of Wi-Fi, hence the coarse grained Wi-Fi coveragsm dbe
improved by using BT. Moreover, the integrated esafjvarious
technologies enables the development of servicascdn fulfill
specific application requirements otherwise diffiar impossible
to reach with only one communication solution. Fatance, the
smart guide application can exploit different tealogies to
balance network load and achieve a better QualityService
(QoS) level by automatically switching from one Heology to
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one another when a problem occurs with a given ecnrity
solution, e.g., if a cell is overloaded or a limedks.

Nonetheless, there are several challenging istusatise when
considering the integration of different wireleschnologies.
First of all, it is necessary to provide a mobHéware support
that provides service developers with applicatievel and
application-relevant  context information, e.g., dton

information, QoS information, such as communicatietey, and
technology-dependent  information, such as
communication cost. Moreover, the mobility-awarpgsort has to
offer a set of interfaces/facilities to let apptioas easily monitor
parameters of the available wireless networks artiyhamically

choose the communication technology that best fhsir

requirements. Finally, the support has to guarargeevice

continuity while switching from one technology tocther one, in
particular to soft-realtime applications such adiawstreaming, as
better detailed in the following.

3. MOBILITY-AWARE SUPPORT: ISSUES
AND DESIGN GUIDELINES

This section first introduces the context informaatthat mobility-

aware supports have to expose, along with the ivelat
technological issues and design guidelines. Thengiites

definitions about horizontal and vertical handoffy, discussing

problems and solution guidelines for
horizontal/vertical handoff management.

3.1 Mobility-Aware Context Information
Mobility-aware services need to monitor executingntext
parameters to flexibly adapt their behavior to diag
conditions. Many of those parameters, e.g. dataletiwork, are
highly dependent from the adopted wireless teclgyobnd from
runtime conditions of communication channels. Irtipalar, each
wireless technology can be characterized by sevetatic
parameters, e.g., per-byte transmission cost, rgattest, and
localization resolution. For instance, the 3G daluechnology
has an AP-based low localization resolution andraasmission
cost is fairly high; conversely, BT localizationsgdution is high
and the transmission cost is low (since BT explaitdicensed
spectrum for transmission). Middleware support foobility-
aware applications has also to consider the foligwilynamic
parameters: inter-arrival packet delay, bandwidtoeived signal
strength, connection availability (connected, nonrected or
handoff), and device location. The middleware stioektract
those static and dynamic parameters by lower sy&gers and
combine them together to provide mobility-awareviees with
context data at the most suitable level of abstactor instance,
the middleware should provide a location informatiacluding
the currently used AP, its coverage area size pasdibly a label
that logically identifies that area.

It is worth noting that monitoring the above parteng is not
trivial and requires a deep knowledge of technologgted
aspects and specific software libraries. For ircarthe Wi-Fi
received signal strength can be obtained through wWtonfi g

command in Linux [1], while the same value for BTLinux is
gathered trough a specific primitive of the Bluefack [2].

Therefore, there is a strong need for middlewafeastructures

per-byte

mobility-aware

capable to hide all those details and to offerrapt# uniform
interface to access parameter values at runtime.

In addition, depending on their application requiests,
mobility-aware services could benefit from eithardlpor push
interaction paradigms to obtain context informatifsom the
middleware support. In other terms, the middlewarerface
should provide calls either to poll parameter valuar to
asynchronously notify the application level aboliarges in
parameters of interest.

3.2 Horizontal and Vertical Handoff

Horizontal handoff is a handoff process that ocawuithin one
homogeneous wireless infrastructure, e.g., wheni-&ikhobile
device working in infrastructure mode moves betweem Wi-Fi
cells by changing the AP it is connected to. Wdimntjsiish two
types of data-link horizontal handoff: i) hard haffdi.e., the
destination cell AP takes over from the origin o&t in a relay
mode, minimizing signaling overhead but increadatgncy and
packet losses; and ii) soft handoff that activéiesnew data path
to the destination AP before client disconnectimnt the origin
cell [3].

Vertical handoff, instead, involves different wasb

infrastructures. For instance, vertical handoff uwsscwhen a
device hosting different network interfaces is api@g in an area
served by various APs using different types of lese

technologies, and it decides to perform a handofimf one
wireless infrastructure to one another, e.g., tiscckwfrom a Wi-Fi

network to a cellular one. Moreover, [4] definesotiypes of
vertical handoffs depending on the cell size imposy the

wireless connectivity solution: i) upward verticahndoff is a
handoff to a wireless network with larger cell siegg., from BT
to Wi-Fi or from Wi-Fi to 3G, and ii) downward haoffl is a

handoff to an infrastructure composed by smalldsce.g., from

3G to Wi-Fi or from Wi-Fi to BT.

Finally, handoff strategies can be classified imactve and
proactive. Reactive strategies look for other adéd APs only
after the current AP signal is lost, by minimizingower
consumption, at the cost of higher handoff duratgoroactive
strategies continuously monitor signal strength ditions and
start communication-level handoff before losing reat AP
signal, at the cost of higher battery consumption.

3.3 Mobility-Awar e Handoff Management
Handoff management is a key aspect in the developroé
supports for mobility-aware applications. In partar, as
introduced by the application scenario, only cdréfehnology-
aware handoff management can avoid service intéong
during both horizontal and vertical handoffs.

Horizontal handoffs are often already managed ley wireless
technology at the data-link layer. For instanceg tBG
infrastructure automatically performs soft horizinthandoff,
whereas Wi-Fi adopts a hard horizontal handoff tesgwa

Nonetheless, some wireless technology, such asdB&s not
automatically manage horizontal handoff. All thatiferences
have to be hidden by the middleware infrastructat@ch should
offer the same view for all the technologies, elbgrransparently
managing horizontal handoffs when required. Howernmbility-

aware services should be aware of the charactasristihorizontal
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handoff. For instance, in the case of Wi-Fi, madpidware
services need visibility of handoff processes twover the data
that might be lost due to hard handoff.

The situation is further complicated if we considdifferent
wireless technologies and the possibility to acd@hpvertical
handoffs. First, it is necessary to know which Vess interfaces
are available and which of them are on. Then, aiffe
application requirements could require differenttical handoff
management strategies, possibly depending on tbeiopisly
discussed static and dynamic context informatioailakble for
each technology. For instance, a smart guide adjgit could
privilege precise localization, e.g., by switchitigBT whenever
possible, or it could favor available bandwidth $yitching to
Wi-Fi-based communication whenever available.

4. ARCHITECTURE DESIGN

The technical differences discussed in the prevsaesion, along
with the need to adopt different technologies irffedent
situations, clarify the difficulties of mobility-aave service
development. Therefore, we claim the need for adtaigare
architecture to ease mobility-aware services dewetnt via a
uniform and simple API. We designed an architectapable of
handling heterogeneous handoff procedures by expioall the
possibilities offered by underlying communicatiechnologies.
Technological aspects are hidden to the applicdéwal and the
middleware provides service developers with unifand easy-
to-use interfaces. Moreover, the middleware is ablprovide a
wide visibility of underlying events, such as horital/vertical
handoff, user location change, and network faikuents.

[ Mobility-Aware Service } Service
Layer
- Domain-Specific
Common Facilities Facilities
Facility
ili i i Layer
NCSOCKS Mobility Awareness Multlme_dla S
& Management Streaming
BT Context BT Handoff Wi-Fi Handoff Wi-Fi Context Mechani
Awareness Management Detection Awareness el(_:asg:sm
BT Modules Wi-Fi Modules

Figure 2. Middleware layered architecture.

More in detall, the proposed middleware architext{see Figure
2) consists of two layers: tidechanisms Layeand theFacilities

Layer. Mechanism
technology and encapsulate all the logic/knowledgeessary to
control/monitor that particular wireless technologt data-
link/network layers. The facility layer instead,mslarly to

CORBA [5], offers to the application level a set @dmmon
facilities, such as the NCSOCKS and the Mobility aeness &
Management presented in the following, to devel@megal
purpose applications without specific needs, arsgéteof domain
specific facilities such as the Multimedia Streagnift is worth

noting that services can use the Mobility Awarene&s
Management facility to gather information about tberrent
channel status and to perform vertical handoffsdetiled in
Section 4.2.1. Thus, a service can undertake waértiandoffs
once it verifies that its requirements are not riiégat highlights
the tight coupling between context-awareness andddf&
management.

layer modules depend on the specific

The different components of the proposed architeciioterwork

to perform their tasks. For instance, the Multinee@treaming
facility uses the Mobility Awareness & Managememtheck the
channel status and to manage the handoff procdswefbre,

mobility-aware services, e.g., the audio guide, ltandle streams
via the Multimedia Streaming facility without theed of explicit

context monitoring and mobility management. Furtldetails

about the relationship among the components ofpitogposed

architecture will be given in the following subseos.

We have implemented the three facilities and thehaerism
modules for BT and Wi-Fi. Nevertheless, the impleted
prototype of the proposed architecture is modudlexible, and
easily extensible: new technologies can be integras new
mechanisms, while other domain specific facilitas be added.

4.1 MechanismsLayer

The Mechanisms layer includes one module for eagpated
wireless technology. Each module is composed of éwtities:
one to gather context information and another on@aanitor and
manage (when possible) the handoff process. Eadity en
encapsulates all the logic necessary to program spezific
technology. Vertical handoff, involving two or moufferent
wireless technologies, cannot be managed by mesrhamiodules
and is handled at the facility layer.

4.1.1 BT Handoff Management

BT [6] is a short-range wireless technology opemtin the 2.4
GHz ISM band. BT devices form piconets where attrifoactive
slave devices can communicate each other undeothrelination
of a master device.

Despite its widespread use, the Bluetooth Speniarést Group
has neither defined nor standardized handoff manage
mechanisms. For this reason, a middleware apprigawbcessary
to transparently provide a handoff management isolufor
horizontal handoff in BT. To this extent, the BT rdaff
Management module has to execute horizontal handgff
exploiting the BT primitives offered to create/degt BT
connections and search for APs (via inquiry/scatgdures and
service discovery searches).

The detection and search phases are performediagidpé Last
Second Soft Handoff (LSSH) scheme, introduced ih The
handoff detection is based on the Receiver Sigriaén§th
Indicator (RSSI) (the current RSSI value is obtdifrem the BT
Context Awareness mechanism, see 4.1.3). With peprtuning
of its parameters, this scheme allows each AP terca well
defined zone. This characteristic is desired irsedinarios where
it is important to keep track of the current aredesice is located
in, as in the scenario of Section 2.

Most of the proposed handoff schemes for BT irgsahe search
phase once the RSSI falls below a certain thresf@I®]. As
opposite, the LSSH scheme filters the RSSI sigsilguaa-count
function [10]. This helps to carefully discriminatansient signal
degradations, due to electromagnetic interferenceshadowing,
from permanent ones.

During the search phase, multiple connections atabshed in
order to implement the soft handoff scheme. To cedthe
number of monitored APs, a topology-based soluiadopted
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that allows a mobile device to choose the next ARige only
among AP neighbors. For example, see Figure lygeal¢hat is
leaving stand B.1 will attempt to connect only withe AP
serving stand B.2. Further details about the LS8heme are
available in [7].

4.1.2 Wi-Fi Handoff Management

Wi-Fi is the de-facto standard for wireless LAN higpnent [11].

The IEEE 802.11 standard specification currentlppasl hard
handoff, thus potentially causing relevant packessés in
particular to delay-sensitive services, e.g., biyoniucing flow
gaps in an audio streaming application (see Sec#ich3).

Differently from BT, the IEEE 802.11 standard sfiesi the
mechanisms to implement the handoff procedure, handoff
detection, target AP search, and AP re-associfti®j However,
the standard leaves unspecified the mechanism oatitm and
durations. Consequently, Wi-Fi card and AP modeighliz

influence the overall handoff duration, which camywfrom some
hundreds of ms to even 2s, as shown in [12]. Maggothe
standard does not define any API to directly cdritte handoff
process. This motivates the middleware approadiide vendor-
specific differences and to provide a uniform ifdaee at least to
monitor the underlying horizontal handoff.

Various enhancements to reduce handoff disconmetitite have
been recently proposed both from academia and IBEE11l
standardization committees: those proposals aimreduce
handoff duration by modifying the MAC layer protdcfd2].
Nonetheless, those lower layer approaches arenstilhvailable
in most diffused APs and would require firmware tgug or re-
deployment of all old Wi-Fi equipment. On the camyr, our
application-level middleware aims to assist mopititvare
applications by adopting a cross layer approack. grimary idea
is to monitor RSSI values of all APs visible at tieent node to
predict handoff occurrence and, thus, to accomphbghthe
middleware layer all those operations necessaposibly mask
Wi-Fi handoff occurrence to the application levéhe Wi-Fi
Handoff Management module encapsulates our origireaiction
solution called Received Signal Strength Indicaténey Model
(RSSI-GM). RSSI-GM handoff prediction exploits citeside
RSSI monitoring for any IEEE 802.11 AP in visibilitGiven a
set of reachable AP and their actual RSSI valuessored at the
client, our RSSI-GM technique can estimate futu&SRvalues
by using the GM prediction model [13]. Once obtdinte
predicted RSSI values for the current AP and thgimmam value
among all APs in visibility, the proposed architget exploits a
threshold-based technique to estimate both hanglaiability
and duration; the prediction model is adaptivelyfigured for
the specific Wi-Fi client card model in use [14].

RSSI-GM solution is completely local and lightwetigltlient
hosts autonomously estimate future RSSI values ibyplg
maintaining a finite series of previous RSSI d&8S| prediction
processing imposes a very limited overhead; and |/&38&6
execution does not impose any additional data exghavith the
Wi-Fi infrastructure. The RSSI-GM solution is depdal and
installed on client hosts as a lightweight stult ihéeracts with
the Wi-Fi Context Awareness mechanism to gatherlR8kbies.
Additional information and performance results abB$SI-GM
are out of the scope of the paper and availabj&4in15].

4.1.3 BT and Wi-Fi Context Awareness

BT and Wi-Fi context awareness mechanisms provaddities
with information about current context. By followgirthe design
guidelines introduced in Section 3.2, these mecmasiprovide a
uniform API to either poll the context status ogigter to receive
context change notifications. The following contexbrmation is
made available: a) connection status in terms aflavility (e.g.
connected, not connected, handoff), RSSI, bandwalit delay;
b) location status, i.e., the current AP being ugederms of its
logical AP name, its IP address, its MAC addressteichnology,
and the local IP address); and c) static parametees,
communication cost, battery consumption, and locati
granularity indicator.

4.2 Facilities Layer
On top of the mechanism layer, we have designed and
implemented the facilities layer consisting of twemmmon
facilities, i.e., the Mobility Awareness & Managemieand the
NCSOCKS modules, and one domain-specific facilitg,, the
Multimedia Streaming module. Through the facilitidmyer,
mobility-aware services can either directly mandge vertical
handoff process, via Mobility Awareness & Managemeor
delegate it to the middleware, via Multimedia Stnézg.

4.2.1 Mobility Awareness & Management

The Mobility Awareness & Management facility progs
mobility-aware services and domain-specific faigifit with
current context information, together with the phoidisy to
manage vertical handoffs. This facility consiststbfee main
entities: ConnectionMonitorto get the current connection status
and static parameterispcationMonitorto get the current location
of client devices, andConnectionBrokerto activate/deactivate
available wireless network interfaces.

ConnectionMonitorand LocationMonitor exploit the underlying
context-awareness mechanisms and make the confexnation
available to services according to a uniform regméstion format.
Similarly to context awareness mechanisms, serviegs either
poll the current connection/location status, or istegy for
notification about context changes. The differenise that
technological differences are hidden 6pnnectionMonitorand
LocationMonitor

ConnectionBroker allows mobility-aware services to switch
on/off wireless network interfaces. Our support eddf this
possibility because the triggering of a verticalndaff may
depend on specific service requirements and sengigeuld have
the possibility to detect the handoff need by eijplg context
awareness. For example, if the current perceivetiwath is
low, a mobility-aware file transfer service can ®ito another
available wireless technology with the hope to ecéi better
bandwidth. In addition to services, also domairegffiefacilities
can exploit Mobility Awareness & Management to peni
vertical handoffs. For example, the Multimedia 8tréng facility
(see 4.2.3) performs vertical handoffs (@annectionBrokéras
soon as perceived packet delay (monitored Vvia
ConnectionMonitor is low. Therefore, a streaming service, such
as the audio guide, can use Multimedia Streamirigowt caring
about vertical handoffs.
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4.2.2 NCSOCKS

Nomadic Computing SOCKetS (NCSOCKS) [7] are a commo
facility which provides service developers with@bject-oriented
communication API specifically suited for generalrgose
mobility-aware applications. They can be thoughtaagniform,
basic communication support that abstracts the ahctu
communication channel being used. NCSOCKS are ajlgic
employed to realize communication in a transpanet from the
point of view of vertical handoff. For instance, naessaging
service may use NCSOCKS to
independently of possible vertical handoffs durnggssion.

The NCSOCKS communication abstraction is similathe one

of connection-less Java Sockets. We preferred toidav
connection-oriented communication due to its
unsuitability to wireless scenarios. For exampiethe case of
TCP, if the wireless link breaks, TCP decreasewhelow and
increase the retransmission timeout, leading to tbxeughput.
Moreover, several connection-oriented solutions fareless
environments have been recently proposed in theatiire [16].

Differently from the Java implementation, NCSOCK&tal
sending/receiving primitives take into account ieaift handoffs.
When a NCSOCKS socket is allocated, it creates Snnétive
socket on the currently active wireless networlerifsice. The
sendreceivecall detects whether a vertical handoff has oezlrr
since the last utilization of the channel. If ishaccurred, the old
native socket is invalid, and a new socket haset@reated. The
information about the new interface to use (fortanse, its IP
address) is retrieved usingpcationMonitor To reduce packet
losses during handoff, NCSOCKS is also in chargesiofple
buffering operations.

4.2.3 Multimedia Streaming

Due to their isochronous nature, multimedia sesjicguch as
video on demand and live streaming applicationg wanore
affected by either horizontal or vertical handoff&an other
classes of services. In fact, multimedia servicesally adopt
connection-less protocols such as UDP and managge rda
transmissions directly at the application levetdact to high jitter
and packet losses. Let us note that traditional timetlia
applications developed for the fixed Internet assuimat only
sporadic packet losses occur, i.e., only duringwaoe
congestion/failure, and do not consider the poldsiio change
the communication channel during streaming prowisig. In
particular, frequent and potentially long packetskes can cause
client side re-buffering, which results in possibpdayback
discontinuities, while connectivity change impossasvice re-
start. Let us note that in current wireless-enat@adironments
horizontal and vertical handoffs frequently occu bausing
relevant packet losses and complicating streamiagigioning.

The Multimedia Streaming facility aims to faciléamultimedia
service development and overcomes the mentionealgmms by
granting lossless horizontal handoffs and direathanaging
vertical handoffs. This facility interacts with articulated proxy-
based middleware infrastructure extensively presknn [15].
The basic idea is to introduce middleware proxiested at wired
network edges to locally serve mobile wireless ntie
Middleware proxies are able to split the typicaiewt-server
direct interaction and enable handoff managemeimtetmediate
nodes by employing an original two-level bufferieghnique that

known

stores incoming data flows at both client and proxydes.
Moreover, middleware proxies receive and storerimog flows
during horizontal and vertical handoff to avoidnfra losses and
server-to-client re-transmissions and can promfillyup client
buffers at client reconnection after handoff cortiple The
introduction of second-level buffers permits to iagh seamless
streaming and introduces very limited overhead: tivhddia
Streaming enlarges proxy buffers only when needed,for the
time needed to complete the handoff managementegure,

receive/send messagegvhile, far from handoffs, proxy buffers contain prd little data

chunk. For additional details about proxy-based -level
buffering, please refer to [15].

Multimedia Streaming adapts to horizontal handbffsxploiting
the mechanism layer modules. For instance, whenimgnover
Wi-Fi, the facility gathers Wi-Fi handoff probaltylifrom Wi-Fi
Context Awarenesand uses that information to trigger horizontal
handoff management; the facility acts similarlythie case of BT.
For vertical handoff, instead, Multimedia Streamimgges facility
layer modules: it monitors connectivity status tighb
ConnectionMonitar it triggers vertical handoff management
when perceives signal degradation; and it @@asnectionBroker
to switch from one connectivity type to the othest us note that
vertical handoff requires the re-binding of cligmbxy-side
middleware components; however, thanks to our twifeling
levels, the facility can preserve streaming coritynalso in this
case. Finally, Multimedia Streaming can possiblywdgrade
multimedia content when necessary, e.g., if theieerswitches
from a powerful Wi-Fi link to a BT one.

5. SMART AUDIO GUIDE CASE STUDY

Vertical handoff management represents one of th&t mcomplex
aspects of mobility-aware service development byoliring

different technologies and possibly requiring sesvadaptation.
This section highlights the vertical handoff progesi(and related
adaptation) in the challenging case of our musemartsaudio
guide service. The service has to be adaptiveite s location

and connectivity changes. Location adaptation mehas the
provided audio streams and texts depend on therdulocation
of mobile client devices. Moreover, the service tmiaslor the

audio content by down/up-scaling the delivered imddtia flow

depending on current network conditions, i.e., emtion type
and perceived network delays.

The service development is eased by the presencedafeware
facilities. To achieve location adaptation, the iaudjuide
application can register a callback to treeationMonitorfacility.
Let us suppose that Luke is standing close to tiedsA.1 (see
Figure 1). He is receiving the audio guide flow foat stand via
his BT enabled smart-phone. Being the content botie moves
towards stand A.2. As soon bscationMonitordetects a location
change, the callback is invoked and i) the servefeeshes the
text contents on the application GUI by requesting text via
NCSOCKS, and ii) the service asks Luke whether cheent
audio stream should be interrupted in favor of aghe about the
new location. If Luke decides to keep listeningthte A.1 clip, the
Multimedia Streaming facility transparently accoispés audio
stream horizontal handoff, by preserving stream tinaity.
Otherwise, a new stream request for the A.2 aulifioig issued
via Multimedia Streaming.
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Let us focus on the challenging issue of maintgnaudio
continuity in the case of vertical handoff to shtthve Multimedia
Streaming insights about distributed resource mamegt and
content adaptation. In the following, we show theilthedia
Streaming facility at work by referring to the Igsart of our
application scenario: Maggie is visiting the staBd. and is
receiving the B.1 audio clip via BT when a big gvaef tourists,
provided with their audio guide on BT enabled srhmpdudnes,
crowds stand B.1.

From the deployment point of view, Multimedia Stréag

consists of two main entities, as depicted in Feg®: i) a

middleware proxy deployed on the wired network, and client

stub deployed on the mobile device. Proxy companere

installed in those networks that provide connetstitd mobile

clients to locally serve mobile clients and to wlsite handoff
management load to network edges [15]. In normaceting

conditions, i.e., far from vertical handoffs, presireceive audio
streams from legacy multimedia servers and forwdrdm

towards their client stubs, by only buffering a #inganount of

audio packets to smooth network jitter. In addittorthis, client
stubs register to the Mobility Awareness & Managetmeodule

to receive communication delay updates.

/ Client h

Audio Guide Service }

Proxy-Stub I I
Communicatio k2 [2

n
Multimedia | 3. Mobility
" ||streaming Stub Awareness &
D]jj] Management
I
BT Handoff || Wi-Fi Handoff
\_ Management || Management
/’i ‘f L
v N

BT AP T Wi-Fi AP

Figure 3. Multimedia Streaming at work
in the audio guide service.

Audio Flow (- Middleware Proxy

from
Server

Multimedia
‘ Streaming Proxy

When the group of tourists approaches to stand tBely arrival
causes several new connections to the BT AP, tkeseeing the
maximum of 7 active slave devices per time. Coneetly, the
AP (the BT piconet master) starts to distribute lihgted time
slots to slaves that continuously switch
(communication) to parked (wait for a free time tglathis
degrades the packet delay and the overall audilityyudaggie’s
multimedia streaming stub is notified bgonnectionMonitor
about that significant delay degradation (step Figure 3). The
client stub reaction is twofold: on the one hama $tub asks the
proxy to reduce audio stream bandwidth, i.e., theltivhedia
Streaming facility aims to maintain streaming couify and
comprehensibility, by preferring a QoS degradatimm;the other
hand, the stub starts an upward vertical handoff.

The upward vertical handoff procedure begins whan dlient
notifies the proxy about the imminent handoff (s8pTriggered
by that message, the proxy begins to enlarge itfebto host
those packets that could be potentially lost duhiagdoff. In the
meanwhile, the stub begins to accomplish handoffrafons
(step 3): it contacts Mobility Awareness & Managemgnd in

from ativ

particularConnectionBrokgrto obtain a Wi-Fi connection; then,
it executes necessary rebinding operations; andllyi it asks
Mobility Management to disconnect BT, thus guaraing soft
handoff. The average time to create the Wi-Fi cotioe is
highly depending on the Wi-Fi card model and mayyvJaom
0.5s to 2s, which includes the AP search and IRigumation.
During this time, the client side buffer is consuhi®/ the audio
guide service, and slowly filled using the overledd BT
connection. On the wired side the proxy stores plaekets
produced by the audio server in its buffer. As sastthe new Wi-
Fi connection is ready, the client stub requestspifoxy to flush
all the packets stored during handoff (step 4).irpWi-Fi a
better bandwidth than BT, the client side buffesidd be quickly
filled, letting the application seamlessly providlaggie with her
audio guide flow. Moreover, given the smaller comimation
delay, the streaming quality can be up-scaled wWithggie's
satisfaction.

The above described vertical handoff procedure desuon
upward handoff. Our middleware infrastructure alanages
downward handoff similarly to upward handoff, with few
variations. In particular, there are two main diéieces: i) the
search and connection time (including IP configorgtfor BT is
longer than for Wi-Fi and may approximately rangmf 1s to 5s,
depending on how many devices are present, atlkiilower BT
bandwidth causes a slower refilling of the cliemesbuffer.
Therefore, downward handoffs may stronger affectvice
continuity than upward handoffs.

We are currently in the process of experimentalal@ating
audio discontinuities introduced by upward and deamd
handoffs. We are also exploring the implementatietails of the
specific entity to do down/up-scale that will beeigrated in the
audio component. We are exploiting our past expeeg on the
field to achieve this goal. In particular, two mtypes have been
realized over the past two years: one for BT, whinplements
the LSSH scheme (see section 4.1.1) along with NCIS® (see
4.2.2), and the other for Wi-Fi, implementing thentoff
detection (see 4.1.2) and the Multimedia Streanféngity® (see
4.2.3).

6. RELATED WORK

The growing interest in service provisioning ovetdrogeneous
wireless networks has recently stimulated seveedearch
activities. In [17], QoS and mobility aware solutsoare proposed
for a heterogeneous network, including satellitel &@rrestrial

access networks (2.5G, 3G, and Wi-Fi) connectedntdP core
network. Handoff strategies are based on fuzzyclogertical

handoff is initiated depending on current signetrsgth and user
QoS parameters. The goal is to ensure QoS by parfgr
admission control and by preserving the establisQe8 during
handoff. Nevertheless, that solution prefers an licgipon-

transparent approach: there is no support for eenan-line

adaptation to varying network conditions. On thentcary, we

rather believe that the support of dynamic servignagement
and adaptation is crucial to facilitate mobility@aw service
development.

! http:/Avww.mobilab.unina.ityNCSOCKSdwnd.htm
2 http:/iww.lia.deis.unibo.itResearch/MUM
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An Adaptive Transport Layer (ATL) is proposed ir8]for the
Next-Generation Wireless Internet, which is chaazed by the
presence of heterogeneous wireless infrastructuseging from
WLAN to satellite networks. In this work, the focus on
providing a new adaptive transport protocol (TCPEATor
reliable data transport and a new adaptive ratéraoprotocol
(RCP-ATL) for multimedia delivery. According to tlrequested
service type, i.e., reliable data or multimedia,LAS3elects the
appropriate protocol. However, vertical handoffiss are masked
by the architecture also in that approach, by iigiits suitability
for mobility-aware services.

Gerla et. al propose in [19] a smart decision dtlgor for vertical
handoff in heterogeneous wireless networks. Theorglkgn
exploits user-defined quality parameters to taillbe handoff
procedure. Only the vertical handoff problem isetakunder
consideration, whereas no facilities are offeredgtode and
simplify the service development process.

7. CONCLUSIONSAND FUTURE WORK

The paper has presented a middleware architectuenge the
development of mobility-aware services in heteregers
wireless networks. Developers of general-purposegices can
exploit our common facilities to implement basieroounication,
adaptation, and vertical handoff management. Initiadd our
support provides ready-to-use domain-specific iéEsl to
quickly develop applications with specific domaiepéndent
requirements. A first prototype of the proposedhiecture has
been implemented for BT and Wi-Fi, with emphasis tbe
multimedia streaming facility. Nevertheless, thepraach is
flexible and extensible: using the experience of &¥d Wi-Fi
integration, new technologies such as 3G cellulzan be
integrated as new mechanism modules. Moreovery olibraain-
specific facilities can be added: we are curreitiplementing a
location-aware group communication facility to eleamulticast
communication to devices sharing the same location.

We have already collected first performance measuia

particular to evaluate the challenging aspect & tverhead
imposed by our middleware-level management of ea&irti
handoff. Preliminary results are encouraging: oture work will

be primarily devoted to extensively test our prppet over a large
set of testbed conditions in order to better asgespossibility to
eliminate/smooth service discontinuities due to agv and
downward handoffs.
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