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Abstract—Digital twin development of industrial
cyber-physical systems requires modeling, simulation,
and monitoring to provide accurate digital replicas
mimicking system dynamics. To this aim, modern solutions
employ data-driven approaches to capture normal system
dynamics using historical data, and anomaly detection
using run-time data. However, these approaches are
typically process-agnostic and have limited explainability,
which negatively impacts trustworthiness. Hence, we
propose a novel framework for the digital twin development
of industrial cyber-physical systems based on process
mining, which connects data-driven and process-based
analyses. The framework implements an offline phase that
systematically identifies the most suitable process model
to capture normal dynamics and simulates faulty dynamics
for what-if analysis. The subsequent online phase involves
run-time monitoring for anomaly detection. We develop a
proof-of-concept application of the framework addressing
a water distribution case study that allows physical fault
injection. Results highlight the importance of adopting
high-quality process models to significantly improve
anomaly detection and time performance.
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[. INTRODUCTION

HE complexity of modern industrial cyber-physical sys-
T tems (ICPSs) requires developers and business analysts
to accurately model and acknowledge these systems’ operation
to assess their performance and dependability level. In this
regard, the opportunity to model, simulate, and monitor ICPSs
by digital twins enables the deployment of smart services, pro-
viding manufacturers with more accurate information to enhance
production performance, facilitate quality-of-service modeling
and evaluation, and ensure fault-tolerant management [1], [2]. In
particular, the scientific literature has successfully demonstrated
the effectiveness of digital twins for monitoring, simulation,
and system efficiency in water distribution networks, where the
distributed nature of the ICPS infrastructure poses significant
challenges in terms of water management optimization, fault
detection, and disaster risk reduction [3], [4].

Regardless of the specific application domain, the promising
services provided by digital twins require appropriate ICPS in-
frastructure modeling to capture the same features and behavior
of the physical process dynamics. These dynamics may involve
the evolution of the state of an ICPS over time, e.g., the en-
ergy consumption of manufacturing systems [6], the water flow
dynamics in water distribution [7], or the loss rate of network
packets [8]. The analysis of the dynamics of an ICPS using
digital twins may leverage model-based methods. Generally,
such methods collect the dynamics of ICPSs with mathematical
formalisms, such as systems of differential equations and the
Petri net. However, since model-based methods require expertise
and deep domain knowledge, cutting-edge digital twin devel-
opment employs data-driven methods. These methods capture
normal dynamics from historical data and can detect devia-
tions from run-time data to enable recovery of the ICPS to an
acceptable state [9]. Modern data-driven approaches rely on ma-
chine learning and/or deep learning, which is especially suited
for discovering complex trends in data and long-term dependen-
cies [10], [11], [12]. However, deep learning approaches have
several drawbacks, such as large training time, high hardware
resource usage, and black-box behavior that leads to hindered
explainability [13], [14].
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Fig. 1. High-level dynamic view of the offline and online phases of

the proposed PM-based framework for digital twin development, with
labeled circles indicating the modeling, simulation, and monitoring digital
twin services.

Due to the difficulty in devising mathematical models and
the limitations of existing data-driven approaches for digital
twin development, we consider modeling the dynamics of ICPSs
with process mining (PM). This research area allows connecting
data-driven and process-based analyses with two sets of tech-
niques: process discovery (PD) and conformance checking
(CC) [15]. On the one hand, PD uses historical data to cap-
ture normal dynamics as process models using mathematical
formalisms, such as the Petri net, and the process-oriented
execution semantics of Petri nets improve the interpretability
of the modeled dynamics and facilitate simulation. On the other
hand, CC verifies whether the process model obtained with PD
fits the data. Notably, the quality of the discovered models can be
determined by evaluating four criteria, namely, fitness, precision,
generalization, and simplicity [15]. However, the current scien-
tific literature focuses on fitness and neglects the other metrics.
This is a critical shortcoming because a process model that
perfectly fits historical data does not necessarily mean it is high-
quality. In fact, similarly to machine learning, PD algorithms
may discover underfitting or overfitting models [15], leading
to low values of precision and generalization, respectively. In
addition to discovering and evaluating the quality of process
models, PM allows monitoring for anomaly detection through
CC in a wide range of domains, such as business processes and
software applications [16], [17].

In light of the opportunities opened by PM as regards model-
ing, simulation, and monitoring, we propose a novel framework
for digital twin development of ICPSs based on PM that follows
the so-called monitor-analyze-plan-execute (MAPE) loop. This
paradigm guides digital twin development through the MAPE
steps, which help organize modeling, simulation, and monitor-
ing as software services [18]. Fig. 1 shows a high-level dynamic
view of the proposed framework, where the services involved in
the MAPE loop are split into offline and online phases. On the
one hand, the offline phase implements systematic modeling of
the ICPS normal dynamics to identify the most suitable process
model and simulation of faulty dynamics for what-if analysis.
On the other hand, the online phase involves run-time monitoring
for anomaly detection. The offline phase sets out: historical
data collection from the ICPS plant, dynamics characterization
using such data for preprocessing and event extraction, PD for
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modeling the normal dynamics of the ICPS, and what-if analysis
using the model for simulating what could happen in the case
of faults in the system. The systematic modeling part of the
offline phase includes the iterative execution of dynamics char-
acterization and PD to obtain the best ICPS process model by
optimizing the fitness, precision, generalization, and simplicity
quality metrics. The online phase implements monitoring by:
run-time data collection during the ICPS plant operation, online
dynamics characterization using such data for preprocessing
and event extraction by reusing the same parameters as in the
offline phase, online CC using the process model obtained in the
offline phase, and anomaly detection in the diagnoses provided
by CC, possibly leveraging supervised or unsupervised machine
learning algorithms previously trained on the simulations of the
offline phase.

We put forward a proof-of-concept application of the
proposed framework using the water distribution testbed
(WDT) [19], which is a real hardware-in-the-loop case study
in a laboratory environment. The WDT is relevant to this work
since it is an ICPS for water distribution that allows enforcing
automatic control of fluid dynamics across its tanks and pipes
and performing physical fault injection. In the offline phase, we
demonstrate the systematic modeling approach, where different
PD configurations are set to extract the most suited process
models of the WDT. Each configuration involves a specific
PD algorithm paired with a particular event extraction strategy
applied to the collected WDT data. We consider a set of five PD
algorithms: the inductive miner (IM), inductive miner infrequent
(IMf) with 20% noise tolerance, ¢ -miner, heuristic miner (HM),
and integer linear programming-based miner (ILP). Next, the
selected process models drive simulation and the subsequent
anomaly detection in the online phase. In particular, the anomaly
detection task involves adopting five different machine learning
algorithms: one-class support vector machine (OC-SVM), iso-
lation forest (IF), random forest (RF), extreme gradient boosting
(XGBoost), and adaptive boosting (AdaBoost), trained using the
so-called CC diagnoses [18]. The detection performance is then
evaluated and compared with the baseline fitness thresholding
(FT) approach [20]. The results show that the detection perfor-
mance for each adopted anomaly detection technique is heavily
impacted by the quality of the discovered models.

In summary, the main original contributions of this article are
as follows.

1) Novel framework for digital twin development of ICPSs
based on PM aimed at identifying the best ICPS process
model by optimizing its fitness, precision, generalization,
and simplicity.

2) Use of the process model to drive the simulation of faulty
dynamics for what-if analysis and run-time monitoring
for anomaly detection.

3) Application of the framework to a case study in a labora-
tory environment to evaluate the quality of process models
obtained through different PD configurations and the
performance of machine learning for anomaly detection.

4) Critical analysis of the results with a focus on high-quality
process models from the best PD configurations to assess
anomaly detection and time performance.
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The rest of this article is organized as follows. Section II re-
views existing approaches to digital twin development using PM.
Section III provides the preliminaries to establish the definitions
of the main PM inputs and outputs. Section IV presents a detailed
view of the offline and online phases of the proposed framework
for digital twin development based on PM. Section V describes
the practical application of the framework to the WDT case study
and showcases the results for both modeling and anomaly detec-
tion within the WDT. Finally, Section VI concludes this article.

[I. RELATED WORKS

The scientific literature reports several methods to model
ICPS dynamics. First, mathematical formulations can be devised
to evaluate the state evolution of the physical plant. Examples of
such dynamics are the modeling of the energy consumption of
power systems and the traffic flow of vehicles [10], [26], [27],
[28], [29]. Another approach involves formalisms to capture
process models, such as the Petri net and the business process
modeling notation (BPMN) [30], [31], [32]. These formalisms
focus on modeling the relationships among state transitions of
physical processes instead of the continuous state evolution of
physical variables. Although mathematical and process-based
formalisms are well-established modeling approaches, their de-
velopment is made difficult by the high complexity of cyber-
physical processes in ICPSs. Therefore, these models may be
entirely or partially substituted by data-driven approaches lever-
aging machine learning and deep learning, where the normal
behavior of the ICPS is modeled by monitoring the physical
variables of the plants and learning their dynamics. For exam-
ple, Faramondi et al. [33] proposed the application of neural
networks and Bayesian networks to model the behavior of
physical variables and network traffic of the WDT case study.
Furthermore, Ding et al. [34] employed long short-term memory
networks for modeling and detecting errors of ICPS sensors,
computing hardware, and network traffic.

Despite the well-known advantages of machine learning and
deep learning algorithms in terms of effective identification of
trends and patterns and the handling of multimodal data, usually,
these approaches are not suited for modeling and simulating
ICPS dynamics. In fact, they focus primarily on tracking the
behavior of local variables collected from individual ICPS de-
vices and do not offer a comprehensive process-oriented view
involving the state and state transitions of the ICPS. The dif-
ficulty of modeling the dynamics of ICPSs by mathematical
formulations and process models, and the limitations of machine
learning and deep learning techniques, including explainability
and resource-constraint issues [13], [14], could be bridged by
PM, which allows for extracting process models from event
data by PD [15]. However, to extract a quality process model of
ICPS dynamics, it is crucial to extract meaningful events from
the ICPS monitored data. Furthermore, the PD algorithm could
influence the quality of the process model as well.

As far as we are aware, the scientific literature lacks com-
prehensive work on systematic modeling approaches for digital
twin development of ICPSs based on PM to investigate how

different event data and different PD algorithms affect the quality
of process models in terms of the fitness, precision, general-
ization, and simplicity metrics. In fact, the evaluation of all
these metrics is crucial for identifying the best-suitable model
to conduct simulation and anomaly detection [15]. Instead, the
existing approaches usually capture a single process model
related to the ICPS normative dynamics and use CC to check
whether new dynamics align with it, thus detecting possible
deviations. These approaches usually involve thresholding the
fitness metric, which measures the degree of conformance of
new behavior with the normative process model [20]. First,
Accorsi and Stocker [21] applied PM for security analysis in a
bank loan application scenario. The process is modeled with the
BPMN through a set of interviews with the bank managers and
transformed into a Petri net, and new traces are replayed against
the Petri net via CC and those that did not fit perfectly were
deemed anomalous and analyzed further. Next, Sarno et al. [23]
inspected credit applications in a bank case study by integrating
PM, fuzzy multiattribute decision-making and fuzzy association
rule learning. In particular, CC checks recorded event logs and
standard operating procedures, providing information about,
e.g., skipped activities or wrong activity patterns, and this infor-
mation is used to identify frauds. Moreover, Pecchia et al. [17]
applied four different PD algorithms and CC to software logs.
The analysis has been conducted over a dataset of 55 462
execution traces from three independent real-life applications.
Their results demonstrate the failure detection capability of CC
despite the presence of noisy application logs. Regarding ICPSs,
Myers et al. [22] provided a comprehensive analysis of how to
apply PM to industrial control systems, starting from device logs
generation to analyzing such logs by CC. Although thresholding
the fitness metric has shown satisfying performance in some
cases, this approach could lead to poor detection performance
in terms of many false positives and negatives in the case of noisy
data [17], [20]. For this reason, researchers have been recently
investigating the combination of PM and machine learning algo-
rithms applied to the diagnostics provided by CC [18], [24], [25].
Nevertheless, such approaches only consider simulated traces,
thus without evaluating realistic cyber-physical scenarios.

Table I relates the existing work to the key features that we
outlined, namely, the model quality metrics, modeling process,
simulation, anomaly detection, and the use of an ICPS case study,
whereas all references neglect assessing the quality of multiple
process models, our proposal involves a structured modeling
approach where multiple Petri nets of the ICPS dynamics are
extracted by varying the event log extraction strategy and the
adopted PD algorithm. Moreover, our proposal investigates the
impact of the quality of the process models on the simulation and
anomaly detection tasks, where the performance is evaluated by
exploring the combination of PM and machine learning in a real
ICPS case study.

[ll. PRELIMINARIES

In this section, we establish the definitions of the main PM
inputs and outputs, commencing with the event log.
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TABLE |
CHARACTERIZATION OF THE LITERATURE REGARDING PM-BASED MODELING AND ANOMALY DETECTION
Reference Model quality metrics Modeling process Simulation Anomaly detection ICPS case study
[21] Fitness metric Single BPMN model evaluation v PM by fitness X
without PD thresholding
[22] Fitness metric Single Petri net evaluation using X PM by fitness v
PD thresholding
[17] Fitness metric Multiple Petri net evaluation using X PM by fitness X
PD thresholding
[23] Fitness metric Single BPMN model evaluation X PM + machine X
without PD learning
[24] Fitness metric Single BPMN model evaluation v PM + machine X
without PD learning
[18] Fitness metric Single BPMN model evaluation v PM + machine X
without PD learning
[25] Fitness metric Single BPMN model evaluation v PM + machine X
using PD learning
Our approach Fitness, precision, generalization, = Multiple Petri net evaluation using v PM + machine v
and simplicity metrics PD learning
nodes are the set of transitions 7r, which are connected to a set
of real activities A by a labeling function [. The source place
has a token, which is the current—and initial—marking M of
Source the Petri net. Furthermore, the Petri net has a 7 transition.
of
IV. FRAMEWORK
In the following, we detail the offline and online phases of
) i the proposed framework for digital twin development of ICPSs
Fig. 2.  Example sound workflow Petri net.

Definition 3.1 (Event log): Let us denote A as the universe
of activities and A* as the universe of possible sequences of
activities (traces) in \A. An event log L is a multiset of & traces,
where a multiset is a set such that there may be two equal yet
distinct elements. Given B(A*) the set of multisets over A*,
L € B(A*).

In addition to event logs, PD and CC algorithms involve
either using or producing a process model. The most widespread
formalism in PM for process models is the Petri net.

Definition 3.2 (Petri net): Let P and Tr be two sets of
nodes of a bipartite graph such that P N Tr =, and F C
(P xTr) U (Tr x P) aset of directed arcs. Furthermore, let
A C Abe a set of activities and | : Tr — A U {7} a function
that associates to elements of 7'r either an activity of A or the
“silent” label 7, which represent unobservable activities that add
legitimate behaviors not directly visible. A Petri net is the tuple
(P,Tr,F, A, 1), made of the places P, transitions 7'r, arcs F,
activities A, and labeling function [. Finally, M € B(P) is the
(current) marking of the Petri net, i.e., a multiset of tokens that
determine which transition is allowed to fire. In the following,
we denote A as the universe of Petri nets.

The Petri net can be extended to simulate a range of dynamics,
from initial marking to final marking [35]. In addition, the
Petri net to simulate should meet the soundness property. This
property ensures that the final marking is always reached and
that there are no dead parts. The most suited subclass of Petri
nets that meet these requirements is the sound workflow Petri
net [15]. Fig. 2 shows an example sound workflow Petri net.
The round nodes are the set of places P, whereas the squared

based on PM. Fig. 3 refines the high-level view in Fig. 1, showing
the modules, depicted as rounded squares, involved in each
offline and online digital twin service.

A. Offline Phase

1) Dynamics Characterization: First, dynamics characteri-
zation involves describing the evolution of the ICPS over time
from historical data, which we consider a set of variables whose
values are collected up to a given time. Such evolution is de-
scribed in terms of the current state and state transitions.

Definition 4.1 (Current state and state transition): Let us
denote 7 = {1...T} the set of time steps up to T € N, §
the universe of the possible states of a reference ICPS, and
V=A{v,...,v, :v;(t) € R,t € T} the set of n variables of
areference ICPS. Lett € 7 be atime step, v = (vy,...,Up) €
V™ m < n an m-tuple of variables, and s € S a state of the
ICPS. The current state of the reference ICPS is obtained by
function

S:V'"xT =S8, m<n (1)
such that S(v,t) = s. Furthermore, let ¢;,%, € 7 be such that
ta =t + 1A S(v,t1) # S(v,ta). The state transition of a ref-
erence ICPS is the triplet st = (S(v, t;), S(v, t2), t2). Hereafter,
we consider the set of state transitions as the set of activities (see
Definition 3.1).

To achieve meaningful process models, preprocessing may
implement S by quantizing the numerical variables uniformly
and assigning the current state based on the interval in which
the value of the different variables falls. Subsequently, event log
extraction involves building the event log from the identified
state transitions.
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Fig. 3. Activity diagram that shows the steps that implement the digital twin services of the proposed PM-based framework.

2) Process Discovery: PD applies a PD algorithm to extract
a set of control-flow relations between the state transitions of the
event log. These relations can be encoded into a Petri net [15].
Hence, in general, a PD algorithm can be formulated as follows.

Definition 4.2 (PD algorithm): Let A be a set of control-flow
relations, L € B(.A*) an event log, and A = AU {7} the set of
state transitions joined with the silent transition 7. Let P(.A)
be the power set of A, P(A) x P(A) x A the set of triples
containing elements of P(.A) and A, where each triple is made of
two sets of state transitions and the related control-flow relation.
Finally, let A : B(A*) — P(P(A) x P(A) x A) be a function
that associates an event log with a set of such triples and v a
function that encodes the results of A in a Petri net N € N. A
PD algorithm o A is the composite function

yor:BAY) =N 2)
such that y(A(L)) = N.

The set of control-flow relations A depends on the PD al-
gorithm. For example, the IM [36] discovers the sequence —,
parallel A, exclusive X and redo-loop O control-flow relations,
and implements A by recognizing these relations from split-
ting the event log into simpler parts. The Petri net in Fig. 2
was discovered using the IM, which identified, e.g., the triples
({t2},{t7},—), ie., t2 is causally followed by t7, and
({t2,t7}, {7}, ©), i.e., the sequence of transitions t2-t 7 can
loop via 7.

The types of control-flow relations handled and how these
are identified in the event log by the PD algorithm limit the
search space of the possible Petri nets. This limitation is called
the representational bias and heavily affects the quality of the
resulting Petri net [ 15]. For example, the a.-miner struggles with
capturing state transition loops because it only identifies those
state transitions that either follow each other in a causal depen-
dency or occur in parallel. In contrast, the IM can easily identify
loops since it supports the redo-loop relation. In addition to the
representational bias, PD algorithms differ based on their ability
to deal with noisy event logs [15]. For example, the HM uses
a “dependency threshold” that filters the control-flow relations
in the event log by evaluating the frequency of occurrence of a
given control-flow relation between a pair of state transitions: if
the frequency is below the threshold, the control-flow relation is
disregarded when building the Petri net.

As a final remark, note that the simplicity of the Petri net can
be evaluated at this stage by analyzing its graph-based structure,

e.g., the average number of incoming and outgoing arcs for each
transition [37].

3) Conformance Checking: CC applies a CC algorithm to
compare the traces of an event log with the Petri net, keeping
track of event log elements that may highlight control-flow
mismatches. This tracking results in CC diagnoses.

Definition 4.3 (CC diagnoses): Let L € B(A*) be an event
log of k traces and N € N a Petri net. CC diagnoses D € R¥*°
are collected by function

D: B(A") x N — RF*° 3)
such that D(L, N) = D, where k is the number of traces and o
is a number of event log elements.

The elements being tracked depend on the CC variant. For
example, the token-based variant checks whether the execution
of the traces in the event log causes missing and/or remaining
tokens in the Petri net. A further example is the alignment-based
variant, which attempts to align the execution of the traces in
the event log with the best approximating path in the Petri
net, tracking the activities that cause mismatches. These CC
diagnoses can be used to evaluate a set of quality metrics, which
are the fitness, precision, and generalization metrics [15].

Finally, note that the modeling part of the framework, com-
prising preprocessing, event log extraction, PD, and CC, is
executed iteratively. This is to adjust the preprocessing and
event extraction strategies and the PD algorithm until the
best Petri net is obtained according to the quality metrics
above.

4) What-If Analysis: What-if analysis carries out a set of
simulations using the Petri net obtained during the modeling part
to check what happens if faults are injected in the ICPS process.
In particular, given a sound Petri net (see Section III), this can
be extended to a stochastic Petri net to simulate a set of traces.
Notably, this extension integrates the Petri net in Definition
3.2 with probability functions associated with the transitions
to introduce stochastic delays and transition firing priorities in
the presence of race conditions [35]. Subsequently, these traces
are probabilistically injected with faults according to a specific
threat model, which can be provided by domain experts or rely
on generic fault injection techniques. The simulated event log
undergoes CC so that the resulting faulty CC diagnoses can be
used for classifier training. The resulting classifier could be the
FT approach [20] or other supervised/unsupervised classifiers
using the information in CC diagnoses [18].
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B. Online Phase

Online dynamics characterization involves extracting the
ICPS dynamics from run-time data monitored while the system
is exercised. Online preprocessing applies to run-time data the
same preprocessing parameters derived from historical data,
such as the quantization step. This is critical because, e.g., run-
time data could possibly exceed the lower and upper bounds for
quantization adopted in the offline phase. Next, online event log
extraction involves extracting state transitions from the collected
data and updating the run-time event log. This can be achieved
with two different strategies: incremental mode, where the event
log is updated with each new state transition, and window mode,
where the update occurs after a set of transitions has been
collected [15]. When the run-time event log is updated, the
framework checks whether it conforms to the Petri net obtained
in the offline phase by online CC and updates the run-time CC
diagnoses. Regardless of the specific event log update strategy,
the run-time traces to check could be incomplete, hence requir-
ing the application of slightly different CC solutions. In this
article, we advocate the use of either online token-based CC [38]
or alignment-based CC with prefix alignments [39] since these
two solutions can provide the same types of CC diagnoses as
in Definition 4.3. Finally, each time run-time CC diagnoses are
updated, anomaly detection uses the classifier obtained in the
offline phase to verify the presence of anomalies in the online
execution. On the one hand, the classifier should accept normal
behavior that exhibits small deviations from the norm. On the
other hand, anomalous behavior should be detected and notified
to avoid the propagation of errors throughout the ICPS, hence
preventing failures.

V. CASE STUDY AND EXPERIMENTAL RESULTS

In this section, we provide an overview of the WDT in-
frastructure and data collection, and show the proof-of-concept
application of the framework to the WDT. Then, we split the
experimental evaluation into two parts, where the first focuses
on PM-based modeling of the WDT and the second assesses the
quality of anomaly detection.

A. Water Distribution Testbed

The WDT is a scaled-down version of a water distribution
infrastructure in a laboratory environment. The WDT con-
sists of five polyurethane tanks (71, ..., 75), 20 Evian©Series
263-model solenoid valves (V7, ..., Va), three mini-type pipe
151 410 pumps (P, P5, P3), one EK-DCP 2.2 pump (Fy), five
WIKA®©S-11 pressure sensors (57, ..., Ss), and eight manual
valves to simulate water leaks from tanks or pipes. The volume
of T3 and T} is 15 [, whereas the volume of T}, 71>, and T5
is 30 I. Moreover, tanks are connected by cross-linked multi-
layer polyurethane pipes with an external diameter of 7/8”. The
water flow is controlled by a Modicon M340 programmable
logic controller (PLC) equipped with BMX P342020 processors,
DDM16025 discrete I/0, and AMMO600 mixed analog 1I/O
modules. The physical plant is enriched with a virtual extension
using minicps, which virtually adds three tanks (7g, 77, Tg),
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TABLE Il
ANOMALY SCENARIOS FOR PHYSICAL FAULT INJECTION IN THE WDT

Anomaly Affected
scenario resource Cause Effect
#1 Vis Anomalous opening of Anomalous filling of T4
V18 from Tl
#2 Vis Anomalous opening of Anomalous emptying of
Vig Ty
#3 Ps Internal Ps leak Anomalous filling of T
from T§g
#4 Vao Vaq breakdown Delay in filling Tg

two pumps (Ps, FPg), two solenoid valves (V,;, V2,), three pres-
sure sensors (Sg, S7, Sg) under each tank, and three virtual
PLCs for water-flow control. Specifically, the tanks are modeled
with a volume of 30 [, the connecting pipes have an external
diameter of 7/8”, and the pumps have a flow rate of 4 I/min.
The virtual extension is implemented using Python 3.9 and is
run on an Ubuntu machine with the following characteristics:
IntelXeonCPU E5-2620 v2 @ 2.10 GHz and 16 GB of RAM
memory. WDT data from PLCs are collected by a Movicon
11.6 supervisory control and data acquisition workstation, which
includes both a human machine interface for data visualization
and a historian for data storage.

The proposed case study involves data collection from both
normal and anomalous dynamics of the WDT. Fig. 4 shows the
normal water distribution dynamics enforced in the WDT. The
water is pumped from the reservoir toward 77, and then, the water
follows two paths, of which the first involves 7}, and the second
Ts,Ts, T7, and Tg. Please notice that when valve V5 is activated,
although the water is directed toward the reservoir, it is virtually
redirected toward 7§ to initiate the simulated physical process in
minicps. A cycle occurs when 77 completes a filling-emptying
cycle, and in our experimentation, a cycle is a trace. We collect
a total of eight cycles as historical data to characterize nor-
mal dynamics. Anomalous dynamics are enforced by injecting
physical faults on WDT pumps and valves. Table II lists the
four anomaly scenarios in this case study. These scenarios are
characterized by the affected system resources, the cause of the
anomaly, and the effect on the physical process. The total number
of collected cycles adopted as run-time data is 28, of which nine
are anomalous and nineteen are normal.

B. Framework Application

1) Offline Phase: Dynamics characterization involves using
the historical cycles collected from the WDT to obtain the system
states and state transitions, which are then organized in traces to
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build the event log. In more detail, preprocessing filters the his-
torical data by selecting the sensors that indicate the water level
in the six tanks involved in the WDT physical process depicted in
Fig.4 (11,714, Ts, Ts, T7, Tg). Subsequently, each tank is assigned
a set of states by quantizing the water level. For example, given
a quantization (Q) level of 50%, the tank is in state 0% — 50%
if the level stays within the interval that bounds the minimum
and half the maximum capacity, and conversely, it is in state
50%—-100%. Furthermore, state transitions are obtained for each
tank by tracking when there are transitions from one state to
another, i.e., from one water level to another. In this case study,
we consider seven different Q levels, 50%, 33%, 25%, 20%,
16.6%, 14.2%, and 12.5%, leading to seven different sets of
states and state transitions: by decreasing the Q level, we enable
finer-grained analyses of the overall WDT dynamics. For each Q
level, event log extraction draws complete traces by evaluating
when 7' completes a filling-emptying cycle and collects these
traces into a single event log. Then, PD applies a PD algorithm
to the event log. We consider: the a-miner, HM, IM, IMf with
20% noise tolerance, and ILP. The a-miner is the simplest and
is included as the baseline. The HM slightly improves the «
-miner by handling the directly-follows relation through causal
nets and filtering noisy event logs. The IM applies the approach
described in Section IV and always discovers sound Petri nets,
but tends to generalize too much and discover complex Petri
nets. The IMf extends the IM by filtering noisy event logs and
reducing the complexity of the resulting Petri net. Finally, the
ILP builds Petri nets by formulating a system of inequations
based on causal control-flow relations, excluding the infrequent
ones. The overall quality of the Petri net is assessed by CC. We
use alignment-based CC to compute the fitness and precision,
and token-based CC to compute generalization, and this choice
is due to the Python library we use for the experiments. In total,
we evaluate the quality of 35 different Petri nets, corresponding
to each PD-Q configuration.

Subsequently, what-if analysis involves simulating these Petri
nets to check what happens if faults are injected in the WDT
dynamics. For each Petri net, a set of traces is simulated and
injected with control-flow anomalies, which we set to occur
uniformly with 15% probability. In this case study, we consider
the following two control-flow anomalies: 1) unknown state
transition, which may result from WDT water overflow, and
2) state transition order swap, which may result from WDT
anomalous water leaks or pumping. In total, we generate one
training event log per Petri net consisting of 3000 normal and
3000 anomalous traces. CC applies alignment-based CC to the
simulated event logs to retrieve the CC diagnoses. These are then
used during classifier training to train five different machine
learning classifiers: RF, XGBoost, and AdaBoost for supervised
learning, and IF and OC-SVM for unsupervised learning.

2) Online Phase: Online dynamics characterization in-
volves extracting the WDT dynamics from the collected run-
time data to build event logs. First, online preprocessing filters
run-time data, applying the same seven Q levels adopted in the
offline phase. Subsequently, online event log extraction extracts
state transitions from the filtered data and builds the event log,
which is updated in a window mode strategy after collecting
a complete trace from data. Upon collecting a trace, online

Fitness Precision

50% - 0.95 095 0.5 095 095 1 0.93 QX o4 pesny 0
33% - 0.95 0.94 095 095 095 0.96 097 085 096 093
25% NS 0.05 0.98 0.98 0.96 NS 0.81 0.05 0.06 |
Q  20% SIS NS 0.97 096 0.6 NS NS 029 o047 PUXTEIER
16.6% -] NS i o093 093 NS NS L 057 o087
14.2% NS NS TE TE 0.94 NS NS TE TE 0.83
12.5% JEVCEERX TN 0.9 I 0.95 NS [XJ o002 T 06
Generalization Simplicity
50% ~ 072 075 073 1 094 o088 1 0.93 04
33% - 094 088 089 093 091

25% 4 0
Q 20%
16.6%

0.2

14.2%
12.5%

T - 0.0
a-miner HM M mf ILP

a-miner HM M Mf ILP

Fig. 5. Heatmaps related to the fitness, precision, generalization, and
simplicity metrics per PD-Q pair. Heatmaps indicate those PD-Q pairs
that either lead to NS Petri nets or TE when calculating the quality
metrics.

CC runs alignment-based CC with prefix alignment to build
the run-time CC diagnoses. These are handled during anomaly
detection by the trained classifiers to detect the four anomaly
scenarios injected in the WDT (see Table II).

C. Experimental Evaluation

The software for the experimentation is implemented using
Python and several off-the-shelf libraries for data processing,
machine learning, and PM, such as scipy, sklearn, and
pmépy. The software was run on a desktop PC hosting an
IntelCore i9-11900K CPU @ 3.50 GHz and 32 GB of RAM
memory. The experimental setup and dataset for both normal
and anomalous dynamics are available online.'

1) Modeling Results: Following the structured approach to
modeling proposed in our framework, we aim to evaluate the
fitness, precision, generalization, and simplicity of the PD algo-
rithms in combination with the seven different Q levels above.
Therefore, we have a two-factor experiment with factors PD and
Q. The experiment involves adopting the normal cycles collected
from the normal dynamics of the WDT. Specifically, out of the
eight historical normal cycles, we randomly pick four of them
to build a Petri nets by PD. The remaining four are used to
evaluate the quality metrics. This process is repeated 20 times
to account for statistical fluctuations. We set a timeout of 120 s
for the application of alignment-based CC to evaluate the quality
metrics.

Fig. 5 shows the heatmaps related to the fitness (top left),
precision (top right), generalization (bottom left), and simplicity
(bottom right) metrics per PD-Q pair. In general, the best Q
level is 33% since this value allows all PD algorithms to achieve
high fitness (>0.94), precision (>0.85), simplicity (>0.88), and
generalization (>0.76). Moreover, the lower the Q level, the
more likely the a-miner and HM could build nonsound (NS)
Petri nets. In contrast, the IM, IMf, and ILP always build sound
Petri nets, which is a pivotal property since the alignment-based
CC implementation of pm4py cannot be applied to NS Petri
nets. However, the IM and IMf tend to discover complex and
low-precision Petri nets for several Q levels. Besides, the IM and
IMf are more likely to show a timeout error (TE) for lower Q
levels, e.g., 16.6% (IM), 14.2% (IM and IMf), and 12.5% (IMf).

![Online]. Available: https://github.com/francescovitale/pm_wdt_modeling_ad
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TABLE IlI
TIME AND SPACE COMPLEXITY OF THE ILP COMPARED TO THE BASELINE
a-MINER FOR EACH Q LEVEL

PD Q PD time [s] CC time [s] Places  Transitions  Arcs Size
50% 0.03 £ 0.00 <0.00 £ 0.00 11 12 24 5.11kB
33% 0.12 £ 0.00 <0.00 + 0.00 27 24 54 10.72kB
ILP 25% 0.47 £ 0.03 0.01 £ 0.00 42 38 101 17.77kB
(overall best) 20% 0.86 + 0.04 0.02 + 0.00 53 50 113 21.54kB
16.6% 1.81 £ 0.15 0.08 + 0.01 67 60 136 26.00kB
14.2% 431 +0.27 0.28 + 0.09 84 73 196 34.26kB
12.5% 8.90 £ 0.31 0.57 + 0.44 104 86 262 43.05kB
50% <0.00 £ 0.00  <0.00 £ 0.00 13 12 24 7.80kB
33% <0.00 £ 0.00  <0.00 £ 0.00 28 24 54 16.68kB
-miner 25% <0.00 £ 0.00 N/A 42 36 85 25.51kB
(baseline) 20% <0.00 £ 0.00 N/A 52 48 105 32.00kB
i 16.6%  <0.00 + 0.00 N/A 68 60 135 41.11kB
142%  <0.00 + 0.00 N/A 85 72 173 51.55kB
125%  <0.00 + 0.00 N/A 106 84 229 66.88kB

N/A indicates that ali; based CC is non-:

ble due to the petri net being NS.

Notably, the ILP is the overall best since it achieves satisfying
fitness, precision, generalization, and simplicity for all Q levels,
builds sound Petri nets, and does not exceed the timeout for
CC. We provide the detailed time and space complexity of ILP
in Table III, comparing these to the baseline, i.e., the a-miner.
Specifically, this table reports the time required to extract the
Petri net (PD time) and for applying alignment-based CC for
each normal trace (CC time), the number of places, transitions
and arcs of the Petri net, and the size of the model. Although the
a-miner is very fast at both discovering Petri nets and checking
new traces, it leads to NS Petri nets for the majority of Q levels.
Instead, the ILP is able to keep low PD and CC times while build-
ing sound Petri nets with lower memory usage for all Q levels.

2) Simulation and Anomaly Detection Results: In this part,
we aim to evaluate the detection performance of several machine
learning classifiers using the Petri nets obtained with the PD-Q
configurations above. In addition, we evaluate the CC time for
Petri nets discovered using such configurations. As mentioned,
the classifiers are: RF, XGBoost, and AdaBoost for supervised
learning, and IF and OC-SVM for unsupervised learning. Fur-
thermore, we compare the results with the FT approach [20].
The classifiers were trained using the CC diagnoses obtained
by simulation from the Petri net corresponding to the specific
PD-Q configuration. In more detail, RF, XGBoost, AdaBoost,
and IF were trained using both anomalous and normal simulated
traces, whereas OC-SVM was trained exclusively using the
normal data. Finally, FT was implemented by thresholding the
fitness with the minimum value obtained from the normal sim-
ulated traces. In addition, the machine learning classifiers were
validated through stratified five-fold cross-validation. Through-
out the validation process, we standardized the CC diagnoses,
employed feature selection with principal component analysis
(PCA) and the cumulative variance thresholding criterion [40],
and explored a set of hyperparameter values to maximize the
performance metrics of each classifier (see Table V).

First, we assess the impact of the Petri net quality on anomaly
detection performance and CC time. To this aim, we consider
the Petri nets obtained with 25% Q, for which the HM shows
very low fitness (0.05), IM and IMf show very low precision
(0.05 and 0.06, respectively), ILP results in the highest-quality
PD algorithm, and the a-miner builds an NS Petri net. Table V
reports the detection precision, recall, and F1 metrics of the
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TABLE IV
SET OF HYPERPARAMETER VALUES EXPLORED DURING VALIDATION

Hyperparameter values

v ={0.1,0.2,0.3}

kernel = {‘linear’, ‘poly’, ‘rbf’, ‘sigmoid’}
RF n_estimators = {100, 200, 500, 1000}

n = {0.001,0.01,0.1,0.3,0.5, 1}

OC-SVM

Machine XGBoost n_estimators = {100, 200, 500, 1000}
learning booster = { ‘gbtree’, ‘gblinear’ }
1 . stims o=
algorithm Adaboost n,esl%mdtors {100, 200, 500, 1000}
learning rate = {0.001,0.01,0.1,0.3,0.5,1}
IF n_estimators= {100, 200, 500, 1000}
contamination = {0.1,0.2,0.3,0.4}
PCA with
Feature cumulative
selection K threshold = {0.95,0.96,0.97,0.98,0.99}
leorithm  YATiance
s thresholding

B 50% NN 33% OOD 25% == 20% ENY 16.6% EX¥ 14.2% E=3 12.5%

|

0 ol

g
FT 0C-SsVvM RF XGBoost AdaBoost IF
Anomaly detection classifiers

F1 [%]

Fig. 6. Detection F1 score metric of FT, OC-SVM, IF, RF, Adaboost,
and XGBoost classifiers related to the Petri nets obtained by ILP with
12.5%, 14.2%, 16.6%, 20%, 25%, 33%, and 50% Q.

aforementioned classifiers tested against the 28 (nine anoma-
lous + 19 normal) run-time traces. It also includes the mean
and standard deviation of the time required to retrieve the CC
diagnoses from these traces (CC time). In general, the detection
performance of all the classifiers heavily depends on the quality
of the Petri net used to extract the CC diagnoses. In fact,
regardless of the adopted classifier, the HM and IM result in
the worst detection performance metrics. The highest detection
performance is achieved by the ILP, which discovers the Petri
net with the best quality metrics. Interestingly, the IMf, despite
its low modeling precision, leads to high-detection performance,
even surpassing the ILP when using RF (P = 88.9, F'1 = 88.9).
However, the IMf shows the worst CC time (~ 1.56s), whereas
the ILP is the second fastest (~ 0.02s). Overall, it can be
noticed that IF outperforms the other classifiers in all cases,
including the baseline FT approach, while XGBoost results in
the best-performing supervised classifier.

Second, due to the ILP being the overall best for modeling
the data at hand, we consider a detailed overview of the F1 score
related to the ILP across the seven different Q levels, shown in
Fig. 6. The best F1 score is achieved by the IF, which achieves
the highest detection performance with F'1 = 97% for 25% Q,
whereas the worst performance is obtained by FT, with an F1
score of 0% for 50% Q. The OC-SVM generally shows high
F1 values (F'1 > 75%), except for 12.5% Q, where F1 drops
to 17%. At the same time, the supervised algorithms improve
their performance as the Q level decreases, demonstrating that
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TABLE V
DETECTION PRECISION (P), RECALL (R), AND F1 ScORE METRICS OF THE FT, OC-SVM, IF, RF, ADABOOST, AND XGBOOST CLASSIFIERS RELATED TO THE
PETRI NETS OBTAINED BY HM, IM, IMF, AND ILP WITH 25% Q: ID INDICATES AN ILL-DEFINED VALUE

PD CC time [s] FT OC-SVM IF RF AdaBoost XGBoost
P[%] R[%] F1[%] P[%] R[%] F1[%] P[%] R[%] F1[%] P[%] R[%] F1[%] P[%] R[%] F1[%] P[%] R[%] F1[%]
HM 001+0007 ID 00 00 300 10 461 750 100.0 857 357 556 435 357 556 435 385 556 455
IM 1554696 1000 77.8 875 300 10 461 840 1000 913  50.0 667 57.1 455 556 500 1000 444 615
IMf  156+7.04 1000 889 941 909 47.6 625 955 1000 97.7 889 889 889 889 889 89 889 889 889
ILP  002+002 1000 889 941 929 619 743 955 1000 97.7 80.0 889 842 1000 889 941 100.0 889 94.1
CC time column indicates the time required to retrieve the CC diagnoses from run-time traces.
114 - used to characterize the states of the ICPS and to capture the state
1.0 I . . . .
091 transitions in a Petri net can greatly differ based on the specific
_ ';: ICPS infrastructure. Therefore, further experiments with addi-
0 .
s 06 | tional relevant ICPSs would be beneficial to fully validate the
= 0.5
004 proposed framework.
° 0.3
0.2
011 VI. CONCLUSIONS AND FUTURE WORK
50 33 25 oo e 1.2 125 In this article, we presented a novel framework for the digital
twin development of ICPSs based on PM, which combines data-
Fig. 7. Time required to retrieve the CC diagnoses from run-time driven and process-based analyses. The framework includes

traces for Petri nets obtained by ILP with 12.5%, 14.2%, 16.6%, 20%,
25%, 33%, and 50% Q.

the higher the level of modeling detail, the better the ability
of supervised algorithms to recognize unknown test anomalies.
However, similar to the unsupervised classifiers, there is a drop
in performance at 12.5% Q for the supervised classifiers as well,
with RF, XGBoost, and AdaBoost exhibiting F1 values of 56%,
62%, and 64%, respectively. Fig. 7 also reports the CC time for
the run-time traces, which increases as the Q level decreases (~
0.53 sat 12.5% Q), demonstrating that finer-grained analyses of
the process dynamics require higher time to anomaly detection.

D. Threats to Validity

The results highlighted that both PD algorithms and the event
log extraction strategy have an impact on the quality of the
Petri nets and anomaly detection and time performance. In this
section, we address a few additional internal and external threats
to the validity of the approach.

1) Internal Threats to Validity: Since the experimental setup
needs to collect the evolution of the fluid level across the tanks of
the WDT, data quality can be affected by noise in fluid sensors.
As a consequence, the evolution of fluid levels in normal cycles
could differ. Furthermore, the injection of anomalies according
to the scenarios in Table II requires disrupting the operation
of the testbed by interfering with the flow of water. As such,
operating on the testbed is subject to human error and may influ-
ence how the cycles are labeled. Finally, regarding the software,
on the one hand, we have used the implementations provided
by the pm4py packages, which could differ from those found
in other frameworks, such as ProM. On the other hand, tuning
the parameters of the machine learning algorithms can lead to
slightly different results regarding detection performance.

2) External Threats to Validity: The proposed framework has
been validated against a single ICPS case study, where the
system dynamics have been collected by monitoring the
evolution of fluid levels in the WDT tanks. However, the strategy

ICPS modeling, simulation, and monitoring through offline and
online phases. The offline phase systematically extracts the most
suitable Petri net model by using historical data collected as the
ICPS operates in nominal conditions. The Petri net drives sim-
ulation and enables anomaly detection by building a classifier.
Subsequently, the online phase involves run-time monitoring
for anomaly detection, by using the Petri net and classifier
obtained in the offline phase. We evaluated a proof-of-concept
application to the WDT. The modeling results outlined that
the ILP is the best PD algorithm since it achieves satisfying
fitness (>0.93), precision (>0.76), generalization (>0.78), and
simplicity (>0.56) for all the modeling configurations, and
it also shows low time complexity for discovering Petri nets
(< 8.90 s) and checking traces (< 0.57s), and always builds
sound Petri nets. In addition, the simulation and anomaly detec-
tion results highlight the importance of adopting high-quality
Petri nets to significantly improve anomaly detection and time
performance. In fact, considering a specific modeling configu-
ration, we showed that the ILP achieves satisfactory F'1 (>74.3)
and time complexity (~ 0.02 s) for all the classifiers, whereas
the HM, which was the worst PD algorithm for that configura-
tion, drops F'l performance as low as 0 with the baseline FT
approach.

Based on the results of the experimentation, we believe the
automatic building of digital twins through PD can play an
essential role in the future evolution of ICPSs, by speeding
up their development process, through the usage of artificial
intelligence and machine learning. That also allows to manage
their increasing complexity (i.e., size, distribution, and hetero-
geneity) and adaptation requirements to uncertainties, such as
new threats and unknown operational scenarios due to rapidly
evolving environments. In light of the above, and considering
the threats to validity discussed in Section V-D, in the future, we
plan to: develop more realistic simulations for better-informed
what-if analyses, experiment with additional machine learning
and deep learning algorithms to further generalize the anomaly
detection results, and validate the framework against additional
relevant ICPS case studies.
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