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A B S T R A C T

GUI-based test-cases generated by Capture and Replay tools suffer from the well-known fragility problem:
they may break even if small layout changes are operated in a Web application, without modifying the app
functionality. An approach based on the automatic injection of HTML tag attributes named hooks in the
source code of Web templates has been recently proposed to solve this problem. Such hooks allow the unique
identification of GUI items to be located during test case execution. This technique showed its effectiveness
in a preliminary validation study, where it allowed to significantly reduce the number of test case locator
breakages in regression testing of student-made Web applications. This paper presents a further validation
study where we compared the robustness of hook-based test cases against state-of-the-art and state-of-the-
practice techniques for locating GUI objects. We proposed a three dimensional model for classifying different
types of layout changes and used it to define a benchmark of realistic changes. Thanks to the model, we
systematically compared the robustness of test cases generated by different techniques with respect to specific
types of changes and studied the relationship between fragility issues and types of changes in different test
case generation techniques.
1. Introduction

According to Banerjee et al. (2013), GUI testing is system testing of
a software that has a graphical-user interface (GUI) front-end. Because
system testing entails that the entire software system, including the
user interface, be tested as a whole, during GUI testing test cases
are developed and executed on the software by exercising the GUI’s
widgets (e.g., text boxes and clickable buttons). Capture and Re-
play (C&R) techniques have been widely used in industry since thirty
years to perform GUI testing without requiring advanced testing/pro-
gramming skills (Hammontree et al., 1992). A tester can exploit a
C&R tool to automatically generate GUI-based test scripts starting
from real sequences of user interactions on the GUI of the appli-
cation under test, including mouse clicks, keyboard entries, naviga-
tion commands, etc. These sequences are recorded by the tool and
automatically translated into executable test scripts. C&R techniques
showed their usability in exploratory testing (Kaner, 2008) and the
capability to achieve good effectiveness results in mobile application
testing (Di Martino et al., 2020). They are very popular especially in
regression testing activities, where the captured test cases can be used
to re-test a modified application. Capture and Replay (C&R) tools are
also commonly used in End-to-End (E2E) testing of Web applications,
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where the application is tested as a whole from the perspective of the
end-user (Ricca et al., 2019) for different types of testing, including
robustness, responsiveness, accessibility, compatibility, etc.

However, in spite of their notable advantages, C&R techniques
present some known limitations. One of them consists in the incom-
pleteness of the generated test cases, because not all the application
behaviors can be solicited by GUI based test cases (Rafi et al., 2012).
Generated test cases may also be affected by fragility issues, since
they may fail (and cease to be applicable) even if small changes are
operated in the GUI, without modifications of the functionality of the
app (Coppola et al., 2019). Such test case failures are usually called
‘‘test breakages’’ (Hammoudi et al., 2016) in order to distinguish them
from application failures that occur when tests operate correctly and
reveal faults in the system under test. For example, we may consider
a layout change consisting in moving an HTML tag in another point
of the HTML page. This change may break a test case that located that
tag by an XPath expression referencing the previous tag position within
the HTML tree. Analogously, any change of a HTML tag value attribute
(e.g. a change of the class attribute) may break any test case based on
a XPath involving that attribute value.
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Test breakages are a cause of inefficiency in regression testing
processes, since extra time is needed for repairing the broken tests or
substituting them with up-dated ones.

The problem of Web test fragility is well-known in the literature,
where several techniques have been proposed either to generate more
robust test cases (Yandrapally et al., 2014; Leotta et al., 2014; Pirzadeh
and Shanian, 2014; Leotta et al., 2016; Kirinuki et al., 2019) or for
repairing broken tests (Choudhary et al., 2011; Hammoudi et al.,
2016; Leotta et al., 2015). A third type of approaches described in the
literature is intended to improve the testability of the Web applications
at the origin (Bajaj et al., 2015b,a) by Web page design or refactoring
techniques that enable the definition of more robust locators and test
cases.

In our previous work (Fasolino and Tramontana, 2022), we pro-
posed an approach of the third type that targets the category of
template-based Web applications and exploits the concept of hook-
based locators. Template-based applications use Web templates for
implementing the well-known Model-View separation principle for
designing GUI based applications (Parr, 2004). Each template statically
includes the source code of the target Web pages, i.e. the Views that
will be dynamically generated at run-time. The technique that we
proposed to improve the robustness of test cases is based on ‘‘Hook-
based’’ locators that exploit an HTML tag attribute, the so-called hook,
to allow the unique identification of each distinct tag of a Web page.
The point of novelty of our approach is that it artificially introduces
such hook attributes in the Web page templates that are the origin of
each rendered web page. In this way, when a new page is generated, its
tags will already include the hook attributes. Hook attributes will allow
the definition of a new type of DOM-based locators, which are likely to
be more resilient to Web page changes involving layout properties.

In Fasolino and Tramontana (2022) we performed a validation
experiment that preliminarily showed the ability of hook-based locators
to reduce the number of test case breakages and the effort of the regres-
sion testing activities. The study involved three small Web applications
which were iteratively developed by university students of an Advanced
Software Engineering course. The regression test cases developed using
the proposed approach turned out more robust than test cases based
on the default locators generated by the state-of-the-practice Katalon
Recorder tool.1 We observed indeed that 16.6% of test cases broke by
fragility issues when using Katalon Recorder locators, whereas none of
them broke when using Hook-based locators.

These experimental results, though encouraging, were limited to the
context of Web applications developed ad hoc by students, which may
not be representative of the user interface complexity of real template-
based Web applications. Another limitation of the study was that the
set of layout changes implemented by the students were limited in
number, since only a few releases (less than 10) were developed and
only some of them included layout changes. Finally, the study only
compared hook-based locators against the ones provided by the Katalon
Recorder tool, whereas further locators among the ones described in the
literature are worth considering.

In this paper we present a new study we performed to further
validate our technique. The aims of this study were (1) to evaluate
the effectiveness of our approach with respect to GUI layout changes
which may occur in real web applications and (2) to compare it against
locators already presented in the literature and used in the practice.

To carry out this study we defined a novel classification model of
GUI changes that may affect the layout of a Web application. The model
distinguishes changes on the basis of the type of GUI item or property
involved in the change (i.e. HTML tag, tag attribute, tag attribute value,
text included between tags, template tag), the type of change (i.e. GUI
item insertion or removal, property modification, position change) and
the relative position of the changed GUI item with respect to the

1 Katalon Recorder, https://katalon.com/katalon-recorder-ide/.
2

one directly involved in the test case. Then, we considered two open-
source applications obtained from GitHub repositories and injected a
benchmark of 192 exemplar changes of 55 different categories in their
code, to modify the layout of these Web applications. The benchmark
of changes was defined according to the proposed GUI change model.
Eventually, we systematically compared the robustness of existing types
of locators with respect to the different implemented changes. This
study allowed us to investigate the robustness of existing locators and
showed their points of strength and weakness with respect to typical
Web layout changes.

While this paper shares with the previous publication (Fasolino
and Tramontana, 2022) the proposed hook-based locator technique, it
provides the following three additional research contributions. First,
it proposes a novel classification model of Web application layout
changes that can be used to systematically generate a benchmark of
changes for experimental studies. Second, it presents a validation study
that systematically compares the robustness of the hook-based test
cases proposed in Fasolino and Tramontana (2022) against test cases
based on state-of-the-art and state-of-the-practice locators. Third, we
make available on a GitHub repository all the experimental materials
we developed to carry out this study, for replication aims.

The remainder of the paper is structured as follows. Section 2 pro-
vides background information about template-based web applications
and different types of locator proposed in the literature and used in
practice. Section 3 presents the technique proposed for the generation
of hook-based locators in template-based Web Applications. In Sec-
tion 4 we present the proposed GUI change classification model, while
in Section 5 we illustrate the validation study we performed. In Sec-
tion 6 related work is presented while Section 7 discusses conclusions
and future works.

2. Background

In this Section we report background information about Web apps
based on templates and about the types of locators implemented in
existing C&R tools or described in the literature. Moreover we discuss
the problem of Web apps test case fragility.

2.1. Web apps based on web templates

Unlike the technologies for the server-side development of web
applications used in the past (such as Java Servlet, or JSP, etc.) (Parr,
2004), most modern solutions are today inspired by the principle of
separation between business logic, presentation logic and logic of data,
which allows to obtain applications that are more easily developed
and maintainable. Currently, many web development frameworks are
based on the well-known MVC pattern (or its variants, such as MVVM)
that was created precisely to implement this principle. Many modern
frameworks also adopt the technology of Web templates and tem-
plate engines (Parr, 2004) that allow to manage the presentation logic
separately from data and business logic.

A template indeed focuses on how to present the data, and other
components can focus on what data to present. Template files consist
of prewritten markup and template tag blocks where data are inserted.
They are created by developers and then processed by the template
engines that take in tokenized strings and produce rendered strings with
values in place of the tokens as output.

In the following, we report some details about an example Web
application developed using templates. The application has been built
using the Angular framework,2 which is an MVC development frame-
work using a JavaScript template engine for generating the Views to
be rendered in the client browser. The application is very simple and

2 Angular, https://angular.io/.

https://katalon.com/katalon-recorder-ide/
https://angular.io/
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Fig. 1. Screenshot of the example Web application showing the ‘Make Coffee’ task in ‘To Do’ status.
Fig. 2. Screenshot of the example Web application showing the ‘Make Coffee’ task in ‘Done’ status.
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it allows to manage user tasks by providing features to show the task
list, to assign them to different users, and to manage the task status.

Fig. 1 shows the app View reporting the ‘Make Coffee’ task assigned
to ‘John Doe’ that is in the ‘ToDo’ status. Fig. 2 represents the View
that is obtained after that the user clicks on the ‘Mark as Done’ action
button: in this latter View the status of the ‘Make Coffee’ task is ‘Done’
and its text is struck through. Listings 1 and 2 respectively show
an excerpt of the HTML source code of the starting page of the Web
application and of the HTML template including the task table.

Listing 1: Code excerpt of the Starting HTML Page of the Example
Web Application

1 <html>
2 ...
3 <body ng-app= " myApp " >
4 <div class= " container " >
5 <ui-view></ui-view>
6 </div>
7 ...
8 </body>
9 </html>

Listing 2: Code excerpt of a Template of the Example Web
Application

1 <ui-view>
2 ...
3 <table>
4 ...
5 <tbody>
6 <tr ng-repeat= " taskinctrl.tasks " >
7 ...
8 <td>
9 <span class= " label-default " ng-if= " !

task.done " >To Do</span>
0 <span class= " label-success " ng-if= " !!

task.done " >Done</span>
1 </td>
2 <td>
3 <div class= " form-group " >
4 <button type= " button " ng-if= " !!task.

done " ng-click= " task.done=false " >
&#x270E; Mark as To Do</button>
3

5 <button type= " button " ng-if= " !task.
done " ng-click= " task.done=true " >&#
x2714; Mark as Done</button>

6 <button type= " button " ng-if= " !task.
done " ui-sref= " .edit({taskIndex:
$index}) " >&#x270E; Edit</button>

7 <button type= " button " >&#x2718; Remove<
/button>

8 </div>
9 </td>
0 </tr>
1 </tbody>
2 </table>
3 </ui-view>

Observe that line 5 of Listing 1 acts as a reference pointing to
the template definition reported from the line 1 of Listing 2. Listing
2 contains the template of the HTML of the table shown in Figs. 1 and
2. This code includes basic HTML tags (such as td, div, button) and
Angular keywords (given by tag attributes starting with the ng prefix)
that are responsible for the different possible appearances of the table.
For example, the two action buttons ‘Mark as Done’ and ‘Mark as To Do’
can be shown alternatively, on the basis of the values of the boolean
task.done variable.

2.2. Locators in C&R tools

C&R tools record the user interactions with the GUI of the ap-
plication under test and translate them into executable test scripts.
Afterwards, such interactions can be replayed in order to replicate the
recorded execution. In the case of Web applications, such interactions
are captured and replayed through a Web browser.

The fundamental problem faced by C&R tools is the generation of lo-
cators able to uniquely identify the items of the Web page on which the
interactions have to be replayed. On the basis of the solution adopted to
solve this problem (Ardito et al., 2019), these tools can be classified in
‘‘Coordinate-based’’, which identify GUI items by registering the exact
screen coordinates at which the interactions have to be performed,
‘‘Visual tools’’ that identify the GUI items through image matching
algorithms like in Sikuli (Yeh et al., 2009), or ‘‘Layout-based’’ ones that
implement locators that directly point to specific items of an HTML
document.
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In Layout-based C&R tools, the most common techniques to identify
Web elements in a page are DOM-based (Chapman and Evans, 2011)
and locators are usually expressed as XPath expressions (Leotta et al.,
2014). XPath expressions allow pointing to different parts of an HTML
document, providing a flexible way of navigating through the DOM of
the document. They are usually preferred to other technologies for their
high expressiveness and for their general applicability (Leotta et al.,
2016).

The most popular layout based C&R tools for Web application test-
ing are those offered by the Selenium3 and Katalon4 projects. Katalon
Recorder is the free C&R tool offered by the Katalon Project, which is
built on top of the Selenium open source automation framework. It is
able to propose different locators for identifying the involved widgets.
An interesting characteristic is that it can also be freely extended by
customized locator generation techniques. In this way, the tester can
choose the locator he prefers among a range of possible alternatives.

In the following we present the characteristics of different types
of locator expressed in XPath: we consider Absolute and Relative
locators, locators generated by ROBULA, one of the state of the art
techniques (Leotta et al., 2014), and some of the ones generated by
Katalon Recorder and Selenium, two of the state-of-the-practice tools.
We will illustrate these locators with reference to a pair of common
examples. We will show the different types of locators pointing to (1)
the ‘‘Mark as Done’’ action button of the ‘‘Make Coffee’’ task assigned
to ‘‘John Doe’’ in the Web page reported in Fig. 2, and (2) to the
‘‘Done’’ label shown in the row corresponding to the ‘‘Make Coffee’’ task
reported in Fig. 2.

2.2.1. Absolute locators
An absolute locator can be represented by a XPath expression

including references to all the items traversed by a path from the root
(i.e., the HTML root tag) to the target element to be located.

When any traversed node presents siblings in the HTML tree, index
values can be used to select the correct node among the siblings. The
absolute locators for the ‘‘Mark as Done’’ button and for the ‘‘Done’’
label of the previous example are reported in Listing 3.

Listing 3: Examples of Absolute locators
/html/body/div/ui-view/div/ui-view/ui-view/

table/tbody/tr[2]/td[4]/div/button[1]
/html/body/div/ui-view/div/ui-view/ui-view/

table/tbody/tr[2]/td[3]/span[1]

As it can be seen, absolute locators are very detailed and are able to
niquely point to a specific tag of HTML pages. Of course, any change of
he items referenced by the XPath expression may break these locators.

.2.2. Relative locators
A relative locator specifies a path that does not start from the root

ode but includes references to the target tag, its parent, or its ancestors
nd/or attributes or text of these tags that allow to uniquely identify
he target element.

Two possible relative locators for the same ‘‘Mark as Done’’ button
and for the ‘‘Done’’ label of the previous Figures are shown in Listing
4. The former locator contains references to the div parent tag of the
button to be located and to some of its ancestors, whereas the latter
one includes only a reference to the exact value of the text contained
in the label.

Listing 4: Examples of Relative locators
//div[@class = ' container ']/ ui-view/div/ui-

view/ui-view/table/tbody/tr[2]/td[4]/div
/button[1]

//span[normalize -space() = ' Done ' ]

3 Selenium, https://www.selenium.dev/.
4 Katalon Recorder, https://www.katalon.com/katalon-recorder-ide/.
4

‘

A problem with relative locators is that they may become am-
biguous when additional Web elements satisfying the same XPath
expression are inserted into the Web page.

2.2.3. ROBULA locators
ROBULA (Leotta et al., 2014) is a technique to build locators

by following a top-down approach that starts from the most general
locator (i.e., ‘‘//*’’, matching all the elements in the document) and
specializes it via transformation steps. The transformation steps start
by considering the target tag and adding information about the tag
type and attributes into the locator. If a unique locator is obtained,
then it is returned by the algorithm otherwise the algorithm repeats
the transformations for the parent tag. In the worst case, the algorithm
returns an absolute locator. The ROBULA algorithm can be considered
as an optimal trade-off between absolute and relative locator.

ROBULA expressions for the ‘‘Mark as Done’’ button and for the
‘‘Done’’ label are the ones in Listing 5.

Of course, they may break if some of the referenced tag changes and
also if the position of the items in the table changes.

Listing 5: Examples of ROBULA locators
//tr[2]/td[4]/div/button[1]
//tr[2]/td[3]/span[1]

2.2.4. Katalon recorder locators
Katalon Recorder provides several locator generation techniques.

The locators provided by Katalon Recorder try to pursue the same
objectives as those of ROBULA: they are able to uniquely identify the
target element with an expression containing a very limited number of
references. In order to obtain this objective they may include references
to the target attribute, to its position, to the text it includes and
references to the neighbor tags.

Katalon Recorder expressions suggested for the ‘‘Mark as Done’’
button and for the ‘‘Done’’ label are reported in Listing 6.

Listing 6: Examples of Katalon Recorder locators
xpath=(.//*[normalize -space(text()) and

normalize -space(.) = ' To Do ']) [2]/
following::button[1]}

xpath=//*/text()[normalize -space(.) = ' Done ']/
parent::*

The first expression locates the button by referring to the preceding
item including the ‘‘To Do’’ text, whereas the second one individuates
the tag including the ‘‘Done’’ text avoiding to specify the tag type.

he first locator appears fragile to changes of the relative positions
f the elements into the page, whereas the second one is not fragile
ith respect to HTML elements but it can break if the text ‘‘Done’’ is

ranslated or if it is added in another part of the page.

.2.5. Selenium locators
Selenium is one of the most commonly used tools for recording

UI-based test cases via C&R. Similarly to Katalon Recorder, it offers
large set of possible locators for each considered GUI item by using

ifferent techniques. In particular, Selenium provides a set of locators
onsisting in XPath expressions that use tag, attributes, attribute values,
ncluded text and other properties to uniquely locate a GUI item. Of
ourse, not all locators are available for each GUI item (e.g. XPath
ocators including the href attribute can be only applied on anchors).
n addition, Selenium provides a set of locators based on CSS style
roperties (i.e. on the values of the class attributes).

Selenium expressions suggested for the ‘‘Mark as Done’’ button and
or the ‘‘Done’’ label are reported in Listing 7. The first expression
ocates the button by referring to the position of the button in the

eb page, whereas the second one is based on the existence of the text

‘Done’’ in a span tag.

https://www.selenium.dev/
https://www.katalon.com/katalon-recorder-ide/
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Listing 7: Examples of Selenium locators
xpath=(//button[@type = ' button ']) [2]
xpath=//span[contains (. , 'Done ' ) ]

The first locator appears fragile, for example, to changes in the order
f the buttons, whereas the second one is fragile with respect to changes
f the container tag (e.g. if span is substituted by div) or in text changes
i.e. abbreviations or translations).

Examples of the CSS-based locators for the same two GUI items
re reported in Listing 8. Of course, the potential robustness of these
ocators is based on the internal design of the Web application: if each
UI item has its unique style that is never changed, these locators may
ot break.

Listing 8: Examples of Selenium locators based on CSS
css=.btn-success
css=.label

3. Hook-based locators and the technique for generating them

A Hook can be defined as an artificial attribute inserted into a HTML
tag. A Hook-based locator is an XPath query including references to hook
attributes. Hook-based locators have been proposed in Fasolino and
Tramontana (2022) as an alternative category of locators, applicable
to Web applications developed using the template technology. These
locators require that a hook attribute, characterized by the property
that its name is uniquely defined in the context of the Web application,
is associated to each tag of each template and each static HTML page
of a Web application. Hook-based locators are thus a particular type
of XPath queries including references just to the hooks of the widgets
to be pointed out and possibly to selected hooks of templates and
containers including it. Hook attributes can be injected in the HTML
tags of the Web pages by means of an automated technique, named
Hook Injection, and the Hook-based locators can be generated by a
Hook-based locator generation technique that will both be presented in
the following subsections.

3.1. Hook injection technique

This technique aims at injecting two different types of hook in the
tags belonging to each template and each static HTML page of a Web
application. The former type of hook is associated with the root tag
of each of them. In this case, the hook is defined by a constant string
made by the prefix ‘‘x-test-tpl-’’ and a variable suffix made by a positive
integer number. The suffix is uniquely defined for each root tag of the
web application components using a consecutive integer numbering.
The latter type is associated with each template HTML tag and is
defined by a constant string made by the prefix ‘‘x-test-hook-’’ and a
variable suffix made by a positive integer number. The suffix part is
also uniquely defined for each tag of the web app components using
a consecutive integer numbering. The hook attributes do not affect
the normal behavior of the Web application and do not conflict with
possible HTML id or name attributes already assigned to the tags.

Listing 9 shows an excerpt of the modified code of the starting page
reported in Listing 1 that is obtained after the template hook injection.
Analogously, Listing 10 shows the excerpt of the refactored code of the
example template reported in Listing 2, where hooks have been injected
for each HTML tag and in the template definition tag (at line 1).

Listing 9: Code Excerpt of the Starting HTML Page Generated after
Hook Injection

1 <html x-test-tpl-1>
2 ...
3 <body ng-app= " myApp " x-test-hook-7>
5

4 <div class= " container " x-test-hook-8>
5 <ui-view x-test-hook-9></ui-view>
6 </div>
7 ...
8 </body>
9 </html>

Listing 10: Code Excerpt of the Refactored Example Template
1 <ui-view x-test-tpl-62>
2 ...
3 <table x-test-hook-65>
4 ...
5 <tbody x-test-hook-72>
6 <tr ng-repeat= " taskinctrl.tasks " x-test-

hook-73>
7 ...
8 <td x-test-hook-76>
9 <span class= " label-default " ng-if= " !

task.done " x-test-hook-77>To Do</
span>

0 <span class= " label-success " ng-if= " !!
task.done " x-test-hook-78>Done</
span>

1 </td>
2 <td x-test-hook-79>
3 <div class= " form-group " x-test-hook-80>
4 <button type= " button " ng-if= " !!task.

done " ng-click= " task.done=false " x
-test-hook-82>&#x270E; Mark as To
Do</button>

5 <button type= " button " ng-if= " !task.
done " ng-click= " task.done=true " x-
test-hook-81>&#x2714; Mark as Done
</button>

6 <button type= " button " ng-if= " !task.
done " ui-sref= " .edit({taskIndex:
$index}) " x-test-hook-83>&#x270E;
Edit</button>

7 <button type= " button " x-test-hook-84>
&#x2718; Remove</button>

8 </div>
9 </td>
0 </tr>
1 </tbody>
2 </table>
3 </ui-view>

The injection technique is applicable not only to templates not pre-
senting previously injected hooks, but also to the ones already including
hooks and needing to be refactored after a maintenance intervention.
In the latter case, the technique is able to preserve existing hooks. The
HookInjection procedure is described in Algorithm 1. The first loop in
the upper part of the procedure searches for the maximum integer suffix
number (ℎ𝑚𝑎𝑥) used by the already existing template and tag hooks.
Thus, in the latter lines of the procedure the 𝑛𝑒𝑤𝑇 𝑒𝑚𝑝𝑙𝑎𝑡𝑒𝐻𝑜𝑜𝑘(ℎ𝑚𝑎𝑥)
function is used to create a new hook for each tag not already associated
with its hook. This function will use increasing values in the suffix part
of the hooks. Analogously, the 𝑛𝑒𝑤𝑇𝑎𝑔𝐻𝑜𝑜𝑘(ℎ𝑚𝑎𝑥) function is used to
create a new hook for each generic tag not already associated with a
hook. This function will also use increasing values in the suffix part of
the hooks.

3.2. Hook-based locator generation

To locate the widgets of a given Web page, the HL (hook-based)
locators will consist of XPath expressions including references to the
hook of the target widget and possibly to selected hooks of templates
and containers including it. The reason for also including template and

container hooks in the XPath query is for guaranteeing the unique
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ALGORITHM 1: Hook Injection Algorithm
1 Procedure HookInjection(in : webApplication)
2 ℎ𝑚𝑎𝑥 ← 0 ;
3 foreach 𝑡 ∈ 𝑤𝑒𝑏𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛.𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒𝑠 do
4 if 𝑒𝑥𝑖𝑠𝑡𝑠(𝑡.ℎ𝑜𝑜𝑘) then
5 if 𝑡.ℎ𝑜𝑜𝑘.𝑛𝑢𝑚𝑏𝑒𝑟 > ℎ𝑚𝑎𝑥 then
6 ℎ𝑚𝑎𝑥 ← 𝑡.ℎ𝑜𝑜𝑘.𝑛𝑢𝑚𝑏𝑒𝑟 ;
7 end
8 end
9 foreach 𝑡𝑎𝑔 ∈ 𝑡.𝑡𝑎𝑔𝑠 do
10 if 𝑒𝑥𝑖𝑠𝑡𝑠(𝑡𝑎𝑔.ℎ𝑜𝑜𝑘) then
11 if 𝑡𝑎𝑔.ℎ𝑜𝑜𝑘.𝑛𝑢𝑚𝑏𝑒𝑟 > ℎ𝑚𝑎𝑥 then
12 ℎ𝑚𝑎𝑥 ← 𝑡𝑎𝑔.ℎ𝑜𝑜𝑘.𝑛𝑢𝑚𝑏𝑒𝑟 ;
13 end
14 end
15 end
16 end
17 foreach 𝑡 ∈ 𝑤𝑒𝑏𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛.𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒𝑠 do
18 if !𝑒𝑥𝑖𝑠𝑡𝑠(𝑡.ℎ𝑜𝑜𝑘) then
19 ℎ𝑚𝑎𝑥 ← ℎ𝑚𝑎𝑥 + 1 ;
20 𝑡.ℎ𝑜𝑜𝑘 ← 𝑛𝑒𝑤𝑇 𝑒𝑚𝑝𝑙𝑎𝑡𝑒𝐻𝑜𝑜𝑘(ℎ𝑚𝑎𝑥) ;
21 end
22 foreach 𝑡𝑎𝑔 ∈ 𝑡.𝑡𝑎𝑔𝑠 do
23 if !𝑒𝑥𝑖𝑠𝑡𝑠(𝑡𝑎𝑔.ℎ𝑜𝑜𝑘) then
24 ℎ𝑚𝑎𝑥 ← ℎ𝑚𝑎𝑥 + 1 ;
25 𝑡𝑎𝑔.ℎ𝑜𝑜𝑘 ← 𝑛𝑒𝑤𝑇𝑎𝑔𝐻𝑜𝑜𝑘(ℎ𝑚𝑎𝑥) ;
26 end
27 end
28 end

identification of the widget to be located in all those cases in which the
template engine dynamically includes multiple instances of the same
template in a given page, or multiple instances of the same widget in a
given container. For example, the ng-repeat attribute shown at line 6 of
Listing 10 will produce several instances of the tr tag having the same
hook in the generated pages.

The technique for generating Hook-based locators traverses the
page the widget belongs to, in order to find the hooks that will be
included in the XPath query. Heuristic rules are used to select the hooks
to be included. Algorithm 2 shows the Hook-based Locator Generation
strategy.
ALGORITHM 2: Hook-based Locator Generation Strategy
1 Procedure LocatorGeneration(in: e, out:pathLocator)
2 𝑝𝑎𝑡ℎ𝐿𝑜𝑐𝑎𝑡𝑜𝑟 ← "" ;
3 while !𝑒.𝑖𝑠𝑅𝑜𝑜𝑡() do
4 if 𝑝𝑎𝑡ℎ𝐿𝑜𝑐𝑎𝑡𝑜𝑟 ==

""||𝑒.ℎ𝑎𝑠𝑆𝑖𝑏𝑙𝑖𝑛𝑔𝑠()||𝑒.𝑖𝑠𝑇 𝑒𝑚𝑝𝑙𝑎𝑡𝑒()||𝑒.𝑖𝑛𝑐𝑙𝑢𝑑𝑒𝑠𝑇 𝑒𝑚𝑝𝑙𝑎𝑡𝑒𝑠() then
5 if 𝑒.ℎ𝑎𝑠𝑆𝑖𝑏𝑙𝑖𝑛𝑔𝑠() then
6 𝑝𝑎𝑡ℎ𝐸𝑙𝑒𝑚𝑒𝑛𝑡 ←

𝑖𝑛𝑑𝑒𝑥𝑒𝑑𝐸𝑙𝑒𝑚𝑒𝑛𝑡𝐿𝑜𝑐𝑎𝑡𝑜𝑟(𝑒.ℎ𝑜𝑜𝑘, 𝑒.𝑓 𝑖𝑛𝑑𝐼𝑛𝑑𝑒𝑥());
7 end
8 else
9 𝑝𝑎𝑡ℎ𝐸𝑙𝑒𝑚𝑒𝑛𝑡 ← 𝑒𝑙𝑒𝑚𝑒𝑛𝑡𝐿𝑜𝑐𝑎𝑡𝑜𝑟(𝑒.ℎ𝑜𝑜𝑘) ;
10 end
11 𝑝𝑎𝑡ℎ𝐿𝑜𝑐𝑎𝑡𝑜𝑟 ← 𝑝𝑎𝑡ℎ𝐸𝑙𝑒𝑚𝑒𝑛𝑡 + 𝑝𝑎𝑡ℎ𝐿𝑜𝑐𝑎𝑡𝑜𝑟 ;
12 end
13 𝑒 ← 𝑒.𝑠𝑢𝑝𝑒𝑟 ;
14 end

The algorithm takes as input the HTML element e for which the
ocator has to be generated and returns as output the pathLocator XPath

expression. It iteratively builds the pathLocator string by backward
avigating the hierarchy of the input element e from its tag to the root

of the page the element e belongs to. The string is built from right to
left, starting from the hook associated with the input element e. During
6

the navigation, the hooks of encountered elements that are considered /
relevant for the generation of the locator are added to the XPath query.
Relevant hooks are defined on the basis of heuristic rules.

At the first iteration, the pathLocator is empty and the hook asso-
ciated with the element to be located will be added to the pathLo-
cator. At each successive iteration, the algorithm evaluates if one of
the following three conditions is satisfied by the currently analyzed
element:

• If the element has some siblings having the same hook (by the
hasSiblings function), the findIndex function evaluates the index
number of that element. Therefore, the indexedElementLocator
function generates a new pathElement to be added to the pathLo-
cator that both takes into account the hook of the element and
its index.

• In the case the analyzed item is a template, a pathElement includ-
ing the hook associated with that template is added to the pathLo-
cator. This rule is intended to solve hook homonymy problems
which may derive from the integration in the project of homonym
hooks from different templates of different projects. The tem-
plate items are recognized thanks to the isTemplate function that
evaluates the hook attribute name.

• In case the analyzed item is an HTML element including a tem-
plate (such as the ui-view tag on Line 5 of Listing 9), a query
referring the hook of this tag is added to the locator string in
order to distinguish between the different template instances.
The includesTemplates function recognizes these occurrences by
observing the hooks of the element and of its sons.

The proposed algorithms for hook injection and locator genera-
tion were implemented in the tool-chain presented in Fasolino and
Tramontana (2022).

3.3. Example

With respect to the examples reported in Section 2, the obtained
XPath expressions for the ‘‘Mark as Done’’ button and for the ‘‘Done’’
label are shown in Listing 11.

By analyzing the first XPath expression from the right, the first
element is //*[@x-test-hook-81] that refers to the ‘‘Mark as Done’’
button using the hook defined at Line 15 of Listing 10.

The successive element in the expression is the //*[@x-test-hook-
73][2] one that refers to the tr tag on Line 6 of Listing 10. The ng-repeat
Angular directive on that line may cause the instantiation of multiple
rows of the table, all having the same //*[@x-test-hook-73] hook.
For this reason, the Hook Locator generation algorithm individuates
that the row to be located in this case is the second one and adds
the corresponding indexed expression //*[@x-test-hook-73][2] to the
resulting XPath.

Listing 11: Examples of Hook-based locators
//*[@x-test-tpl-1]//*[@x-test-hook -9]//*[@x-

test-tpl-62]//*[@x-test-hook -73][2]//*[
@x-test-hook -81]

//*[@x-test-tpl-1]//*[@x-test-hook -9]//*[@x-
test-tpl-40]//*[@x-test-hook -49]//*[@x-
test-tpl-62]//*[@x-test-hook -73][2]//*[
@x-test-hook -78]

The third element from the right is the //*[@x-test-tpl-62] that
efers to the template including the button. The corresponding hook
s the one reported at line 1 of Listing 10. The fourth element of the
xpression is //*[@x-test-hook-9] that refers to the ui-view tag included
t line 5 of the starting page, as reported in Listing 9. This expression
efers to the tag causing the inclusion of the ui-view template defined
n Listing 10. Finally, the leftmost element refers to the html tag of
he starting page reported on Line 1 of Listing 9. The second XPath
xpression can be analyzed in the same way. We can observe that it
efers to a different template included in the same page (identified as

/*[@x-test-tpl-40]).
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Fig. 3. An example of iterative development process using Hook-based locators.
3.4. Using Hook-based locators in End-to-End regression testing processes

In an End-to-End (E2E) testing process, the application is tested as a
whole from the perspective of the end-user. C&R tools allow to record
E2E test cases and automatically generate test scripts that can also be
re-executed in regression testing. The hook-based technique presented
in this Section provides an alternative type of locator with respect to
the ones implemented by state-of-the-practice tools, like Selenium and
Katalon Recorder.

In our previous work (Fasolino and Tramontana, 2022) we pre-
sented a possible implementation of an iterative development process
where the E2E Regression testing activity exploits hook-based locators.
For clarity, we report in Fig. 3 the description of a generic iteration
of this process that includes five either manual or automatic activities
(decorated by different icons in Fig. 3: a hand for manual activities and
a pair of gear wheels for automatic activities).

The process starts when a new version of the application has been
developed (at the end of a generic Development Iteration). This version
may implement either new Web application features and/or correct
faults introduced in the previous iterations. Three sequential automatic
activities are therefore executed: Hook Injection, E2E Regression Testing
and Test Result Evaluation. The Hook Injection automatically injects
unique hooks in the HTML tags, when needed, according to Algo-
rithm 1. The E2E Regression Testing consists of the execution of all the
E2E regression test cases inherited from previous application versions.
These test cases are stored in the Test Case Repository. In the Test Result
Evaluation activity, test cases are classified in three different categories
according to the obtained results: (1) passed, (2) failed (i.e. test cases
successfully executed but with one or more assertions that fail), or (3)
broken test cases (i.e. test cases that did not successfully execute, due
to a crash of the test code) and are stored in the Test Case Repository as
well.

The successive activity (New Test Cases Recording) consists in record-
ing new E2E test cases, either needed for covering the additional
features of the application, or for substituting broken test cases. This
activity is supported by a Capture and Replay tool implementing the
hook-based locator generation strategy described by Algorithm 2. The
recorded test cases will be pushed in the Test Case repository. At the end
of this activity, a new development iteration will start. This example
of process iteration shows how the hook injection step is the only
additional activity needed before the execution of a traditional E2E
regression testing process.

4. Layout change model for template-based Web applications

Hammoudi et al. (2016) proposed a taxonomy of proximal causes of
locator breakages based on the empirical observation of test breakages
7

Table 1
Change classification model.

Dimension Possible values

Types of Object Tag, Tag Attribute, Tag Attribute Value, Text, Template Tag
Types of Change Removal, Modification, Insertion, Position Change
Relationships Parent–Child, Ancestor–Descendant, Sibling, Includes

in real Web applications. In their taxonomy they differentiated between
breakages due to modifications in the source code of the applications
(e.g. modifications in attributes, tags, texts), breakages due to the
application behavior (e.g. JavaScript exceptions), and breakages due
to browser behavior (e.g. page reload, user session timeout, pop-up
windows). The first type of causes was the predominant one, covering
73.62% of observed test breakages, and in the rest of the paper we will
focus on them.

Since that taxonomy reports generic modifications in attributes,
tags, and textual contents that can cause locator breakages, we decided
to develop a more detailed classification of changes that may cause such
breakages. Our classification considers three dimensions for character-
izing a layout change of an element of an HTML file: the first dimension
specifies the Type of Object involved in the change (that may be a tag, a
tag attribute, a tag attribute value, a text, or a template tag). The second
dimension specifies the Type of Change, that may consist in either a
Removal, a Modification of an existing Object, the Insertion of a new
Object or the Position Change of an existing object to another point of
the file. The latter dimension consists of the Relationship between the
modified Object and the Object that is involved in the test case and
needs to be detected. Possible relationships include the ‘‘parent–child’’,
‘‘ancestor–descendant ’’, and ‘‘sibling ’’ relationship between Objects. A
fourth relationship is the ‘‘includes’’ one between the template that
defines the Object to be detected and the same Object. Of course,
changes may also involve the object itself. Table 1 summarizes the three
dimensions we use to classify changes that potentially cause breakages
and the possible values of each dimension.

It is easy to observe that, while the majority of combinations of
these values are representative of feasible changes, a minority of them
will be meaningless. For example, if we consider a ‘‘Tag Attribute Value’’
Object, it will be possible to define a ‘‘Removal’’ or a ‘‘Modification’’ type
of Change, whereas the ‘‘Insertion’’ is not applicable (attributes are not
structured data), and the ‘‘Position Change’’ is irrelevant for attributes.

Table 2 presents meaningful combinations of types of Object and
types of Change derivable from the Model and some clarifying ex-
amples of them. Each row reports the type of Object involved in the
change, a Change Id and its Description, and an example of Original Code
before implementing that change, and eventually the Modified Code. In
the Table, the h Change Id corresponds to changes that are specific to
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Table 2
Example of changes for different Types of Object and Types of Change included in the classification model.

Object type Change ID Change type description Original Code Modified Code

a Attribute value
modification

< 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 > < 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑛𝑒𝑤𝑉 𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 >

Attribute b Attribute removal < 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 > < 𝑡𝑎𝑔 > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 >

c Attribute identifier
modification

< 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 > < 𝑡𝑎𝑔 𝑛𝑒𝑤𝐴𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 >

Text d Text content
modification

< 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 > < 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑛𝑒𝑤𝑇 𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 >

e Text content removal < 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 > < 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ >< ∕𝑡𝑎𝑔 >

f HTML tag movement
(within a container)

< 𝑑𝑖𝑣 >
< 𝑡𝑎𝑔 >< ∕𝑡𝑎𝑔 >
< 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 >
< ∕𝑑𝑖𝑣 >

< 𝑑𝑖𝑣 >
< 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 >
< 𝑡𝑎𝑔 >< ∕𝑡𝑎𝑔 >
< ∕𝑑𝑖𝑣 >

g HTML tag movement
(in any point of the
HTML tree)

< 𝑑𝑖𝑣 >
< 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 >
< 𝑡𝑎𝑔 >< ∕𝑡𝑎𝑔 >
< ∕𝑑𝑖𝑣 >

< 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 >
< 𝑑𝑖𝑣 >
< 𝑡𝑎𝑔 >< ∕𝑡𝑎𝑔 >
< ∕𝑑𝑖𝑣 >

Tag h HTML tag movement
(between two
templates)

< 𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒1 >
< 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 >
< ∕𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒1 >
< 𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒2 >
< ∕𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒2 >

< 𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒1 >
< ∕𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒1 >
< 𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒2 >
< 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 >
< ∕𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒2 >

i HTML tag removal < 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 > 𝑡𝑒𝑥𝑡

j HTML tag type
modification

< 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 > < 𝑛𝑒𝑤𝑇𝑎𝑔
𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑛𝑒𝑤𝑇𝑎𝑔 >

k HTML tag insertion < 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑣𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 > < 𝑡𝑎𝑔 >< ∕𝑡𝑎𝑔 >
< 𝑡𝑎𝑔 𝑎𝑡𝑡𝑟 = ‘‘𝑛𝑒𝑤𝑉 𝑎𝑙𝑢𝑒’’ > 𝑡𝑒𝑥𝑡 < ∕𝑡𝑎𝑔 >
template-based Web applications, whereas the other ones may also be
applied to traditional HTML pages.

Regarding the Relationship dimension of the classification model,
it can be used to define changes that involve objects having different
types of relationship with the tag to be pointed to. As an example, the
change may involve the item itself, an ancestor, the parent, a sibling of
the item, or the Template including it. In the remainder of the paper,
we will say that the relationship is of type (𝛼), if the change involves
the item to be located itself, it is of type (𝛽) if it involves the parent of
the item, of type (𝛾) if it involves an ancestor, of type (𝛿) if it regards
a sibling, and of type (𝜖) if it regards the template the item belongs to.

Listing 12 reports an excerpt of HTML code to show some examples
of relationship values. With respect to this Listing, if we consider the
anchor tag < 𝑎 𝑜𝑛𝑐𝑙𝑖𝑐𝑘 = ‘‘𝑔𝑜()’’ > at line 4 as the target of a test case,
depending on the item that will be changed, we will have a different
value in the Relationship dimension. As an example, if the change
regards the same anchor tag, the Relationship is of type (𝛼), whereas
a change regarding the < 𝑑𝑖𝑣 > at line 3, will be characterized by a
relationship of type (𝛽). The Listing also illustrates examples of the
other three types of relationship.

Listing 12: An Excerpt of a HTML Code Showing Tag Classification
with respect to the Target Tag (in line 4)

1 <template > <!-- 𝜖 (template) -->
2 <p> <!-- 𝛾 (ancestor) -->
3 <div> <!-- 𝛽 (parent) -->
4 <a onclick =" go() " > <!-- 𝛼 (target tag) -->
5 <a href="\#top " > <!-- 𝛿 (sibling) -->
6 </div>
7 </p>
8 </template >

This model can be used to select a subset of relevant types of change
e may be interested to implement in a subject Web application.
onsequently, different benchmarks of implemented changes could be
efined, depending on the chosen types of model changes.

. Experiment

In this section we present an experiment we performed to investi-
ate the capability of Hook-based locators to prevent regression test
8

breakages. To this aim, we considered the Layout change classifica-
tion model proposed in Section 4 to define a benchmark of exemplar
changes in Web application layout, implemented these changes in real
Web applications and evaluated the fragility of regression tests with
respect to the modified applications. We also compared the fragility of
test cases based on the proposed Hook-based locators against the ones
based on state-of-the-art and state-of-the-practice locators.

5.1. Research questions

Our study investigates two research questions.

RQ1 How does the robustness of test cases using Hook-based locators
vary when different types of Layout change are implemented in
a Web application?

RQ2 How does the robustness of test cases using Hook-based locators
compare to the robustness of test cases using other types of
locators, when different types of Layout change are implemented
in a Web application?

With the first research questions we aim at evaluating to what extent
test cases based on Hook-based locators are resilient to different types
of common layout changes of the Web application. The second one,
instead, aims at comparing the resilience of these test cases against the
one of analogous test cases exploiting diverse types of locators.

5.2. Experimental objects

The experiment involved two open-source template-based Web ap-
plications implemented by the Angular framework, named A1 and A2
hereafter. We selected two applications as a sample of real applications
to be artificially modified for introducing a systematic set of typical GUI
changes which may break locators.

A1 is a small application that allows to manage a contact list.
It offers functionalities for adding a new contact, showing the list
of contacts, and saving the list in a local database. The application
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includes 3 templates and a static HTML page. It has been forked from
a tutorial example published on GitHub.5

A2 is an application that provides an Angular-based clone of the
potify web client. The source code of the application is available on
itHub6 where it counts about 300 forks and more than 2K stars. This
pplication, like the real Spotify client, provides multiple functionali-
ies, such as the possibility to search for an artist or to display the most
opular songs. It is composed of 9 HTML pages and 47 templates.

.3. Experimented locators

In the experiment we considered 7 types of locators, namely Ab-
olute, Relative, ROBULA, Katalon, Hook-Based, besides two locators
rovided by Selenium (respectively, XPath based and CSS based).

The first five locators were implemented by Katalon Recorder that
rovides the option of adding ‘‘Extension Scripts’’ that allows to imple-

ment new user-defined locators besides the ones offered by the tool.7
The implementation of these locators has been made available, together
with all the experimental materials in a GitHub repository.8

As to the Absolute and Relative locators, we implemented them
according to the definitions provided in the Background Section. As
to ROBULA locators, we implemented this technique on the basis of
the ROBULA algorithm described in Leotta et al. (2014). As to Katalon
locators, we decided to always consider the first one among the ones
natively proposed by the tool (version 5.9.09) for the following reason.
During the test case recording step, the tool provides a number of
alternative locators associated with the action being recorded. The
number, type and order of offered alternative locators is variable,
depending on the specific type of object. In addition, Katalon does not
explicitly label the type of the proposed locator. As a consequence, to
avoid non-determinisms and assure the repeatibility of our experiment,
we decided to always select the first locator proposed by the tool.

As regards Selenium, we have used the version 3.17.2.10 We chose
to consider two types of locator, the former being based on XPath and
the latter being based on CSS style attributes. Both types of locator
were presented in the Background Section. Since Selenium usually
provides more XPath-based locators, we had to select one of them.
We preferred the XPath-based locators referring to specific attributes
and values (when possible), rather than the ones referring on text and
tag hierarchy, since we considered them more promising based on
our experience as testers. In the following we will refer to the former
Selenium locator as ‘‘S’’ and the latter one as ‘‘C’’.

5.4. Experimental procedure

The experimental procedure we followed included 5 steps. Fig. 4
describes the flow of these steps and the produced artefacts. Automated
steps are reported as rounded boxes with red background while manual
steps are shown as rounded boxes with blue background, and the
produced artefacts are represented as document-shaped boxes. The
automated steps were implemented using GitHub Actions in YAML
scripts, while the artefacts were stored in a GitHub repository.

5 https://github.com/bbachi/angular-java-example.
6 https://github.com/trungk18/angular-spotify.
7 Katalon Recorder Extensions Scripts, https://docs.katalon.com/docs/plug

ns-and-add-ons/katalon-recorder-extension/get-your-job-done/extend-katalon
recorder/extension-scripts-aka-user-extensions.js-for-custom-locator-builders-
nd-actions-in-katalon-recorder.

8 Experimental Material, https://github.com/reverse-unina/LocatorsFragilit
Experimentation.

9 Katalon Recorder v.5.9.0, https://chrome.google.com/webstore/detail/ka
alon-recorder-selenium/ljdobmomdgdljniojadhoplhkpialdid.
10 Selenium IDE v. 3.17.2, https://chrome.google.com/webstore/detail/sele
ium-ide/mooikfkahbdckldjjndioackbalphokd.
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Table 3
Test case summary.

#Actions #Assertions #Locators #Pages

Test case for A1 6 2 8 1
Test case for A2 8 1 9 6

In the first step we automatically injected hooks in the source code
of the considered applications using the automated Hook-Injector com-
ponent presented in Fasolino and Tramontana (2022). This component
is able to operate on the source code of template-based Web applica-
tions implemented by several different frameworks such as Angular,11

Freemarker,12 Twig13 and Smarty.14 Of course, the tool can operate also
on pure HTML pages. We injected 56 hooks in A1 and 234 in A2,
obtaining two updated versions of the original applications. The effort
required by the component to execute this step was actually negligible,
being of 4 ms and 9 ms, respectively, for A1 and A2.

Therefore, for both applications, we manually recorded a test case
consisting of a sequence of actions (such as click, fill-in a text field, etc.)
to be performed on different Web page items and assertions to check
the test results. In the first application (A1) we recorded a test case
that inserts a new contact in the contact list and visualizes the updated
list. In the second application (A2), the recorded test case includes the
authentication of the user (via login and password), the search for an
artist by name, the selection of one of its songs from the returned song
list and the navigation to the Web page related to the album including
the selected song.

We recorded seven different versions of the same test case, each of
them using one of the different types of locator reported in Section 5.3.
Test cases were recorded using Katalon Recorder and Selenium. Table 3
reports summary data about each test case including the number of
actions, number of assertions, number of locators, and number of Web
pages traversed by the test case.

We also had to design and implement a set of modified app versions.
To this aim we defined a benchmark of exemplar changes for the web
applications under test, according to the change classification model
reported in Section 4. Our benchmark had to cover at least once all the
types of change reported in Table 2 and possible Relationships defined
in the change model.

Each new modified version of the Web application had to include
a single change. As to the implementation of the changes, we con-
veniently chose some GUI item associated to locators included in the
recorded test case and applied them the types of change compatible to
that specific type of object. As an example, for a ‘‘tag attribute’’ type of
object, we could define 3 types of changes (namely a, b, c in Table 2).
In another type of change, we modified one of the neighbors of the
item to be located by the test case. As an example, with respect to the
previous ‘‘tag attribute’’ example, we also applied the three changes
to an attribute included in the father, an ancestor, and a sibling of the
item to be located, as well as to an attribute of the template including
the item to be located.

Tables 4 and 5 show a summary of the changes we applied. Table 4
reports, for each application under test, the ID of the application,
the total number of different versions and the number of different
versions subdivided with respect to the 11 different types of changes
(a .. k). Table 5, instead, shows the number of different versions
classified with respect to the 5 different categories of involved items
relationships (𝛼 .. 𝜖). The different count values in the tables are due
to the non-applicability of some specific types of changes on the two
applications.

11 Angular, https://angular.io/.
12 Apache Freemarker, https://freemarker.apache.org/.
13 Twig PHP Template Engine, https://twig.symfony.com/.
14
 Smarty PHP Template Engine, https://www.smarty.net/.
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Fig. 4. Overview of the experimental procedure. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)
Table 4
Implemented changes with respect to change types.

Web # Versions Count of versions wrt the change types

application a b c d e f g h i j k

A1 100 12 12 12 6 6 9 8 9 9 9 8
A2 92 10 10 10 4 4 10 10 9 8 9 8

The modified versions of the Web pages/templates were manually
implemented and stored in two GitHub repositories that we made
available1516 and that also report the results of the test executions.

As to the step of Test Case Execution, we exploited the GitHub
Actions through the definition of a YAML script that allowed us to
setup the same test case execution environment for each test case. The
average times needed for executing each test case was 15 s, for the A1
app, and 17 s for the A2 app. As it can be seen, these execution times
were sensibly longer than the times required by the hook-injection step
that we reported at the beginning of this Section.

Finally, in the Test Case Results Classification step, we manually
analyzed the test case results in order to obtain passed test cases and
test cases failed for fragility issues.

15 A1 repository, https://github.com/reverse-unina/A1-ContactList.
16 A2 repository, https://github.com/reverse-unina/A2-Spotify.
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Table 5
Implemented changes with respect to the involved items relationships.

Web # Versions Count of versions wrt the involved items relationships

application 𝛼 𝛽 𝛾 𝛿 𝜖

A1 100 25 18 22 22 13
A2 92 18 17 17 22 18

5.5. Variables and metrics

The independent variable of the study is the type of locator loc used
by test cases. The loc considered values are:

A - Absolute locator
R - Relative locator

RO - Locator generated using the ROBULA technique
K - Locator provided by Katalon
H - Hook-based locator
S - XPath-based Locator provided by Selenium
C - Locator provided by Selenium based on CSS style attributes

The dependent variable we consider is the number of test cases broken
for fragility issues. In order to evaluate this metric we need to distinguish
between test cases broken due (1) to obsolescence or (2) to fragility of
the locators. The obsolescence of a test case indicates that the test is no
more applicable and has to be abandoned, whereas in the other cases
the breakage of the test case was unexpected. For example, if a feature
is removed from the Web page (e.g. its enabling button is removed),

https://github.com/reverse-unina/A1-ContactList
https://github.com/reverse-unina/A2-Spotify
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Table 6
Test case execution results for the two AUTs.

Test case A1 : Contact list A2 : Spotify

execution Locator Locator

results A R RO K S C H A R RO K S C H

Passed 58 86 83 74 77 74 88 47 49 64 59 76 69 79
Failed for Obsolescence 7 7 7 7 7 7 7 8 8 8 8 8 8 8
Failed for Fragility 35 7 10 19 16 19 5 37 35 20 25 8 15 5

Total 100 100 100 100 100 100 100 92 92 92 92 92 92 92
then the test case has to be considered obsolete because the test case is
no more executable. On the other hand, if other types of layout changes
occur (e.g. the enabling button is moved to a different position or its
text is changed), then the test case should remain executable. Of course,
the obsolescence of a test case does not depend on the locator types
and has to be manually assessed.

5.6. Experimental results

Table 6 reports, for each of the applications under test, the results
of the execution of the test cases based on the 7 types of locators (A,
R, RO, K, S, C, and H). Each row of the Table shows, for each type
f locator, the cumulative number of passed test cases (Passed), those
hat failed due to obsolescence (Failed for Obsolescence), and those that
ailed due to locator fragility (Failed for Fragility).

As the Table shows, for the A1 application the test cases that failed
he most for fragility issues were the ones based on Absolute locators
35 failures), whereas the test cases with Hook-based locators proved
o be the most robust, failing only 5 time out of 100.

Analogous results were observed with respect to the second appli-
ation, A2, where the most robust test cases were always the ones
ased on hook locators, which failed for fragility only 5 times out of 92
xecuted test cases. The least robust test cases were the ones based on
bsolute and Relative locators (with 37 and 35 failures, each), followed
y the ones based on Katalon, ROBULA and Selenium locators.

In order to comprehend to what extent the robustness of test cases
ased on different locators varied with the types of change imple-
ented in the Web applications, we analyzed in detail the observed

est breakages. Table 7 reports two Fragility Maps that associate each
onsidered type of change with the type of locators that caused the
reakage of a test case for fragility issues at least once, respectively in
1 (in Table 7a) and A2 (in Table 7b). Each table cell corresponds to
specific type of change: the row identifies the type of Layout change

using the same Change IDs presented in Table 2), while the column
dentifies the Relationship between the modified element and the target
ag (using the notation shown in Section 4). Each cell contains one or
ore IDs, corresponding to any of the 7 considered types of locators

A, R, RO, K, S, C, H) for which at least a failure was observed. A dash
–) in a cell indicates a ‘‘Don’t Care’’ case with respect to the fragility.
n other terms, we did not detect fragility issues of all locators in that
ase, either because it was not possible to apply that type of change,
r because all the test cases failed due to obsolescence. Eventually, a

symbol indicates that all the test cases were robust with respect to
hat type of modification in the context of the executed test cases. A
etailed list with all the executed test cases and their execution results
s reported in the experimental material.17

In order to provide an answer to RQ1, we focused on the results
chieved by test cases adopting the Hook-based locators. As Table 6
hows, there were only 5 hook-based test cases in A1 and 5 in A2
hat failed by fragility (against overall 167 passed test cases). As the
ragility Maps show, all these breakages were due to changes involving
emplates. In details, a total of 6 breakages (4 in A1 and 2 in A2) were

17 Experimental Material, https://github.com/reverse-unina/LocatorsFragilit
Experimentation.
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Table 7
Maps of the test fragility issues for A1 and A2.

(a) Fragility Map for A1

Layout Relationship with the target tag

change 𝛼 𝛽 𝛾 𝛿 𝜖

a R,RO,C C
√

S,C
√

b R,RO,S,C C
√ √ √

c R,RO,C C
√ √ √

d R,K –
√

K –
e R,K –

√

K K
f A,RO,K,S,C A,C A,S,C A,K A,K,S,C
g A,K,C A A,K,S,C K –
h A,K,S,H A,S A,H

√

A,S,H
i

√

A,S,C A,S,H K A
j A,R,RO,K,S A,S A

√

A
k – A,S,C A A,RO,K,S A

(b) Fragility Map for A2

Layout Relationship with the target tag

change 𝛼 𝛽 𝛾 𝛿 𝜖

a RO,K,C K,S,C C K R,K
b RO,C C C

√

R
c RO,C C C

√

R
d R,K – – R,K –
e R,K – – R,K –
f A,R,RO,K A,R,RO,K A,R,RO,K A,R,RO,K A,R,RO,K,H
g A,R,RO,K,S,C A,R,RO,K,S A,K,H A A,R,K
h – A,R,RO,K,H A,H

√

–
i – A,R,RO,K A,R,RO,H

√

A,R,K,C
j A,R,RO,K,S A,K A

√

A,R
k – A,R,RO,K A,R,RO A,R,RO,K A,R

Legenda:
Lowercase letters from a to j on first column: layout change types
Uppercase letters from 𝛼 to 𝜖 on header row: relationships with the target tag
A, R, RO, K, S, C, H: Absolute, Relative, ROBULA, Katalon, Selenium, Selenium CSS,
Hook-based locators
–: inapplicable changes or test cases failed by obsolescence
√

: no breakages at all.

due to changes of the position of HTML tags between two templates
(change type h), 2 breakages (one for each application) were due to
the removal of a template container (change type i) and 2 breakages in
A2 were caused by a position change of the template tag (change type
g). This result was not surprising, because Hook-based locators always
depend on template references. We point out that also Absolute loca-
tors were fragile to these type of changes, whereas Relative, ROBULA,
Katalon Recorder and both the Selenium locators often did not break
because they do not always have references to template ancestors.

On the basis of the observed results, we could answer the RQ1
research question as follows:

With respect to the considered layout changes, test cases using Hook-
based locators can be considered robust to all layout changes, except
the ones consisting in moving a tag between two templates, or template
changes.

In order to answer to RQ2, we analyzed the breakages of test cases
based on all the 7 considered locators and compared them. We ranked
the different types of locator on the basis of the growing number of
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observed test breakages. After the Hook-based locators that ranked first,
the second most robust ones were the X-Path based ones generated
by Selenium. Selenium is probably the best tool in the current
state-of-practice, thanks to the multiplicity of supported techniques for
generating locators.

Only 24 test cases based on XPath locators proposed by Selenium
failed, whereas 153 did not break after the implementation of the lay-
out changes. Selenium supports many effective strategies for generating
robust locators: its locators exploit id or href attributes when available
nd tends to prefer the inclusion in its XPath expressions of properties
f the target tag or of its closer tags. For this reason, locators proposed
y Selenium failed especially in those cases in which the modifications
nvolved the value of attributes such as id or href, or in which such
ttributes were not present.

We could conclude that:

Selenium XPath locators were robust to most implemented changes,
but they resulted fragile when specific attributes are changed (e.g. id
or href) or with changes of the type or position of the target tag.

The third most robust type of locator resulted the one generated by
OBULA, one of the state-of-the-art techniques (Leotta et al., 2014).

In our experiments, 30 test cases using ROBULA locators failed for
ragility issues, whereas 147 test cases passed. Most of the failures (17
ut of 30) concerned changes to the target tag (relationship type 𝛼),

while the other failures concerned the parent tag (5 out of 30), sibling
tags (4 out of 30) or ancestor tags (3 out of 30). Only in a single case
the test case using ROBULA locators failed for a template change. This
result was not surprising since the ROBULA algorithm behaves similar
to the algorithms included in Selenium and produces compact XPath
expressions based on properties of the target tag or of its closer tags.
Regarding the considered change types, we observed that ROBULA
locators failed for each possible change except those involving text
changes (i.e. change types d and e), because text is not considered by
ROBULA locators. We could conclude that:

ROBULA locators are generally fragile to any type of change, espe-
cially to those involving the target tag or its nearest neighbors, but are
robust to changes involving texts included in tags.

The fourth most robust technique in our experiment was the CSS-
based one proposed by Selenium. These locators contain references
to the style of the target tag and possibly the parent tag or other
ancestors. In the experiment, 34 test cases using CSS-based locators
broke after layout changes, whereas 143 remained valid. Most locator
breakages concerned changes in the style of the target tag (i.e. the
class attribute) or of one of its neighbors. In further cases where the
target tag had no class attribute, layout changes involving the target
tag type or movements of this tag within the HTML tree also caused
test breakages.

We could conclude that:

CSS-based Selenium locators were fragile mostly with respect to
changes involving the web page style, whereas they generally resulted
robust when style information used in the page were not involved in
the changes.

The fifth ranked category of locators was the one provided by
Katalon Recorder that caused 44 test breakages against 133 passed test
cases. We had some test breakages for each change type except for
the ones involving just attributes (change types a, b and c). This result
can be explained by observing that the locators suggested by Katalon
Recorder usually include predicates related to the text, to the tag type,
and to the neighbors of the target tag but not based on attribute values.
On the other hand we have observed test breakages for tags having all
the considered relationships types 𝛼, 𝛽, 𝛾, 𝛿, 𝜖. On the basis of these
data, we could conclude that:
12
The locator suggested by Katalon Recorder represents the most robust
alternative only when the change involves only attributes.

Finally, we analyzed the performance of the two basic techniques
for locator generation, i.e. Relative and Absolute, that ranked second-
last and last, respectively. As to Relative locators, we observed overall
42 test case breakages, against 135 passed test cases. More in details,
Relative locators caused 7 breakages in A1, against 86 passed test
cases, and 35 test breakages in A2, against 49 passed test cases. The
worse performance of Relative locators in A2 was due to the fact
that this latter application has a more complex user interface, with
many dynamically generated HTML elements having no distinctive
properties. For this reason, the generated XPath expressions contained
many references to different tags of the HTML tree, that made them
more fragile.

There was at least a test breakage for each type of change and
for each type of relationship. With respect to both applications, the
majority of the test cases with Relative locators broke after a change in
the target tag (relationship 𝛼): with respect to 37 changes of type 𝛼 that
did not cause obsolescence, there were 20 broken test cases against 17
passed ones. Of course, each XPath expression included a reference to
the target tag, thus the changes on that target caused location breakages
in the majority of test cases. On the basis of these data, we could
conclude that:

Relative locators may be fragile to any type of change, in particular
to the ones involving the target tag and its nearest neighbors.

Absolute locators represent the easiest solution to the problem of
identifying the elements of a test case, but proved to be the most fragile
in our experiment. We observed the breakage of 72 test cases against
105 passed test cases. More in details, since Absolute locators are built
without taking into account attributes and text, they resulted very
fragile with all changes regarding tags and templates (change types f,
g, h, i, j, k). By narrowing our analysis to these six types of change,
we observed 72 test breakages against only 23 passed test cases.
Breakages were observed for each type of considered relationship. We
can conclude that:

Absolute locators are fragile with respect to almost all the considered
types of change, except those regarding only text and attributes.

In conclusion, with respect to the research question RQ2, the ex-
periment showed that none of the considered locator types is robust to
any type of change. Hook-based locators were however the most robust,
even if they are exposed to fragility issue in case of changes impacting
templates. In the latter cases, the other types of locators resulted more
robust, with the exception of the Absolute ones.

If we consider the state-of-the-practice C&R tools Katalon and Sele-
nium, Selenium locators showed to be the most robust. The locators
suggested by Katalon Recorder, another state-of-the practice tools, per-
formed worse than the Hook-based, ROBULA and Selenium locators,
but they showed to be a valid alternative for changes involving only
tag attributes.

The locators produced by the ROBULA technique represent another
valid alternative, even if we observed fragility issues with respect to
any type of change, in particular when the tags directly involved in the
test case are modified. Relative locators were generally not very reliable
but have the advantage of being generally the most readable ones, by

including a few references centered on the element to be identified and
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on its closest neighbors. Absolute locators proved to be the most fragile
solution in all conditions.

5.7. Threats to validity

In this subsection we discuss possible threats to the validity of our
study, according to the classification proposed in Wohlin et al. (2012).

5.7.1. Threats to internal validity
In order to execute all the test cases under the same conditions, we

run all of them in an execution environment consisting of a container
offered by GitHub and configured by a YAML script that defined the use
of the same Ubuntu version (22.04.2) and the same headless version of
Chrome (110.0.5481.77). A delay of one second was added between
each step of each test case in order to reduce the risk of inconsistent
test results due to timing issues. Each test case has been executed twice
and we have always obtained the same results.

5.7.2. Threats to construct validity
Implementations of Absolute, Relative and ROBULA locator gener-

ators were not available in the context of Katalon Recorder so we had
to implement and test them before the execution of the experiment.
Regarding the Absolute and Relative locators, we implemented genera-
tors consistently with their definitions provided in Section 2. Regarding
ROBULA, we implemented it by referring to the algorithm reported
in Leotta et al. (2014). As for Katalon Recorder, we used the locators
provided by the tool. Since Katalon Recorder suggests several types of
locator at each request, we decided to always use the first suggested
one, in order to avoid non determinism in our experiment. Selenium
offers several possible locators for each object (the number and type of
different locators vary with the object to be located). As explained in
Section 5.4 we have selected the most promising locators based on our
experience as testers. As a consequence, we cannot exclude that other
testers might choose different locators. All the locator implementations
have been made available in the experimental material for replication
purposes.18

In order to distinguish between test cases broken by fragility or by
obsolescence, two authors carefully analyzed the modified versions of
the Web applications, in order to evaluate if the functionality involved
in the test case could still be successfully executed or if it was obsolete
after that layout change.

5.7.3. Threats to conclusion validity
The reported conclusions are based on the subset of considered

changes. In order to consider a systematic and realistic set of changes,
we have proposed a change model that extends the one previously
presented in Hammoudi et al. (2016), which was based on the empirical
observation of changes causing test breakages in Web applications. In
addition, our extension takes into account specific types of changes that
may occur in template-based Web applications.

To make a fair comparison, we tried to define an equal number
of changes for each of the considered typologies. However, we imple-
mented fewer changes in some cases because some of them were not
always applicable in the considered web applications. In addition, the
considered frequency of application changes may not be representative
of real change occurrences. In future work, we intend to define a pool
of changes with controlled frequencies of change types, on the basis of
real change repository mining.

18 Experimental Material: Implemented Locators, https://github.com/reverse
unina/LocatorsFragilityExperimentation/tree/main/LocatorsImplementation.
13
5.7.4. Threats to external validity
The first threat to the generalization of our conclusions is due to

the small number of considered template-based Web applications. This
limitation was essentially due to the effort required to systematically
design and implement the benchmark of about 100 GUI changes per
application which might break locators. However, even if limited,
our sample is representative of real template-based Web applications,
since they were selected among popular open-source applications from
GitHub.

Another threat depends on the limited number of test cases in-
volved in the study. However, our test cases were defined in order
to include several different locators and to involve different pages of
the applications under test. In this way, we are confident that the test
cases include a representative sample of real interactions with web
application widgets which may be involved in realistic web page layout
changes.

6. Related work

The problem of locators fragility has been originally studied for
Web context extraction (Myllymaki and Jackson, 2002; Kowalkiewicz
et al., 2006; Montoto et al., 2011) and Web application wrapping
and migration problems (Di Lucca et al., 2007). A broad discussion
about the causes of test case fragility and the techniques and strategies
proposed in the literature to solve them at different levels is presented
by Ricca et al. in 2019 (Ricca et al., 2019). It is possible to summarize
that the problem of the fragility of the locators has been faced by three
distinct approaches: (1) by generating robust locators, (2) by repairing
broken locators and (3) by refactoring the Web pages to enable the
generation of more robust locators. In the next subsections we will
discuss the main contributions in literature regarding any of these three
approaches.

Techniques for the generation of robust locators. The first family of
techniques aims at improve the process of generation of locators by
using heuristics generation techniques on the basis of the analysis of the
DOM of the Web pages observed during the Web application execution.

Thummalapenta et al. (2012, 2013) proposed a tool called ATA (Au-
tomating Test Automation) that helped the tester in the development
of change-resilient test scripts, and in their maintenance and repairing.
In 2014, Yandrapally et al. (2014) proposed a technique to generate
robust XPath queries by focusing on attributes that are supposed to
be invariant during the application evolution, such as labels or IDs. A
similar approach is the one proposed by Pirzadeh and Shanian (2014).
They presented a test development framework able to help testers
in producing resilient tests, i.e. test cases independent on the internal
tructure of applications, so that a change in the structure will not break
hem. Their approach is based on analyses of both structure and textual
ontents of HTML pages. More recently, Kirinuki et al. in 2019 (Kirinuki
t al., 2019) presented COLOR (COrrect LOcator Recommender), a
echnique for the automatic generation of locators which takes into
ccount various properties (i.e., attributes, texts, images, and positions)
nd their changes between two Web Application releases. In 2021,
guyen et al. (2021) have proposed another heuristic approach that
lso considers the neighbors of the Web elements to be located in the
OM hierarchy.

The most relevant contribution to this field in the last years is
resented in the series of papers based on the ROBULA tool and on its
volution, starting from 2013. In order to reduce the costs for finding
nd repairing broken test cases, Leotta et al. proposed in 2014 ROB-
LA (ROBUst Locator Algorithm) (Leotta et al., 2014), an algorithm
nd a tool for the generation of robust XPath locators. In 2016 they
mproved their technique by proposing Robula+ (Leotta et al., 2016),
nother heuristic technique that overcome some of the limitations of
obula by improving the refinement algorithm prioritizing the use of
ome attributes that demonstrated their stability on the basis of the
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previous experiments. The most recent contribution of this series is
represented by Sidereal (Leotta et al., 2021), a more complex adaptive
approach based on the minimization of a Fragility Coefficient. All these
approaches have been tested on real open source Web applications and
have brought the number of broken locators between two consecutive
releases down to about 10% in the case of Sidereal (Leotta et al., 2021).

Techniques for repairing broken test cases or locators. An alternative
approach with respect to the proposal of robust locators is the one of
automatically repairs broken locators when a test breakage occurs.

The idea to automatically repair broken test cases of interactive
applications was initially proposed in the context of GUI testing of
desktop applications by Memon (2008). The first relevant approach
in the context of Web testing is the one of Choudhary et al. (2011)
that in 2011 proposed the WATER (Web Application TEest Repair)
approach to repair locators. Their approach is based on the intuition
that a broken locator can be repaired by choosing another locator
that is similar to the original one. The similarity between different
locators is measured by means of the Levenshtein distance between
the corresponding XPath queries. This approach is not more effective
when large updates of the Web Application’s layout occur. In such a
case, the locator may not be correctly repaired even by using WATER.
In 2016, Hammoudi et al. (2016) proposed an incremental test repair
approach called WATERFALL based on an iterative application of the
WATER algorithm.

In 2015 Leotta et al. (2015) extended the ROBULA approach previ-
ously described by implementing an algorithm based on multi-locators,
i.e. an algorithm that propose a set of different promising XPath queries
by applying different heuristics, thus alternative queries can be auto-
matically used if the selected query is not more usable (Leotta et al.,
2015). In 2018, Stocco et al. (2018b,a) have proposed an approach
and a tool to repair DOM-based locators by means of a visual-based
approach that recognizes where is the Web element that should be
pointed by the locator and propose new DOM-based locators for the
new position of the Web element. More recently, Aldalur and Díaz
(2017) and Aldalur et al. (2020) have proposed algorithms to regen-
erate broken locators on the basis of the analysis of alternative locators
from the previous releases of the Web application under test.

Techniques for the preventive improvement of the testability. The third
approach consists in carrying out preventive maintenance interventions
on the code of the applications under test, in order to subsequently
be able to generate robust locators. Few papers in literature proposed
this type of solution. The most relevant are the ones based on the tool
LED (Live Editor for DOM) of Bajaj et al. (2015b,a). This tool helps a
Web developer to find out which are the possible locators (generated
with the support of C&R tools such as Selenium) that can be associated
with the elements of the Web application GUI while browsing. The Web
Developer can add identifiers to the Web application source code in
order to limit the use of less robust locators. This approach has the
advantage of being applicable to a large variety of technologies for the
development of Web applications, but leaves the burden of modifying
the source code to the developer. This approach can be more difficult
to apply in the case of Rich Internet Applications for which it is more
difficult to trace the elements of the DOM to the Javascript code that
generates them. With respect to this approach, our proposal presents a
complete automation of the activities of modification of the source code
of the application under test, applicable on most of the frameworks on
which LED is applicable.

At the best of our knowledge, our approach is the first one com-
pletely supporting the automatic injection of unique identifiers in the
source code of the Web applications that are able to support the
14

generation of robust locators.
7. Conclusions

In this paper we presented an experiment where we systematically
compared the fragility of seven different types of locator used by C&R
testing techniques. To conduct the experiment, we defined a benchmark
of Web page layout changes using a change classification model that we
proposed.

In the study we focused on template-based Web applications,
to whom the hook-based locator technique applies. We injected 192
different changes on two open source template-based Web applications
based on Angular. We studied the robustness of test cases based on
the seven considered types of locator, as the Web page layout changed
according to our benchmark. The experiment confirmed the validity
of our solution based on hook-based locators, which produced less
breakages than all the considered techniques. It also allowed us to study
how the fragility of different types of locators varied with different
types of GUI layout changes.

This experiment also provided interesting data for exploring the
cost-effectiveness of our hook-injection technique. With respect to other
types of locators, the only additional step required by our technique
consists in injecting hooks in the source code of the subject application
before recording a test case. The injection needs to be repeated each
time a new version of the app is developed. However, as the experiment
showed, the impact of this step on an End-to-End regression testing
process is irrelevant. Thanks to our automatic Hook-Injector software
component, indeed, the injection step requires an execution time negli-
gible with respect to the time required by the overall regression testing
process. On the basis of these preliminary experimental data, we are
confident about the acceptability and practicability of the approach in
E2E regression testing processes. In future work we intend to extend our
study and investigate its acceptability also in industrial CI/CD contexts.

A remark to be made is that the hook-based locator technique is only
applicable to web applications implemented by a template technology,
like Angular, whereas the other ones have a more general applicability.

In future work, we plan to extend our experimentation by consider-
ing further applications and other state-of-the-art locators, such as the
ones proposed by ROBULA+ or other state-of-the-practice solutions. We
also intend to mine real change-sets in open source web application
repositories, in order to extend our change model and to support the
definition of more realistic benchmarks of changes. In order to carry
out further experiments, we also intend to develop a technique for
the automatic injection of layout changes on the basis of the proposed
change classification model.

Eventually, we plan to develop an optimized technique for locator
generation that is able to predict the most promising locators on the
basis of the experimental results of our studies.
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