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Abstract
Machine Learning (ML) has revolutionized various domains, offering predictive capa-
bilities in several areas. However, there is growing evidence in the literature that ML 
approaches are not always used appropriately, leading to incorrect and sometimes overly 
optimistic results. One reason for this inappropriate use of ML may be the increasing 
availability of machine learning tools, leading to what we call the “push the button” ap-
proach. While this approach provides convenience, it raises concerns about the reliability 
of outcomes, leading to challenges such as incorrect performance evaluation. In particular, 
this paper addresses a critical issue in ML, known as data leakage, where unintended 
information contaminates the training data, impacting model performance evaluation. In-
deed, crucial steps in ML pipeline can be inadvertently overlooked, leading to optimistic 
performance estimates that may not hold in real-world scenarios. The discrepancy be-
tween evaluated and actual performance on new data is a significant concern. In par-
ticular, this paper categorizes data leakage in ML, discussing how certain conditions can 
propagate through the ML approach workflow. Furthermore, it explores the connection 
between data leakage and the specific task being addressed, investigates its occurrence 
in Transfer Learning framework, and compares standard inductive ML with transductive 
ML paradigms. The conclusion summarizes key findings, emphasizing the importance of 
addressing data leakage for robust and reliable ML applications considering tasks and 
generalization goals.

Keywords  Machine learning · Sata leakage · Evaluation · Data split · Deep learning · 
AI · Transfer learning
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1  Introduction

Machine Learning (ML) has emerged as a revolutionary technology with vast potential 
across various domains (Jordan and Mitchell 2015). Its ability to extract patterns from data 
and make predictions has led to significant advancements in fields like healthcare (Shailaja 
et al. 2018; Apicella et al. 2021), language translation (Lopez 2008), and image interpreta-
tion (Ahmad et al. 2018; Apicella et al. 2019). As ML tools become increasingly acces-
sible, in several domains it is often used as a “black box”, focusing on achieving a desired 
outcome without delving into the details of how ML models act or the impact of specific 
choices on model performance. Multiple causes can lead to this type of approach. Among 
these, one can highlight the "big" availability of ML tools. However, while the adoption 
of ML tools provides convenience and accessibility to ML applications, it may cause to 
overlook crucial considerations which can affect the reliability of the outcomes generated. 
This approach can inadvertently lead to several issues, such as incorrect performance eval-
uation during the experimentation phase of ML systems and insufficient reproducibility 
(Kapoor and Narayanan 2023; Yang et al. 2022). Among these, a key issue is data leakage 
- also known as pattern leakage (Bouke and Abdullah 2023) - a problem where forbid-
den information is unintentionally introduced into the training data, thus affecting model 
performance evaluation. More generally, data leakage can result in overly optimistic per-
formance estimates during model development, which often fail to generalize to real-world 
scenarios. This typically occurs when, due to a lack of deep understanding, users uninten-
tionally introduce forbidden information at various stages of the machine learning pipeline, 
such as during data preprocessing or feature selection. To illustrate the severity of the issue, 
(Rosenblatt et al. 2024) point out that a high-profile study predicting suicidal ideation in 
youth showed no predictive power once feature selection leakage was corrected. Despite 
its methodological flaw, the original paper (now retracted) received 254 citations since its 
publication in 2017. The authors of (Wen et al. 2020) reviewed the validation procedures of 
32 papers of Alzheimer’s Disease (AD) automatic classification with Convolutional Neural 
Networks (CNNs) from brain imaging data, highlighting that more than half of the sur-
veyed papers may be affected by data leakage, and so the reported performance could be 
biased. Furthermore, the authors highlight that several papers lack of experimental details 
to infer if data leakage is present or not in the proposed studies. These examples under-
score the critical importance of preventing feature leakage, which can sometimes occur in 
subtle and non-obvious ways. However, while recent studies such as (Wen et al. 2020; Yang 
et al. 2022) have analyzed data leakage in ML, these analyses typically assume the classical 
inductive learning setting. However, this assumption does not always hold. In tasks framed 
as transductive learning (Vapnik 1999; Joachims et al. 1999), for example, the model is 
designed to make predictions on a fixed, known set of instances. In such settings, what may 
appear as leakage under inductive assumptions can instead be valid, as will be discussed in 
detail in this work. Similarly, in Transfer Learning (TL) (Yang et al. 2020; Apicella et al. 
2024), where data from different tasks or domains is reused during training, the boundaries 
between training and test distributions can be more complex. This can potentially lead to 
forms of leakage that differ from those in classical ML where inductive learning paradigm 
is adopted. Despite these challenges, most existing data leakage categorizations in literature 
do not take into account the learning paradigm (inductive vs. transductive), the ML frame-
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work (standard ML vs. TL), or the nature of the task. As a result, some types of leakage may 
go unnoticed or be misinterpreted.

Therefore, differently from similar literature (Wen et al. 2020; Yang et al. 2022; Kapoor 
and Narayanan 2023), we aim at emphasizing the connections between data leakage, the 
specific task being addressed, the ML paradigm and framework adopted and data propaga-
tion through the learning and evaluation workflow. On the basis of this analysis, we propose 
a new and more comprehensive categorization for the data leakage problem, discussing 
how certain conditions causing data leakage can propagate through the ML pipeline. Sum-
marizing, we offer the following main contributions: i) A new categorization of data leakage 
types in ML, focusing on the specific stages of the pipeline where leakage can occur; ii) we 
highlight the connection between the occurrence of data leakage and the specific task being 
addressed; iii) we investigate whether data leakage exists in TL frameworks, highlighting 
cases where it may or may not occur; iv) we explore how the occurrence of data leakage can 
be influenced by the type of ML learning paradigm used, specifically comparing inductive 
ML and transductive ML.

The paper is structured as follows: a summary and discussion of related works and exist-
ing data leakage categorizations proposed in the literature are provided in Sect. 2. In Sect. 3, 
we provide background on core ML concepts, including differences between inductive ML, 
transductive ML, and TL, as well as an overview of a typical ML pipeline. Sect. 4 introduces 
a novel categorization of data leakage types, exploring, discussing in classical, transductive, 
and transfer learning contexts. Furthermore, we provide an empirical evaluation using syn-
thetic data to illustrate the consequences of different types of data leakage. Finally, Sects. 5 
and 6 offer concluding discussion and remarks about the key findings and insights presented 
in the paper. For ease of reference, Table 1 presents the most frequently used acronyms in 
this study.

2  Related works

Data leakage is a common issue in classical ML that occurs when information outside the 
training data is unintentionally used during the model training. This phenomenon can lead 
to misleading results and evaluations, making the model appear more accurate than it actu-

Acronym Meaning
AD Alzheimer’s disease
ANN Artificial neural network
CNN Convolutional neural network
DA Domain adaptation
DG Domain generalization
DL Deep learning
DNN Deep neural network
EEG Electroencephalography
ML Machine learning
TL Transfer learning
TML Transductive machine learning
SDA Supervised domain adaptation
XAI eXplainable artificial intelligence

Table 1  Acronyms used in this 
work
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ally is.1 Data leakage can be viewed as an instance of the circular analysis problem, that 
happens when an analysis is based on data selected for showing the effect of interest or a 
related effect (Kriegeskorte et al. 2010). A formal definition of data leakage is proposed in 
(Kaufman et al. 2012).

A considerable portion of research focusing on data leakage in machine learning is 
centered around specific domains or particular fields of study. For instance, (Bernett et al. 
2024) proposed a set of questions that should be asked to prevent data leakage in biologi-
cal domains. Joeres et al. (Joeres et al. 2025) proposed a software tool that aims to mitigate 
data leakage by performing data splits based on similarity or distance measures between 
data points, when such information is available. Whalen et al. Whalen et al. (2022) identify 
data leakage as a common pitfall in the application of machine learning to genomics. The 
studies proposed in (Park and Marcotte 2012; Li et  al. 2020) highlight the potential pit-
falls associated with designing suboptimal experimental setups in classification problems 
with Protein-Protein Interaction and electroencephalographic (EEG) data respectively. The 
authors emphasized how an imperfect experimental design could lead to wrong conclu-
sions, subsequently influencing subsequent works in the field and biasing the established 
state-of-the-art, distorting the perceived advancements within the field. The study proposed 
by (Wu et al. 2021) highlights that many ML-based EEG studies suffer from small sample 
sizes and limited electrode coverage, leading to unreliable cross-validation results. Indeed, 
cross-validation is commonly performed on EEG samples rather than on participants. This 
practice leads to a situation where different samples from the same individual are included 
in both training and test sets, which contributes to inflated performance estimates. A similar 
point is also discussed in (Brookshire et al. 2024). Similarly, the authors of (Kamrud et al. 
2021) highlighted that a significant portion of EEG studies, which aim to classify the EEG 
of individual participants, often neglect to evaluate the trained models using unseen partici-
pants. This practice introduces a potential limitation in the generalizability and reliability of 
the ML for EEG classification since there is a risk that the models may be overfitted to the 
specific characteristics of the training group. The study by (Rosenblatt et al. 2024) evaluates 
the impact of data leakage on connectome-based predictive models across four large data-
sets and three phenotypes. Testing over 400 pipelines, the authors investigate how leakage 
affects both prediction performance and model interpretation.

More in general, (Kapoor and Narayanan 2023) surveyed prior literature reviews among 
17 scientific fields reporting that more than 290 papers are affected by data leakage. It is 
interesting to notice that, among the 17 fields inspected, 11 are fields not directly related 
to computer science. Furthermore, the authors showed that, in several cases, repeating the 
reported experiments of several and well-affirmed studies with data leakage bugs corrected 
lead toward lower performance compared to the claimed ones, sometimes comparable with 
results given by simpler and older models. a survey of the literature conducted in (Brook-
shire et al. 2024) reveals that the majority of translational DNN-EEG studies adopt segment-
based holdout strategies. As a result, most published DNN-EEG studies may substantially 
overestimate their classification performance on unseen subjects. Similar considerations 
were reported in (Varga 2024) about published Wi-Fi signal’s Channel State Information 
(CSI) Deep Learning systems. Instead, adopting software engineering methods, (Yang et al. 
2022) detected data leakage in about 30% of 100,000 publicly available source codes. How-
ever, the proposed analysis is made relying only on the source codes without considering 

1 see, for example, ​h​t​t​p​s​:​​/​/​i​m​b​​a​l​a​n​c​e​​d​-​l​e​​a​r​n​.​o​​r​g​/​s​t​​a​b​l​e​/​c​​o​m​m​o​​n​_​p​i​t​f​a​l​l​s​.​h​t​m​l
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the specific task addressed by each analyzed study. This can lead to consider several studies 
as affected by data leakage just because the publicly available source code contains pattern 
usually related with bad software practice, without considering ML paradigms where these 
patterns are legitimate. Dong et al. (Dong et al. 2022) Investigated data leakage in models 
based on data from sports wearable sensors, proposing a Bayesian inference approach to 
detect leakage. The authors of (Bouke and Abdullah 2024) conducted an empirical com-
parison of thirteen machine learning models for intrusion detection in 5 G networks, with a 
strong emphasis on preventing data leakage during preprocessing.

Data leakage categorization in literature To the best of our knowledge, there are few 
articles (Wen et al. 2020; Yang et al. 2022; Kapoor and Narayanan 2023) proposing a tax-
onomy about data leakage types. The following of this section is dedicated to summarize 
them. The authors of (Wen et al. 2020) identified four possible causes of data leakage in AD 
classification using CNNs: 1) wrong data split, happening when data from the same data 
source (e.g., the same patient) is used in more than a set between the training, validation, 
and test set; 2) late split: when data augmentation, feature selection or autoencoder (AE) 
pre-training are made before data split, conditioning the resulting validation/test sets; 3) 
Biased transfer learning: this category is specific for works involving transfer learning, and 
encloses the leakage occurring when the source and target domains overlap. For example, 
when some subjects used to pre-train a model in the source domain are the same to evaluate 
the model in the target domain. 4) Absence of an independent test set: the test set is used 
also to evaluate the training hyper-parameters of the model and not only to assess the final 
model performance. Indeed, the paper highlighted that many of the surveyed studies did not 
motivate the adopted training hyper-parameter values or the chosen architectures, suspect-
ing that the final models and reported performance were constructed relying on the test set.

(Yang et  al. 2022) provided an interesting data leakage categorization, distinguish-
ing between at least four types of leakage: preprocessing, overlap, multi-test, and label 
leakages. Preprocessing leakage arises when training data and test data are preprocessed 
together, influencing each other. Overlap leakage can occur when test data are directly or 
indirectly (for example, during data augmentation or oversampling) used during the train-
ing. Multi-test leakage happens if data are used several times during model evaluation or 
hyper-parameter tuning, biasing the results. Finally, label leakage concerns when one or 
more input features should not be present in the training data since they directly map with 
the correct labels, conditioning the learning process.

Differently, (Kapoor and Narayanan 2023) proposed a leakage taxonomy based on three 
macro-categories: 1) the lack of a clean separation between training and test dataset, 2) the 
adopted model uses features that are not legitimate, and 3) the test set used to evaluate the 
model is not drawn from the distribution of scientific interest. The first category consider 
the case when the training set and test set are not correctly divided, making the model able 
to access to information in the test data before the model performance is evaluated. The 
authors then consider as subcategories the cases 1.1) when training and test set are the same, 
1.2) when preprocessing on the whole dataset can result in a leakage of information from the 
test to the training set, 1.3) when feature selection is made on the whole dataset, providing 
information on which features perform well on test set, and 1.4) when there are duplicate 
data between training and test set. The second macro-category consider scenarios when a 
ML model uses features which should not be adopted for the task at hand, since they can be 
proxies for the correct output. The third macro-category considers the case when the evalu-
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ation is made on data outside from the distribution of specific interest. The subcategories 
considered are 3.1) the temporal leakage, 3.2) Non-independence between training and test 
samples, and 3.3) sampling bias in test distribution. Temporal leakage 3.1) happens when 
the test set contains data temporally earlier to the training data. In this case, training data 
could contain information taken from the future respect to the test one, which can help the 
classification of earlier data.

Possible actual instances of data leakage which can be classified as temporal leakage 
(subcategory 3.1 of (Kapoor and Narayanan 2023)) are discussed in (PlÖtz 2021) for sensor 
data analysis and in (Lyu et al. 2021) for AIOps with time related data. In particular, sensor 
data discussed in (PlÖtz 2021), being time series data, are usually segmented into overlap-
ping frames and analyzed individually. However, in this case, consecutive frames are not 
independent of each other, violating the identically and independently distributed (i.i.d.) 
condition needed in several validation frameworks (such as cross validation). Furthermore, 
in cases of overlapping frames, identical parts of the signal can be distributed into more 
than one frame. The authors of (Lyu et  al. 2021) argued that employing a random split 
between training and out-of-training data in AIOps with time-related data led to a mislead-
ingly higher model performance compared to using a time-related data split, where only 
historical data is data during the training phase. However, the proposed study consider only 
AIOps, without generalizing to other ML domains. Regards the last two subcategories pro-
posed in (Kapoor and Narayanan 2023), the subcategory 3.2 (Non-independence between 
training and test samples) can happen for example in medical studies when the same patient 
provides data to both the training and the test data. However, this case is directly related to 
the constraints of the scientific claim. Finally, the subcategory 3.3 regards sampling bias in 
test distribution, which happens when data sampled for test data are not representative of 
the population of interest.

Current shortcomings and our contributions The categorizations proposed in (Wen 
et al. 2020; Yang et al. 2022; Kapoor and Narayanan 2023) seems to mix together the con-
cept of information leakage and evaluation bias. For example the multi-test leakage defined 
in (Yang et al. 2022), corresponding to the absence of an independent test set in (Wen et al. 
2020), is an instance of the well known Multiple Comparisons Problem (Neter et al. 1996). 
As such, it should be considered as a form of bias in the ML model evaluation more than a 
proper form of information leak. Indeed, there is not an actual leakage of knowledge from 
the evaluation/test data to the training stage, but a bias in the evaluation step due to multiple 
comparison on the same data. Similar considerations can be made for the leakage subcat-
egory 3.3 (that is "sampling bias in test distribution") proposed in (Kapoor and Narayanan 
2023). Also in this case, this category concerns problems related to the test data distribution 
which can lead to biased results in the model evaluation, which is a different concept respect 
to the data leakage. In other words, data leakage can lead to biased evaluations, but a biased 
evaluation is not necessarily caused by a data leak. Instead, bias in the data can lead to data 
leakage.

Notably, the greatest part of these works does not take into account the task addressed. 
Among the inspected works, the only one which hints to the task is (Kapoor and Narayanan 
2023), which invited the reader to consider the scientific claim to understand if there is 
data leak or not. Furthermore, all these categorizations refer to classical supervised ML. 
Instead, different ML frameworks, such as transductive learning and transfer learning are 
not addressed. Therefore, Data Leakage depends not only on the task at hand and the over-
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lap between the data, but also on the adopted ML framework. The only categorizations 
which takes into account a different ML framework was (Wen et al. 2020) where the biased 
transfer learning case is considered.

3  Background

In this section, to better understand the risks of data leakage, we will provide some basic ML 
concepts and which is the pipeline, although different ones can be used depending on the 
case, for evaluating and constructing the final ML model in a standard ML approach. In addi-
tion, we will discuss some important ML paradigms such as Transductive ML (TML) and 
Transfer Learning (TL) which have key differences with respect to the basic assumptions 
of standard ML approaches and thus determine different types of data leakage problems.

ML encompasses various methodologies, broadly categorized into several types based on 
the nature of the learning process, which include supervised, semi-supervised, and unsuper-
vised ML, and reinforcement learning. In this work, we will focus only on the supervised 
and semi-supervised approaches: supervised ML the available data is paired with corre-
sponding output labels, while semi-supervised ML leverages both labeled and unlabeled 
data to improve model performance.

3.1  A classical machine learning pipeline

To better understand the nuances and risks associated with data leakage described and dis-
cussed in the subsequent sections, in this section the main steps of a classical ML pipeline 
are briefly described. Notice that a standard pipeline for ML processes is not commonly 
shared in the literature, although there are a number of proposals in this regard (Shearer 
2000; Schlegel and Sattler 2023; Chaoji et  al. 2016; Amershi et  al. 2019; Salvaris et  al. 
2018). We build upon the key concepts and suggestions from (Ashmore et al. 2021) to out-
line a standard pipeline.

Following (Ashmore et al. 2021), the production of a ML model usually involves three 
main stages: data management, model learning, and model verification (which we will refer 
to as model evaluation for better clarity). Data management includes the acquisition of data 
from the given sources and all the processing steps that lead to the final dataset for the learn-
ing and evaluation stage. In the model learning stage, the model learns patterns and relation-
ships from the provided final dataset. Finally, during the evaluation stage, the trained model 
is evaluated considering one or more performance measurements. More deeply, during the 
training stage, the model tunes its inner parameters to minimize a defined loss or error func-
tion. The general goal is for the model to learn patterns from the training data to make accu-
rate predictions on data not used during the training, i.e. out-of-the-training data. In standard 
ML setting, once the model has been trained, the performance of the final model is assessed 
on a dataset composed of data not seen by the model during the training (usually referred 
to as test set) to evaluate how well the trained model performs on new, unseen instances. It 
is important to highlight that the “test set” is often named as “validation set” in literature. 
However, in this study we indicate the set used to evaluate the model after the training as 
“test set”, reserving the name “validation set” for other purposes (see Sect. 4.4.5). More in 
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general, as stated in Sect. 4.1, we will refer to every dataset used to evaluate the model as 
evaluation set.

Each stage encompasses multiple steps, as illustrated in Fig. 1. The following of this sec-
tion provides a discussion and description of these individual steps on key aspects which are 
involved in our study. For further details see (Ashmore et al. 2021).

Data management The authors of (Ashmore et al. 2021) include in this stage four key 
activities, that are collection, augmentation, preprocessing, and analysis.

However, we want to emphasize that the process of data collection should also take 
into account both i) how the data are distributed, ii) how the data are designed in terms 
of composition (which we will refer as data design), and iii) the specific ML task being 
considered. In fact, as we will discuss below, these factors can significantly impact on the 
model evaluation, potentially leading to data leakage conditions. In Fig. 2 the main pipeline 
steps involved during the data management stage. Augmentation and pre-processing play 
different roles in the enhancement of the dataset: augmentation supplements the data by 
generating additional instances or reducing the existing ones, while preprocessing works 

Fig. 2  In violet the steps involved in the data management stage in a classical ML supervised pipeline. 
See text for further details

 

Fig. 1  A classical ML supervised pipeline. See text for further details
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on existing data instances. More in general, in this paper we will consider as part of the 
Data Management stage all the operations involved in generating, reducing or updating 
the data instances, such as oversampling, undersampling, and imputation, which are aimed 
at constructing a final dataset that is ready to be used for the learning and evaluation stage 
of the ML model. In particular, we will refer to instances synthesis as all the operations 
related to adding or removing of new instances after the data collection phase, while we 
will refer to preprocessing as all the operations and transformations applied to data before 
it is used in a ML model, such as reducing noise, handling missing values (imputation), and 
standardizing features. The final output of the Data Management stage is the data involved 
in the ML workflow, that are a training set DT  and out-of-the-training sets. Usually, one or 
more out-of-the-training sets are used to evaluate the model (referred to as verification set 
in (Ashmore et al. 2021) or evaluation set). Among the evaluation sets, the test set DE  has 
to be completely unseen during training, so that it can provide an unbiased evaluation of the 
model behavior on new data. We will refer to the procedure used to decide how to split the 
dataset into training and evaluation sets as the split strategy.

Model learning In (Ashmore et al. 2021) the Model Learning stage consists of creating 
a ML model from the data presented to it.

However, we want to highlight that, before the effective model training, a feature engi-
neering step is usually made in several ML pipelines. With feature engineering in ML we 
mean the process of selecting, transforming, or constructing features from existing data that 
help the ML algorithm to find the underlying patterns or relationships within the data. In 
Fig. 3 the main pipeline steps involved during the model learning stage.

Usually, feature engineering involves two main sub-steps: feature extraction, consist-
ing in generating new features by transforming or combining existing features, and feature 
selection, consisting in identifying and choosing the most relevant and informative features 
from the original data. Usually, feature engineering may involve performing either feature 
selection, feature extraction, or a combination of both. Feature engineering and preprocess-
ing are not strictly sequential processes and can occur interchangeably or in various orders 
based on the characteristics of the data and the task. Furthermore, it is important to highlight 
that Deep Neural Networks (DNNs) can automatically learn hierarchical representations 
from data, reducing the necessity for explicit feature engineering steps. However, there 

Fig. 3  In fuchsia the steps involved in the learning stage in a classical ML supervised pipeline. See text 
for further details
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might still be scenarios where preprocessing could be beneficial, even within deep learning 
frameworks. Furthermore, several operations similar to preprocessing steps like normaliza-
tion or scaling are often integrated into the network architecture or conducted as part of 
the training pipeline itself (see for example Ioffe and Szegedy (2015)). After any feature 
engineering methods have been applied to DT , the resulting data can be fed to the training 
stage, where the model parameters are learned.

Model evaluation The evaluation stage involves assessing the performance of a trained 
model using evaluation sets (such as the test set DE) not encountered during the training 
process.

In Fig. 4 the main pipeline steps involved during the model evaluation are shown. It’s 
important to emphasize that the preprocessing and feature engineering steps applied to the 
DT  must also be consistently applied to the evaluation sets. This consistency ensures that 
the evaluation data follows the same preprocessing and feature engineering procedures as 
the training data, preserving the integrity of the evaluation process. Finally, the model pre-
dictions on the evaluation set are compared against the ground truth values (for example, 
the actual labels in classification problems), and one or several performance metrics are 
computed to evaluate the trained model.

3.2  Generalization in machine learning: inductive, transductive, and transfer 
learning

During the ML evaluation stage, what has to be effectively evaluated depends on the ML 
paradigm adopted. We can distinguish between two typical paradigms: inductive ML setting 
and transductive ML setting (Vapnik 1999). Inductive ML is the more prevalent setting and 
involves training a model on a dataset to generalize and make predictions on new, unseen 
data. In this case, the focus is on the model’s ability to generalize to previously unseen data 
instances and validation procedures, such as Cross Validation or Hold-Out, should consider 
these requirements. In other words, we need that the model is able to generalize to unseen, 
but also plausible and task-related data. Conversely, transductive ML (Vapnik 1999) aims 
for high performance specifically on the available, pre-existing data, without generalization 

Fig. 4  In orange the steps involved in the evaluation stage in a classical ML supervised pipeline. See text 
for further details
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purposes. In other words, generalization to new, unseen data instances is not the goal, and 
the model’s effectiveness is localized to the current available data. Summarizing:

	● Inductive learning focuses on generalization to new, unseen data. This is the standard 
ML setting.

	● Transductive learning aims to make predictions only on the specific test data available 
during training.

In many cases of transductive or inductive paradigms, we assume that we are dealing with 
problems involving one dataset domain (Yang et al. 2020). By contrast, Transfer Learning 
(TL, Yang et  al. (2020)) approaches assume that data from different domains are avail-
able during the training phase of a model. Indeed, TL leverages knowledge from different 
domains to enhance model performance. Several TL strategies have been proposed and cat-
egorized into two main subfamilies within the literature, that are Domain Adaptation (DA) 
strategies and Domain Generalization (DG) strategies. DA strategies focus on adapting a 
model from one or several source domains to a target domain by minimizing domain shifts 
or differences between them. DA usually assumes that an unlabeled dataset Dtarget from 
a target domain is available during the training stage, together with labeled data Dsource 
from one (or more) source domain(s). A subset of DA strategies, known as Supervised DA 
(SDA), utilizes only labeled data from both the source and target domains during training. 
For example, fine-tuning methods exploit models trained on datasets in a source domain and 
fine-tuning them using data from a specific task on a particular target domain. Conversely, 
DG strategies aim to extract knowledge from multiple source domains without access to 
the target domain, emphasizing the creation of models that generalize well to new unseen 
domains. DG assumes that several datasets {Dsourcej }S

j=1 acquired from different source 
domains are available, and no data on the target domain is known. Summarizing:

	● Domain adaptation (DA): access to labeled source data and unlabeled (or partially 
labeled) target data.

	● Domain generalization (DG): no access to target data during training; aims for gener-
alization across domains.

Evaluation data for TL-based systems must closely reflect the target domain and the task 
addressed, requiring careful selection. Furthermore, as in classical ML, a key aspect to 
be considered in TL scenarios is whether the examined problem fits into an inductive or 
transductive2 ML setting. In simpler terms, one must ascertain whether the task’s goal is 
to generalize on new data or merely to accurately predict the available data in the target 
domain(s). Also in TL, we distinguish between “transductive” and “inductive” cases, the 
former adopted if the aim of the TL framework is to make correct predictions only on the 
available data in the target domain(s), the latter if the aim is to generalize toward target 
domain(s) with unavailable data during the training stage. Similarly to the standard ML 
case, determining if the problem requires a transductive or inductive setting can determine 
if a leakage condition is present or not.

2 It is noteworthy, however, that the term "transductive" has frequently been misapplied in TL literature (see 
(Moreo et al. 2021)). In line with (Moreo et al. 2021), in this work the term "transductive" is adopted as in the 
original Vapnik formulation (Vapnik 1999), even in the context of TL scenarios.

1 3

Page 11 of 58    339 



A. Apicella et al.

4  Data leakage: definition and categorization

4.1  Used notation and basic definitions

In this work we will use the following notation: in the case of supervised ML, a dataset is a 
set of pairs D = {(x(i), y(i))}n

i=1 ∈ D where each x(i) is a data instance which is processed 
by the ML model to return a prediction, y(i) represents the ground truth (i.e. the actual label 
value) that the model aims to predict or estimate when provided with the input x(i), and D 
is the set of all the possible datasets for the given task. Together with the term “target”, the 
term label is often used in machine learning to refer to the desired output of a system. In 
this work, to avoid confusion with the term “target”, which is frequently used in different 
context such as TL (see Sect. 3.2), we adopt “label” specifically to denote the desired output 
of a machine learning system, while reserving the term "target" for use in other cases. We 
mean with model a trainable ML model M ∈ M where M is a family of possible ML models 
(e.g., Artificial Neural Networks, SVMs, etc.). Usually, x(i) ∈ Rd where d is the dimension-
ality of the data instance, and y(i) ∈ Rc where c is the dimensionality of the output. For the 
sake of simplicity and without loss of generality, in this work we consider the labels as one-
dimensional values, that is y(i) ∈ R.

We will distinguish between a training dataset DT , which contains the data used to train a 
model M, and an out-of-the-training dataset, such as an evaluation dataset DE , which is used 
to assess the performance of the trained model. Finally, similarly to (Izmailov et al. 2022), 
with the term spurious we refer to any information, such as a feature in x(i) ∈ Rd, contain-
ing patterns correlated with the task label of the data but not inherently relevant to the task 
(for example, the image backgrounds when classifying the foregrounds). We emphasize that 
the property of a feature to be spurious or not strongly depends on the task. For instance, the 
background of an image may be considered spurious in a classification task focused on iden-
tifying foreground objects. Conversely, if the goal is to distinguish between images taken 
during the day or at night, background features become relevant and informative. In this 
work, we define the predicate SpuriousT (x(i)

j , y(i)) to be true when the feature x(i)
j  is spu-

rious for the task T carrying unintended or shortcut information about the label y(i) for the 
task T, false conversely. In a similar way, we can define the predicate SpuriousT (x(i)

j , x
(u)
h ) 

to be true if the x(i)
j  carries information about the feature x(u)

h  of another instance j ̸= u, in 
a way that does not reflect a real-world relation that the task is designed to learn or exploit. 
For instance, in a classification task where each instance represents an independent patient, 
the blood pressure of patient i should not contain information about the heart rate of patient 
u. If such information is introduced in some way, the model may exploit unintended statisti-
cal dependencies between different patients, which do not reflect the real-world structure of 
the task. Finally, we can say that a dataset D is spurious for the tast T, i.e. SpuriousT (D) 
is true, if it exists at least one data instance in D containing spurious features (with respect 
to the label or other data instances) for the task T. Finally, we distinguish between a feature 
that naturally assumes a value from an observation or a measurement and a feature that is 
assigned a value. Specifically, we use the notation x(i)

j = v to indicate that the j-th feature 
of the i-th instance has the value v as observed during the data acquisition. Conversely, we 
use x(i)

j ← v to denote that the value v is assigned to the feature x(i)
j , for example, by design 

or construction or during a preprocessing operation. Importantly, whether a dataset D is 
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affected by such leakage depends on the task T: the same dataset might be spurious with 
respect to one task and perfectly valid for another. Hence, spuriousT1 (D) is true does not 
imply spuriousT2 (D) is also true for T1 ̸= T2.

4.2  Proposed taxonomy

First of all, it should be emphasized that a formal definition of data leakage is missing in 
the literature. Although there are some attempts in this sense (e.g. Kaufman et al. (2012)), 
they are not widely shared. More informally, we can say that data leakage occurs when a 
ML model is trained using information that should not be available during training, thereby 
altering the evaluation process. Based on these considerations, we will give a new perspec-
tive on data leakage, defining it on the basis of the ML pipeline introduced above, with the 
idea that it can occur at different stages of this pipeline. As we will show in the following, 
understanding whether the task at hand requires generalization is fundamental when deter-
mining whether a model M is affected by data leakage and at which step of the pipeline it 
occurs. Indeed, data leakage becomes problematic specifically in contexts where the model 
is expected to generalize well to new, unseen data (such as in Inductive ML). If the goal is 
purely to perform well on available data (e.g. transductive ML) without regard for perfor-
mance on new data, the issue of leakage may not be critical. At a high level, referring to 
a classical ML pipeline as described in Sect. 3.1, we have identified three critical points: 
(1) During the dataset definition phase, issues related to how data is collected or generated 
might inadvertently lead to data leakage. (2) Before separating data into training and out-
of-the-training sets, data preprocessing might unintentionally introduce leakage. (3) After 
the data is split, there’s a risk of data leakage due to the way the data are split, potentially 
resulting in an inflated assessment of model performance. In relation to these points, we can 
identify three categories of leakage: 

i.	 Data-induced leakage: when spurious information is embedded in the data already dur-
ing the dataset construction;

ii.	 Preprocessing-related leakage: when a preprocessing procedure is used without con-
sidering separation between training and evaluation datasets;

iii.	 Split-related leakage: when information leaks between training and evaluation datasets 
during the split between them.

In Fig. 5 we report the types of leakage inspected in this work, together with a descriptive 
summary of each type of data leakage is provided, along with references to studies address-
ing each specific type. In the next subsections we will discuss in detail these three types 
of data-leakage. For each subsection, we present possible scenarios where these types of 
leakage can arise in classical inductive ML settings, with several examples drawn from the 
existing literature. We then explore scenarios where such cases may occur in different ML 
paradigms, such as transductive ML and TL, providing analysis and discussion. Finally, a 
summary discussion for each subsection is provided.
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Fig. 5  Data leakage categorization with respect to the considered ML pipeline. Each edge represents a 
possible type of leakage, highlighting reference where examples of this type of leakage are made and/or 
discussed. The blue dashed lines indicate the temporal points in the ML pipeline where the leakage risks 
are introduced, emphasizing the importance of addressing these concerns at different stages of the ML 
process. Citations on the edges refer to studies that are either affected by or discuss the corresponding 
type of leakage
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4.3  Data-induced leakage

During the process of defining a dataset, the components that constitute the input of the ML 
pipeline are carefully selected. However, it becomes crucial to ensure that the features com-
posing the input of the ML pipeline do not contain artificial “spurious” information which 
can lead the model toward the correct label not by using characteristics and pattern of the 
task under consideration, but specific and spurious characteristics of the specific adopted 
dataset. In other words, the leakage originates during the process by which D was selected, 
aggregated, or designed. Indeed, spurious information could be exploited during the training 
process leading the classifier toward the correct output for each input, but using information 
which should not be available for the task in real scenarios.

We identified the following Data-induced leakage cases: 

i.	 Data collecting leakage: when the process of acquiring the training data introduces 
spurious information or unintended correlations that influence the model’s learning.

ii.	 Label leakage: when the label labels are part, directly or indirectly, of the chosen data 
representation features.

iii.	 Synthesis leakage: When both the training and evaluation datasets are generated by a 
function g : D → D applied on the available data, influencing either the training phase, 
the evaluation phase, or both, by accessing to forbidden information.

In the following of this subsection, we will describe them more deeply.

4.3.1  Data collecting leakage

We can consider this kind of leakage when information leakage appears during the data 
acquisition process, i.e. if it is caused by the acquisition process by which D was obtained.

In the following of this section we will describe and discuss three possible scenarios of 
this kind of Data collecting leakage.

A Data collecting leakage due to the data acquisition sources Consider a dataset D 

collected from S subjects with differing levels of expertise, i.e. D =
S∪

s=1
Ds where each 

Ds is the acquisition set from the subject s ∈ {1, 2, . . . , S}. Depending on the task under 
investigation and the type of data collected, different cases are possible. For example, when 
the involved subjects possess a deeper understanding or expertise in the task, the resulting 
acquisitions might result in more accurate or reliable data. Conversely, the same condition 
can lead to addiction to the stimuli involved in the data generation, leading to data where 
the informative part for the task at hand is lost. Therefore, failing to account for the subjects’ 
expertise could result in a model trained on data DT ⊂ D too similar between them due 
to subjects with similar expertise. This user expertise can be a form of undesirable knowl-
edge shared between training data and evaluation data, biasing the model performance on 
an evaluation set DE ⊂ D \ DT . For instance, when both the training and evaluation sets 
include data from subjects with similar expertise levels, the model could overfit to those 
specific patterns. However, in this case the existence of leakage depends on the task’s goals: 
if the final model is meant to be used only by subjects with similar expertise levels, this 
similarity might be acceptable. Conversely, if the model is intended to generalize to users 
with a wide range of expertise, the failure to account for expertise differences could lead to 
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data leakage, as the training and evaluation sets are not independent in terms of the charac-
teristic (i.e. expertise) which can result relevant for the trained model.

A data collecting leakage due to the data acquisition design In (Spampinato et  al. 
2017) an EEG classification task involving visual object stimuli was proposed. The adopted 
data acquisition employed a methodology in which all stimuli belonging to a particular 
class were presented consecutively (“in block”) to the subjects. This experimental block 
design, together with the split strategy adopted, has the consequence that every trial in each 
evaluation set comes from a block that contains many trials in the corresponding training 
set. Therefore, the resulting reported high task performance could not be due to capturing 
stimulus-related brain activity, but identifying temporal artifacts within the data. Indeed, (Li 
et al. 2020) repeated the same experiments but with new data gathered using two different 
paradigms: the former adopting again a block design, and the latter adopting a rapid-event 
design, where the stimuli were presented in randomized order. The results showed that high 
performance resulted with the block design adopted cannot be replicated with a rapid-event 
design.

A data collecting leakage due to data aggregation The review (Roberts et al. 2021) 
highlighted the risks of datasets used in several studies to diagnose and prognosticate 
COVID-19 through chest computed tomography and chest radiography data. In particular, 
the adoption of datasets composed of data coming from other ones (Frankenstein datasets) 
and redistributed under a new name seems to be a common practice across several stud-
ies in literature. This could lead to the presence of repeated or overlapping data within the 
aggregated dataset, since one or more datasets composing the Frankenstein dataset can in 
turn contain other datasets which can be part of the Frankenstein dataset. However, Fran-
kenstein datasets are typically not assembled as unions of subsets, and duplicates may be 
allowed. As a result, it is possible that two datasets Ds1  and Ds2  composing D satisfy 
Ds1 ∩ Ds2 ̸= ∅. Consequently, models trained and evaluated on supposedly distinct datas-
ets, such as DT ⊆ D and DE ⊆ D respectively, might inadvertently be using identical or 
overlapping data, wrongly assuming them to be different. In Fig. 6 an example of this kind 
of scenario is shown.

Fig. 6  An example of a Franken-
stein dataset composed of sev-
eral datasets, where some data 
instances are shared between 
training and test set
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4.3.2  Label leakage

As said at the beginning of this section, we consider a data leakage condition as label leak-
age when the process of data definition makes the labels part, directly or indirectly, of the 
chosen data representation features. This practice leads the ML model to over-fit on the 
training data, as it can access the correct label during training. Consequently, during model 
evaluation the model might appear to perform exceptionally well by extracting the label 
from the features themselves. More precisely, we can distinguish between: 

i.	 Direct label leakage: when data representations contain features corresponding to the 
correct label;

ii.	 Indirect label leakage: when data representations contain features that, while not 
explicitly encoding the label, are spurious, or capture effects or decisions influenced by 
a priori knowledge of the real label.Direct label leakage In this case, actual labels are 
part of the data representation features used as input for the ML model, i.e.

Definition 1  Direct label leakage can happen if 

∃i ∈ {1, . . . , |D|}, f ∈ {1, . . . , d} s.t. x
(i)
f ← y(i).

In other words, a direct label leakage happens when SpuriousT (D) is true due to data rep-
resentations x(i) in D when the correct label is assigned for the task T as value of a feature. 
In this case, the ML model could exploit the label coinciding with the feature x(i)

f , resulting 
in an artificially high evaluation of the model’s performance. Moreover, direct inclusion of 
the label within the features poses a critical challenge when dealing with new unlabeled 
data. Since the model depends on the label being readily available as a feature, it becomes 
impossible to apply this learned model to new, unseen data lacking this explicit label within 
the features.

Indirect label leakage We consider as indirect label leakage when information regarding 
the correct labels is integrated into the features but in an indirect way, for example as one or 
more proxy features computed from the correct label. More formally

Definition 2  we can have indirect label leakage when: 
∃i ∈ {1 . . . |D|}, f1, f2, . . . , ft ∈ {1, . . . , d}, k : R −→ Rt, s.t x(i)

f1,f2,...,ft
← k(y(i))

Notice in the definition the presence of a function k affecting the value of a subset of fea-
tures. This highlights that certain features in x(i) are not independent from the label y(i), but 
are instead derived from a relationship k(y(i)). These features, therefore, capture informa-
tion that is influenced by the a priori knowledge of the label.

The following of this section shows and discusses some scenarios of indirect label 
leakage.

An indirect label leakage due to spurious feature In (Rosset et al. 2010) two data min-
ing competitions in medical tasks are discussed. The adopted datasets consist in features 
acquired by several patients with a given disease. In particular, in one dataset the patient 
identifiers (IDs) were provided as a feature of the data instances, i.e. for each data point 
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x(i), ∃f  s.t. x
(i)
f = ID, i.e. SpuriousT (x(i)

f , y(i)) is true, carrying information towards 
identifying patients with malignant candidates. In this context, its relevance to predicting 
the outcome might not directly derive from the medical condition itself, but could be due 
to, for example, regional or demographic factors. Therefore, the ID is a spurious feature 
indirectly carrying information about the correct label (e.g., the majority of data instances 
belonging to one class have a low ID number). This scenario is graphically illustred in 
Fig. 7.

An indirect label leakage due to priori knowledge The authors of (Ye et  al. 2018) 
proposed a ML model for predicting hypertension risk based on predictors extracted from 
the electronic health records of several patients. While the proposed model achieved strong 
results, the authors of Chiavegatto Filho et  al. (2021), upon reviewing the key variables 
listed in the appendix of (Ye et al. 2018), noted that several of the most influential predictors 
were, in fact, common antihypertensive drugs. It is evident that information regarding the 
correct labels is subtly integrated into the features but in an indirect way. In particular,the 
most influential features are based on decisions made with prior knowledge of the correct 
class, creating a sort of circular dependency where these features cannot be meaningfully 
exploited without already knowing the class label.

4.3.3  Synthesis leakage

With Synthesis leakage we identify the cases when leakage is due to the generation of the 
actual data which will be processed by the ML pipeline. It often arises when there are issues 
with data balancing, such as over-represented or under-represented classes. More formally, 
let a procedure g : D → D which generates the dataset Dgen = g(D) and let DT ⊆ Dgen 
and DE ⊆ Dgen. A synthesis leakage can occur if ∃(x(i), y(i)) ∈ DT , (x(j), y(j)) ∈ DE  
are generated by g from the same D′ ⊆ D.

Fig. 7  An Indirect Label leaking scenario. The ID is a spurious feature carrying indirectly information 
about the correct label
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In other words, there exist instances in DE  and DT  generated by using knowledge from 
the same subset of D and resulting in task-spurious information in Dgen. The function g 
applied to the original data can lead DE  and DT  to influence each other, leading to a situ-
ation where information from one set unintentionally leaks into the other. This situation 
occurs when the generation function is applied to the data before splitting it into training 
and evaluation sets. In fact, generation functions may be improperly used during the data 
construction process, prior to the selection of the training and evaluation datasets. In the 
following, we will describe two possible synthesis leakage cases, that are synthesis leakage 
due to oversampling and undersampling functions respectively. Oversampling methods are 
usually adopted to increase the dimension of the dataset when the available data instances 
are not enough, or the dataset is unbalanced in terms of data instances for each class. Exam-
ple of oversampling strategies are SMOTE (Chawla et al. 2002) and ADASYN (He et al. 
2008). A potential leakage risk arises when data instances used to evaluate the final model 
are also exploited by the oversampling method to generate the data. Conversely, unders-
ampling methods reduce the number of instances in case of over-represented class(es) to 
create a more balanced distribution. There are different strategies for undersampling, such 
as Random undersampling (Prusa et al. 2015), which randomly removes instances from the 
majority class, and more sophisticated methods like Tomek Links (Tomek 1976) or Cluster 
Centroids (Yen and Lee 2009), which selectively remove instances based on their proximity 
to other instances. Being methods based on proximity to other instances, the risk is that the 
removal is made relying on out-of-the-training data.

A Synthesis leakage due to oversampling Consider a highly imbalanced dataset for 
a binary classification problem. Before adopting the ML pipeline, SMOTE oversampling 
algorithm is adopted. In a nutshell, SMOTE first selects a minority class instance at random 
and finds its K nearest neighbors, with K decided by the user. Then, a synthetic instance is 
generated by performing linear interpolation between the instance and one of the K neigh-
bors chosen at random. In such cases, there’s a risk that the newly generated data points 
might be too similar or replicate data points which will be used to evaluate the classification 
model. In other words, the risk is that the chosen neighbors used to generate data will be 
placed in an evaluation set, such as DE . Furthermore, over-sampled data can be wrongly 
incorporated into an evaluation set, evaluating the model also on synthetic but non effective 
data. An example of this scenario is reported in Fig. 8.

A synthesis leakage due to undersampling Consider a highly imbalanced dataset for a 
binary classification problem. Before adopting the ML pipeline, Cluster Centroids unders-
ampling method is adopted. Cluster Centroids replaces a cluster of data instances belonging 
to an over-represented class by its cluster centroid. In such case, if these centroids are com-
puted using also data instances used for evaluation and subsequently incorporated into the 
training set, it’s possible for the training process to exploit information similar to that of the 
evaluation set. Furthermore, centroids can be wrongly incorporated into an evaluation set, 
evaluating the model also on synthetic but non effective data.

4.3.4  Data-induced leakage in transductive machine learning and transfer learning

In the previous subsection we considered data-induced leakage in classical ML. Now we 
analyze this kind of leakage in transductive ML and TL cases. Since The aim of transductive 
ML isn’t toward generalizing to unseen data beyond the provided dataset, synthesis leakage 

1 3

Page 19 of 58    339 



A. Apicella et al.

scenarios such as oversampling/undersampling without considering which data will be used 
in the evaluation can be considered safe in transductive cases. However, direct and indirect 
label leakage remain possible and problematic. At the end of this section a possible scenario 
of data leakage due to labels in transductive ML is described.

Conversely, in TL cases data-induced leakage may be more likelyto occur. For instance, 
in Domain Adaptation, data induced leakage can happen when possible relations between 
source domain data Dsource and target domain data Dtarget are not considered in the exper-
imental setup. For example, when data collected in different time windows are considered as 
different domains, but data acquired at a given time helps to infer the data acquired in other 
time windows in a way not foreseen by the task definition.

Another issue arises when there is a lack of understanding of the data in the dataset con-
struction process, in particular in Supervised DA cases. For example, a pre-trained model 
can be inadvertently fine-tuned on data related to the training set originally used to pre-train 
the model. In case of Domain Generalization, the risks involved are similar to the DA case, 
i.e., hidden relations not allowed in the task at hand between different domains can exist.

The last two scenarios of this section describe cases of data-induced leakage in DA: the 
former involves data collection leakage due to data domains not properly accounted; the 
latter due to overlooking how the provided dataset was composed.

A data collecting leakage in Transductive ML due to labels Suppose a library wants 
to classify its books by genre using ML. Each book is described by metadata fields such as 
title, author, ISBN, publication year, and shelf location. The task is transductive: all books 
to be classified are already available (the model does not need to generalize to future acqui-
sitions), but the true genres of some books are initially unknown and must be predicted. 
Among the data, the "shelf" feature results to be related to the book’s genre. For example, 
mystery books are always shelved on the “MYS-” shelves, while science fiction books are 
on “SCI-” shelves. If this field is used as a feature, the model can trivially learn the mapping 
between shelf code and genre.

A data collecting leakage in DA due to the different data domains Suppose we have 
a dataset of EEG data corresponding to different cognitive states (e.g., "focused" vs. "dis-
tracted"). The data are collected from a single subject across multiple sessions in a day. We 
want a ML model able to solve this classification task on a same subject (intra-subject). Dif-

Fig. 8  An example of an 
oversampled dataset generated 
exploiting data instances DE  
used to evaluate the trained 
model. Arrows indicate the real 
instances used to generate each 
synthetic data.
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ferent sessions are considered as belonging to different domains. The task goal is to classify 
cognitive states in a target domain using knowledge from the remaining source domains. 
However, the experimental setup does not account for the fact that data acquired in nearby 
time windows may share strong correlations. For instance, EEG signals from the morning 
session might contain specific artifacts (e.g., eye blinks or muscle movements) that persist 
into the afternoon session. If these sessions are close in time, the model might inadvertently 
learn to rely on these artifacts, which are not truly reflective of generalizable cognitive states 
of the subjects. If the model is evaluated on data from a target session too close to the source 
ones, there is the risk that the model could exploit artifacts between nearby time windows. 
More in general, this scenario can occur when the time windows are too close between 
them, and artifacts present in the source time window can help the ML model in classifying 
the target time window. This can be allowed if the task requires predictions on nearby time 
windows, but conversely it should not be allowed if the task requires classification between 
time windows far from each other.

A data collecting leakage in DA due to data aggregation Suppose we are working on 
a ML model pretrained on a dataset DI . To fine-tune the model, data from a Frankenstein 
dataset DF  composed of data from several different sources are used. For fine-tuning, we 
select a subset of DT

F ⊂ DF  for training and the remaining DE
F = DF \ DT

F  for evaluation, 
which is supposed to contain unseen data. However, without considering the composition of 
DF , it is possible that it contains also instances from DI . Therefore, some of the data in DE

F  
can overlap with the original dataset DI , i.e. DE

F ∩ DI ̸= ∅. Then, the model has already 
seen some of the evaluation data during the pre-training phase. Moreover, if over-sampling 
or under-sampling is performed on the entire DF  without considering its composition, this 
behavior could be exacerbated.

4.3.5  Data-induced leakage: discussion

The previous scenarios illustrated how data leakage can occur as early as the data acquisi-
tion stage. In particular, the widespread use of publicly available datasets raises important 
questions about how these data have been aggregated. To highlight the potential impact 
of such leakage, we simulate a machine learning task involving Frankenstein datasets and 
evaluate the resulting performance. In particular, we designed an experiment where a model 
undergoes progressive training on a Frankenstein dataset composed of multiple datasets, 
each potentially reusing portions of previously seen dataset.

We first generate an initial dataset D0 for a binary classification problem. Then, for each 
subsequent stage r ∈ {1, . . . , R}, we construct a new dataset Dr that includes a set of newly 
sampled instances along examples duplicated from one or more of the previously used data-
sets {D0, . . . , Dr−1}. This mimics a Frankenstein dataset construction process, where data 
is collected or combined from multiple sources without explicit awareness of overlap or 
duplication.

At each stage, the classifier is trained on the cumulative data up to Dr, and its perfor-
mance is evaluated using 5-fold cross-validation over Dr. We compare two conditions:

With leakage: training and test folds may contain overlapping examples due to duplica-
tion across datasets. Without leakage: we explicitly remove from the test fold any exam-
ples that are also present in the training fold (exact duplicates), ensuring a leakage-free 
evaluation.
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This process is repeated 10 times to account for variability. Performance was evaluated 
using a DNN neural network with two hidden layers of 100 and 50 units respectively, ReLU 
activation functions. In Fig. 9 We report the mean and standard deviation of accuracy for 
each stage, demonstrating how unnoticed reuse of previously seen data can lead to progres-
sively inflated performance estimates as more Frankenstein datasets are added.

The data leakage case reported in (Li et al. 2020) and summarized in Sect. 4.3.1 about 
the inspected EEG classification task shows the importance to well design an experiment 
since the data collection. For instance, the acquisition of EEG signals belonging to the same 
class are gathered “in block" from individual subjects. Each block, in essence, represents a 
distinct source of information. Consequently, when conducting analyses within a specific 
block, the model might exhibit relatively higher performance due to its familiarity with the 
data structure, patterns, and/or artifacts within that particular source. Moreover, this form 
of leakage poses challenges that persist even during subsequent steps, such as data split-
ting. Despite employing a well-thought-out split strategy between training and testing sets, 
mitigating the impact of potential artifacts in the data acquisition process isn’t guaranteed. 
The presence of these artifacts might persist, affecting both the training and testing subsets, 
and potentially undermining the effectiveness of the data split, leading to other types of data 
leakage (see Sect. 4.5). In (Rosenblatt et al. 2024) is highlighted that family-related artifacts 
can occur in neuroimaging datasets due to oversampling of related individuals. Because 

Fig. 9  Performance trends across Frankenstein datasets. The x-axis represents successive datasets con-
structed by combining newly generated data with portions of previously used datasets. The y-axis shows 
the resulting classification accuracy. Blue markers indicate performance under a clean setup (no data 
leakage), while red markers represent performance when data leakage is present due to repeated inclusion 
of previous data instances
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brain structure and function are heritable, placing one family member in the training set and 
another in the test set can introduce leakage. Although family leakage had little to no effect 
on most prediction tasks, it slightly inflated performance in predicting attention problems.

Incorporating the label as features arises from using data that ideally shouldn’t be legiti-
mately accessible to the model. Hence, preventing or circumventing leakage is linked to a 
clear definition of the task addressed and of a careful choice of the data inputs allowed for the 
predictive framework. A schematic representation of this type of leakage and a trivial solu-
tion is reported in Fig. 10. In particular, in Fig. 10a, each data instance x(i) has the f-th fea-
ture equal to the label y(i). A possible solution is cleaning the data instances by removing the 
f-th features, considering for each data instance only the x(i)

1 , x
(i)
2 , . . . x

(i)
f−1, x

(i)
f+1, . . . x

(i)
d  

features, as described in Fig. 10b. However, including the f-th in the predictive model might 
be allowed or not, depending on the intended scope of the predictor.

The authors of (Kapoor and Narayanan 2023) replicated an experimental assessment 
featured in a literature study influenced by this type of leakage. Their findings indicate that 
without this form of leakage the results differ from the claims made by the original authors. 
To further assess the effect of this kind of indirect data leakage, we designed a synthetic 
binary classification task in which one feature, although semantically unrelated to the target, 
becomes spurious due to an artificial correlation introduced during data generation.

We constructed datasets with an additional feature whose statistical distribution was con-
ditioned on the class label only in the leakage scenario. Specifically, this additional feature 
was sampled from class-dependent distributions with increasing separation, controlled by a 
parameter δ that regulates the leakage strength. Specifically, the feature simulates a variable 
whose distribution is artificially shifted based on the class: greater shifts (δ) increase the 
correlation between the feature and the label, thus intensifying the leakage. In the non-leaky 

Fig. 10  Instance of direct label leakage (a) and a possible solution (b). See text for further details
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configuration, the same feature was sampled independently of the label, ensuring no spuri-
ous association. For each value of δ, we trained a simple DNN model with two layers of 
100 and 50 neurons respectively and evaluated its accuracy on a hold-out set. We repeated 
the experiment 10 times and report the mean and standard deviation of the accuracy. The 
clean condition (δ = 0) serves as a baseline to isolate the contribution of the leakage effect.

The resulting accuracy values are summarized in Fig. 11, which illustrates how perfor-
mance improves as the spurious correlation is strengthened.

More in general, determining whether a feature constitutes leakage isn’t always straight-
forward. Let’s consider the scenario where a feature serves as an indicator for a specific 
subset within the population. The legitimacy of using this information as a feature relies 
on whether a data instance assignment to a subset was a consequence of their task outcome 
or not. For example, as discussed in (Rosset et al. 2010) about medical data, the patient ID 
provided as a feature is a case of leakage whether the ID assignment is intrinsically linked 
to their medical condition, and it is not leakage if it’s incidental and doesn’t directly influ-
ence the predicted outcome. Indeed, if the ID code is correlated with specific geographical 
or demographic locations with higher disease prevalence rates, its association with the task 
outcome might be regarded as incidental. Consequently, the relevance of the ID code to 
predict the outcome might not directly derive from the medical condition itself, but could 

Fig. 11  effect of indirect leakage on performance. Classification accuracy is shown as a function of the de-
gree of leakage introduced via a spurious feature correlated with the class label. The blue point represents 
the baseline accuracy in a leakage-free setting, where the spurious feature is independent of the class. Red 
points indicate the accuracy under increasing leakage (higher δ values).
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be due to other factors. Therefore, including this ID information in the predictive model 
might be allowed or not, depending on the intended scope of the predictor. In other words, if 
the objective is to develop a predictor that exploits contextual information like geographic 
location, incorporating the ID may be justifiable, given its association with regional or 
demographic factors. Conversely, if the aim is to create a predictor solely reliant on patient-
specific information (therefore excluding other factors such as geographic location), then 
using the ID should be avoided. (Rosset et al. 2010) highlights that several scenarios involv-
ing this kind of label leakage have a temporal component, where certain information is 
available at the time of the prediction, while outcomes and consequences of actions taken 
only become known later. For example, the health condition of a patient is known before 
the prediction, while the disease and the treatment are known later. Using only information 
available up to the decision-making point ensuring that it is not affected by any subsequent 
update shrinks the risk of unintentional leakage from future knowledge (such as outcomes 
or consequences) of actions taken given the outcomes. Real labels inferred by spurious input 
features can be viewed as instances of the Clever Hans effect (Lapuschkin et al. 2019). In a 
nutshell, Clever Hans happens when the training ML model is actually exploiting spurious 
features related to the label (see Sect. 4.1). To avoid the Clever Hans effect, it’s essential 
to examine the features used for training, ensuring that they capture relevant information 
pertaining to the task at hand.

Clever Hans effects can be reduced exploiting current eXplainable Artificial Intelligence 
(XAI) methods Ribeiro et al. (2016); Apicella et al. (2019), locating which features or fac-
tors the model is primarily relying on for its predictions. However, XAI methods usually act 
on trained models, therefore can be used to locate Clever Hans at the end of a ML pipeline, 
and not to prevent it.

Finally, if over-sampling or under-sampling is performed on the whole D without dis-
tinguishing between train and evaluation data, the risk is twofold: firstly, that information 
from the evaluation data is used to generate the training data set, favoring instances that are 
too similar to the evaluation data. Secondly, there’s a risk that synthetic data generated will 
be included in the evaluation sets, potentially distorting the evaluation with synthetic data 
or ignoring outliers that may be important to the task at hand. To mitigate these risks, it is 
advisable to conduct any under-sampling or over-sampling procedures only after imple-
menting the data split strategy, ensuring that these techniques are applied properly to the 
interested subsets.

Figure 8 illustrates the performance impact of increasing overlap between the test set 
and the data used during oversampling with SMOTE in a binary classification task. Results 
are averaged over 10 experiments using 5-fold cross-validation on synthetic data. A simple 
two-layer DNN with 100 and 50 neurons respectively was used for evaluation. Error bars 
indicate standard deviation. The x-axis represents the proportion of test samples included 
in the data used to perform SMOTE (i.e., overlap ratio). The y-axis shows the classification 
accuracy on the test set. While SMOTE is intended to address class imbalance by syntheti-
cally generating new samples, including instances without distinguish between evaluation 
sets and training set in the oversampling process introduces a form of synthesis leakage. As 
the overlap increases, the classifier’s accuracy improves, reflecting an inflated evaluation 
due to the leakage (Fig. 12).

Similar conclusions are drawn in Whalen et al. (2022) for the genomics domain, where 
class balancing methods are explicitly recommended to be applied strictly within the train-
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ing fold. In other words, it can be a good rule of thumb to over-sample/under-sample only 
training data, letting untouched the evaluation one. A schematic representation of this type 
of leakage and solution is illustrated in Fig. 13. In particular, in Fig. 13a the g function 
generates a new dataset Dgen oversampling or undersampling the data instances relying on 
the input dataset D. The split between the training set DT  and the evaluation set DE  from 
the generated dataset Dgen introduces the risk that DT  may consist of data synthesized by 
information now incorporated into DE , and vice versa. Consequently, the model’s perfor-
mance on DE  might be overestimated due to the unintentional inclusion of information 
present in both DT  and DE  during the training phase. A preventive measure to mitigate 
this type of leakage involves synthesizing the data exclusively on DT  after the data split, 
effectively avoiding the entanglement of training and evaluation data during the synthesis 
process, as shown in Fig. 13b.

Considering transductive ML, oversampling or undersampling without regard to evalu-
ation data is in general safe. Instead, data leakage is more likely in TL cases, particularly in 
DA and DG. Leakage can occur if relationships between source and target domain data are 
not properly accounted for, such as when data from different time periods are treated as sep-
arate domains but still influence each other, or when a pre-trained model may inadvertently 
be fine-tuned on data related to its original training set. A similar case is reported in (Wen 

Fig. 12  Performance impact of increasing overlap between the test set and the data used during oversam-
pling with SMOTE in a binary classification task. The x-axis represents the proportion of test samples 
included in the data used to perform SMOTE (i.e., overlap ratio). The y-axis shows the classification ac-
curacy on the test set. The blue point represents the baseline accuracy in a leakage-free setting, where the 
spurious feature is independent of the class. Red points indicate the accuracy under increasing leakage.
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et al. 2020) as a case of biased transfer learning. However, we want to emphasize that in 
this scenario the bias stems as a consequence of data leakage due to the TL strategy adopted, 
rather than a bias within the data itself. If these datasets were used in separate, independent 
ML models, there wouldn’t be any inherent bias present in the data.

4.4  Preprocessing-related leakage

We consider leakage before data split when the leak of information happens before the 
available dataset is divided into training and out-of-the-training data (see Fig. 5). In particu-
lar, preprocessing leakage typically arises when preprocessing procedures (e.g., min-max 
scaling or normalization) are applied before a proper separation between training and evalu-
ation data. These procedures require parameters (e.g., feature ranges or statistics) that are 
either predefined by the task or inferred from the data. Formally:

Definition 3  Let f : D × Q → D be a preprocessing function that transforms a dataset 
D using parameters Q ∈ Q, and let υ : D → Q be a function estimating such parameters 
from data. If the model is trained on DT ⊆ Dprep and evaluated on DE ⊆ Dprep, with 
Dprep = f(D, Q) and Q = υ(D′) for some D′ ⊇ DE , then there is a risk that training and 
evaluation data share information, introducing leakage.

In other words, the information shared between evaluation set and parameter estimation 
introduces task-spurious information into the data. A common case occurs when D′ = D, 
i.e., the preprocessing parameters are computed from the full dataset but leakage may still 
occur even when D′ ̸= D, depending on how υ exploits the available data. Moreover, when 

Fig. 13  Instance of synthesis leakage (a) and a possible solution (b). See text for further details
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the normalization function depends, explicitly or implicitly, on label information, such as 
supervised PCA (Bair et al. 2006), the risk is even greater. In these cases, the preprocess-
ing procedure itself needs knowledge about the target variable, similarly to label leakage 
discussed in Sect. 4.3.2, but in a different stage of the pipeline.

Depending on the f adopted, we can distinguish between: 

i.	 Normalization leakage: when the function f is a normalization function;
ii.	 Cleaning leakage: when the function f is a cleaning function;
iii.	 Imputation leakage: when the function f is an imputation function;
iv.	 Feature engineering leakage: when the function f is a feature engineering function, 

such as a feature selection or a feature extraction technique.

4.4.1  Normalization leakage

Normalization leakage arises when a normalization function is applied to each data point in a 
training/out-of-training subset using parameters calculated over the entire dataset provided.

For example, min-max scaling (Herwanto et al. 2021) procedure projects each data point 
feature in a given [min, max] range. However, min-max scaling needs the actual feature 
ranges available. In scenarios where these ranges are known a priori this is not a problem. 
For example, in the image domain it is known that the pixel values typically fall within the 
bounded range of integer numbers in [0, 255]. In other cases, instead, feature ranges have 
to be estimated from the available data. In the following, a scenario involving this kind of 
leakage is described.

A normalization leakage due to min-max scaling Suppose that a dataset is composed 
of data with features x. The data features have to be projected into the range [0, 1] by a 
min-max scaling function f : D × Q → D where Q is the space of the function param-
eters need to make the transformation (in this case, q ∈ Q is composed of the minimum 
and maximum values of each feature). Since the actual boundaries of the feature range are 
unknown, the scaling parameters q are inferred from the available dataset D. After normal-
ization, a train-test split is made. Since the scaling parameters are computed on the whole 
dataset D, the resulting scaled training data DT  incorporates information from the test set 
DE . Indeed, although DE  isn’t used directly in the training process, knowledge about its 
distribution (through the min and max values in q used during the normalization) can still 
bias the model. Similarly, standardization (Herwanto et al. 2021; Apicella et al. 2023) maps 
each feature’s data points to a normal distribution using mean and standard deviation esti-
mated by the provided data instances. However, the function’s parameters q (minimum and 
maximum for min-max scaling, mean and standard deviation for standardization) should be 
estimated only on the data available during training (i.e. DT ), without considering out-of-
the-training data (such as DE). Instead, they are often computed using all the data points 
provided. Using all the available data for estimating the preprocessing function parameters 
can impact the performance on evaluation data, potentially leading to an overestimation of 
the model due to unauthorized knowledge (given by the estimated parameters) available 
during the training stage coming from the out-of-the-training data. An example of this kind 
of leakage is shown3 in Fig. 14.

3 images in figure generated using data available to https://pics.stir.ac.uk/

1 3

  339   Page 28 of 58

https://pics.stir.ac.uk/


Don’t push the button! Exploring data leakage risks in machine learning…

Whalen et  al. (2022) identify this form of data leakage in genomics as leaky prepro-
cessing, highlighting how it frequently occurs in the literature. They emphasize that many 
common transformations, such as standardization, PCA, and other common preprocessing 
methods, can unintentionally introduce information from the test set into the training pro-
cess, thereby compromising the validity of model evaluation. Obviously, preprocessed data 
are not affected by this kind of data leakage if the function’s parameters q are not computed 
on the data but are already available by the domain or are given by the task.

4.4.2  Cleaning leakage

Data instances may contain various types of noise that can negatively impact model train-
ing. To mitigate this, proper data cleaning techniques are typically employed. However, if 
not carefully handled, these cleaning processes can inadvertently introduce data leakage, 
compromising the integrity of the model. In the following, a possible scenario is described.

A cleaning leakage due to moving average Kuhn and Johnson (2019) supposed that 
a dataset is composed of several sequential data (e.g., a time series). To reduce noise, the 
data features are preprocessed with a moving average where the original feature values are 
replaced with smoothed values. After smoothing, a train-test split is made. Since the data 
is sequential, leakage can occur if the last data point in the training set uses the first data 
point of the evaluation set to compute the moving average that replaces its values. In this 
scenario, the final training data incorporates information from the test set, leading to biased 
model training. In the case described above, the resulting leakage can be considered negli-
gible since only the first test data points are involved in the smoothing procedure. However, 
more severe and serious cases may occur. In general, determining the optimal cleaning 
strategy depends on factors such as the specific task at hand, its domain and the available 
data, together with the ML algorithm utilized. Furthermore, it is important to consider if the 

Fig. 14  An example of preprocessing leakage due to wrong data used to compute standardization param-
eters. The figure shows that the average µ computed on the whole dataset is significantly different from 
the average computed on the training set. Therefore, using full dataset average to standardize the data 
provides information about the test data to the training data
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cleaning methods require knowledge from several data instances or not. Indeed, cleaning 
functions can need parameters computed on several instances, arising data leakage sce-
narios similar to normalization leakage.

4.4.3  Imputation leakage

In many scenarios, feature vectors x may have missing values for one or more components 
due to several reasons, such as human error during data collection or wrong acquisitions. 
Usually, imputation is made estimating the missing values based on the available data, for 
example substituting the missing value with the mean or median (Zhang 2016) of the exist-
ing ones, or with more complex methods such as clustering (Zhang et al. 2008) or KNN 
(Troyanskaya et al. 2001). However, also in this case if the missing value computation is 
made among the whole dataset, leakage can happen. In the following of this section a pos-
sible scenario of imputation leakage is described. In (Kapoor and Narayanan 2023) at least 
three studies affected by this type of leakage were identified.

An imputation leakage due to neighbor data Suppose a dataset contains complete 
and incomplete instances, i.e. the feature value x(u)

i  is missing for a subset of U instances 

{x(u)}U
u=1 ⊂ D. To handle this, the KNNimpute algorithm (Troyanskaya et  al. 2001) is 

applied to estimate the missing features. For each instance x(u), KNNimpute computes the 
missing value as a weighted average of the K nearest data instances that have a value present 
for xi. Once imputation is complete, the dataset is split into training and test sets. However, 
because the missing feature values are estimated using K neighboring data instances, it is 
possible that one or more instances in the training set were imputed using neighbors from 
an evaluation set. Conversely, the evaluation set may also have imputed values calculated 
using neighbors from the training set (see Fig. 15 for an example). As a result, the training 
data may incorporate information from the test set and vice versa, leading to biased model 
training and evaluation. Although the test data isn’t used directly in training, the imputation 
process involving test data can still bias the model.

Fig. 15  An example of imputa-
tion leakage. To generate the 
missing feature values, data 
exploits knowledge both from 
data that will be assigned to the 
training DT  and the evaluation 
DE  set
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4.4.4  Feature engineering leakage

Some feature engineering strategies such as feature selection methods remove the less rel-
evant features from the original dataset reducing computational complexity and the risk of 
over-fitting. However, performing a feature selection strategy on the whole dataset risks 
selecting discriminative features based on data used in the evaluation step, resulting in a 
leakage scenario similar to the normalization leakage. (Shim et al. 2021) compares the clas-
sification performance between feature selection performed on all the available data and 
features selected letting out the evaluation instances. The differences between the perfor-
mance can be viewed as a form of over-fitting due to information leakage, indicating the 
importance of correctly use feature selection strategies.

In the following illustrative scenario we summarize a literature case of this type of 
leakage.

A feature engineering leakage due to feature selection In (Zhdanov et al. 2020), two 
ML methods are applied to the prognosis of depression treatment with escitalopram using 
EEG data. A feature selection strategy based on p-values from an unpaired t-test is used to 
identify five feature sets. For each feature set, a cross-validation strategy is employed to cre-
ate training and out-of-training sets for model training and evaluation. However, since the 
feature selection is performed before splitting the data, the selection process is influenced by 
the entire dataset, potentially biasing both the model and its evaluations. (Pulini et al. 2019) 
made an analysis on 69 studies for the Attention-Deficit/Hyperactivity Disorder (ADHD) 
classification, detecting that at least the 15.9% of the inspected studies are affected by this 
type of leakage due to applying feature selection procedure to the whole datasets without 
considering data split.

4.4.5  Preprocessing-related leakage: a particular case

In this subsection, we want to emphasize how this type of leakage can be insidious and dif-
ficult to detect. We will present a scenario where this leakage subtly affects the data, making 
it harder to recognize. In particular, we will discuss how this kind leakage can arise adopt-
ing some common ML training algorithms,such as Gradient Descent with early-stopping 
criteria on ANNs/DNNs, that use a validation dataset DV  to monitor model performance 
during training.

A pre-processing leakage affecting the training step leading to underestimated per-
formance Suppose we have a dataset splitted into DT  and DE . We want to train an ANN 
model on DT  using Gradient Descent, where the model iteratively updates its parameters 
in multiple steps. The training process is monitored using a validation set DV  to imple-
ment early stopping. A common practice is get DV  from DT  splitting it into two parts: 
an effective training subset DT ′

 and a validation subset DV  (i.e., DT = DT ′ ∪ DV  and 
DT ′ ∩ DV = ∅). However, before performing the split between DV  and DT ′

, we apply 
data preprocessing steps, such as standardization, on the whole DT . To make this, we com-
pute the mean and standard deviation of feature values using DT  and apply these statistics 
to normalize it and DE . Although DV  is kept separate from DT ′

 during the training, the 
validation set indirectly influences the training process since the model has access to sta-
tistics derived from the whole DT = DT ′ ∪ DV . While this does not represent leakage 
between the training and the final evaluation set DE , it compromises the integrity of the 
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model selection process. Since the model has been tuned using information and statistics 
from both DT ′

 and DV , the model selected by the early-stopping based on DV  might not 
be the best model when tested on unseen data DE , leading to overfitting or under-training. 
This situation is represented in Fig. 16: on the left, the training set DT ′

 and the valida-
tion set DV  are impacted by data leakage described in Fig. 19a. Consequently, the model 
selected minimizes loss on DV , potentially not accurately reflecting its performance on the 
out-of-the-training data represented by DE . On the right, if DT ′

 is unaffected by data leak-
age described in Fig. 19b, DV  is a more representative sample of out-of-the-training data, 
including DE . As a result, the model selected exhibits superior generalization performance 
on DE .

4.4.6  Preprocessing-related leakage in transductive machine learning and transfer 
learning

In transductive machine learning, all available input instances x are accessible during train-
ing, including those from the evaluation set. As a result, operations that would typically 
cause normalization or feature engineering leakage in inductive settings, such as comput-
ing normalization parameters or selecting features based on the entire dataset-are generally 
acceptable in the transductive framework. However, leakage can still occur when infor-
mation from the evaluation labels, which are supposed to remain unseen, is used during 
preprocessing.

In TL, instead, the main aim is to transfer knowledge learned from one task or domain to 
another, related but different, task or domain. However, In several TL cases, it should be also 
considered if the aim of the task is to generalize to new unseen data (inductive case) or if 
we want to solve our task only on known available unlabeled data from a different domain/
task (transductive case). Considering the classical TL subfamilies, DA strategies usually 
assume that an unlabeled dataset Dtarget from a target domain is available during the train-
ing stage, together with a labeled dataset Dsource from a source domain. In this case, the 
desired aim can be one of the following: i) we are interested in resolving a task only on the 
provided Dtarget (similarly to the transductive ML case), or ii) we want a model able to 

Fig. 16  Instance of the validation set leakage in iterative learning algorithms (see Sect. 4.4.5 and Fig. 19). 
Plots depict the loss values (y-axis) across training iterations (x-axis) for the training set (DT ′

 - blue line), 
validation set (DV  - red line), and test set (DE  - green line). See text for further details
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generalize to the whole domain from which Dtarget has been acquired. In the former, since 
the target is just to correctly resolve the task on the specific Dtarget dataset, we can consider 
safe to use all the available data (both from the source and the target domain) to train the 
classifier, and also to compute pre-processing parameters or executing feature engineering 
procedures. Conversely, if the aim is to generalize toward new unseen data coming from 
the target domain, the model evaluation should be made on target domain data not used to 
compute normalization parameters or to make feature engineering operations such as fea-
ture selection. In case of DG, we assume that several dataset {Dsources }S

s=1 from S > 1 
source domains are available, and no data on the target domain is known during the training. 
Indeed, Dtarget is usually available only for evaluation purposes on the target domain. As a 
consequence, the risks associated with leakage before the data splitting stage remain simi-
lar to those encountered in standard ML paradigm. For instance, computing normalization 
parameters using information not only from the available sources, but also from the target 
data, can impact the model’s performance evaluation.

Three possible scenarios of preprocessing-related leakage in Transductive ML and DA 
by are described in the following.

A preprocessing-related leakage in transductive ML A literary research team aims to 
attribute a fixed set of anonymous texts to a group of known authors. Some documents are 
labeled with their true authorship, and the remaining documents are unlabeled and must be 
classified. The team is interested in predicting only the labels of the current set of docu-
ments, not generalize to future ones. To reduce the dimensionality of the feature space (e.g., 
stylometric measures, word embeddings), the team applies Supervised PCA (SPCA, Bair 
et al. (2006)) to the full labeled dataset, without considering that a part of them DE  has to 
be used after learning for evaluation. As a result, the training data DT  are pre-proprocessed 
exploiting knowledge about the labels of DE , making the final evaluation unreliable.

A preprocessing-related leakage in DA due to an EEG normalization method A com-
mon setting in domain adaptation for EEG classification involves training a model on a 
labeled source domain and evaluating it on a different, unlabeled target domain. A popular 
preprocessing method in this context is Common Spatial Pattern (CSP, (Koles et al. 1990)), 
which relies on estimating class-specific covariance matrices to maximize the variance dif-
ference between classes. A source of data leakage in this scenario arises when CSP filters 
are estimated using data from both the source and the target domain, even if the labels from 
the target domain are not used. This practice may appear innocuous, particularly when the 
target domain is included only to "stabilize" the covariance estimation. However, since CSP 
optimizes a transformation that is sensitive to the data distribution, incorporating the target 
data, even in an unsupervised way-can introduce information about the evaluation set into 
the training process, thus biasing the learned filters and inflating performance.

A preprocessing-related data leakage in DA due to data normalization Suppose we 
are working on a DA task where the goal is to classify emotions using EEG data from new, 
unseen subjects. We have EEG recordings from a single subject across multiple sessions, 
representing the source domain dataset Dsource, and EEG recordings from an entirely dif-
ferent subject, representing the target domain dataset Dtarget. The goal is to train a model 
on Dsource, and adapt it to generalize well to unseen data Dtarget from the target domain. 
Since a DA strategy is adopted, the ML model can exploit both train and target data fea-
ture vector during the training, i.e. Dsource in supervised way and Dtarget in unsupervised 
way. During data preparation, a standardization procedure f : D × Q → D,where Q is the 
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space of the parameters of f  is applied across both the source and target domain datasets. 
For instance, the mean and standard deviation composing the function parameters q ∈ Q 
for each feature are computed using all the available data, including data from the target 
domain. As a result, the model indirectly benefits from information it wouldn’t have access 
to in a real-world scenario, leading to the overly optimistic results that don’t reflect true 
generalization to new data.

4.4.7  Preprocessing-related data leakage: discussion

In all the above discussed case, the model may become overly specialized to perform well 
on the out-of-the-training data, such as evaluation set(s). Consequently, this might not accu-
rately reflect its generalization ability to handle new, unseen data outside the evaluation 
set(s).

To evaluate the impact of normalization leakage, we designed a synthetic classification 
task in which a shift is artificially introduced in the test data distribution, and compared two 
different normalization strategies.

We generated multiple datasets using a standard binary classification benchmark. In each 
experiment, we applied a shift to all features in the test set, simulating a distributional dis-
crepancy between training and testing data.

We repeated the experiment 10 times and used 5-fold stratified cross-validation to assess 
performance on a simple DNN model with two layers of 100 and 50 neurons.

The results are summarized in Fig. 17. As the shift magnitude increases, performance in 
the leakage-free (blue) condition differs from the leakage-affected condition (red), reflecting 
the model’s inability to adapt to the distributional change. In contrast, the leaky normaliza-
tion compensates for the shift by exploiting information from the test set during preprocess-
ing, resulting in artificially stable performance across all conditions.

It is worth noting that, under ideal conditions where the available sample is highly repre-
sentative of the overall data distribution, the statistics used for normalization (e.g., mean and 
standard deviation) computed on the training set may closely resemble those of the whole 
dataset. In such cases, the impact of normalization leakage might appear negligible. How-
ever, this assumption rarely holds in real-world scenarios, where sample biases, domain 
shifts, or limited data availability may cause significant discrepancies. Therefore, it is essen-
tial to estimate normalization parameters exclusively from the training data to ensure a 
realistic and unbiased evaluation.

However, the aforementioned leakage instances can be mitigated by dividing the data 
into separate training and out-of-the-training sets beforehand, as described in Fig. 18. We 
consider a preprocessing function f working on a dataset relying on a set of further param-
eters Q. As an example, let f(D, Q) represent the application of the classical standardization 
function x(i)−µ

σ  on all the data instances of D, where µ and σ are parameters provided by 

Q = µ, σ. Each element x(i) in the dataset D is standardized using the mean µ and standard 
deviation σ specified in the parameter set Q. In Fig. 18a, the parameter set Q is computed by 
the function υ on the entire dataset D. Consequently, all data instances in the preprocessed 
dataset Dprep are influenced by information computed across the whole D. This informa-
tion, retained in both the training set DT  and the evaluation set DE , has the potential to bias 
the training stage. Although the resulting model may exhibit superior performance on DE , 
this performance might not accurately reflect the model’s generalization to different data. 
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To address this issue, an alternative approach represented in Fig. 18b involves computing 
the function parameters only on the training data DT , denoted as QT = υ(DT ), after the 
dataset split. The preprocessing function is then applied to both DT  and DE  using the same 
parameter set QT . Consequently, the training stage is influenced only by information in the 
training data, leading to a more reliable evaluation of the model’s generalization on novel 
instances, as it is less prone to overfitting to specific characteristics of the entire dataset.

This step helps prevent potential over-fitting and overoptimistic performance assess-
ments during evaluation. For instance, the authors of (Kapoor and Narayanan 2023) repli-
cated the experimental setups of some literature studies influenced by imputation leakage, 
reporting results different from the ones made by the original authors. The authors in Bouke 
and Abdullah (2023) investigated how incorrect standardization procedures can result in 
leakage across several ML methods applied on established datasets used for bench-marking 
intrusion detection systems. The authors of Whalen et al. (2022) named this form of data 
leakage in genomics as leaky preprocessing, highlighting how it frequently occurs in the 

Fig. 17  Impact of normalization leakage under increasing test shift. As the shift magnitude increases, 
performance in the leakage-free (blue) condition differs from the leakage-affected condition (red)
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literature. They emphasize that many common transformations, such as standardization, 
PCA, and other common preprocessing methods, can unintentionally introduce informa-
tion from the test set into the training process, thereby compromising the validity of model 
evaluation. Similar conclusions was reported in (Rocke et al. 2009) for feature selection on 
microarray data. It is important to emphasize that a correct split should be made not only 
between training data and final evaluation data (commonly named test set), but between 
training set and every out-of-the-training data involved in the evaluation. Indeed, consider-
ing the scenario described in Sect. 4.4.5, while it’s a common practice to reserve a portion of 
the training data as validation data (i.e. DT = DT ′ ∪ DV and DT ′ ∩ DV = ∅, where DT ′

 
is the dataset actually used to train the model) for early-stopping, this strategy, while seem-
ingly safe, might not completely prevent before-split leakage cases due to operations, such 
as preprocessing parameter computations, performed on the entire DT  before the partition 
of DT  in DT ′

and DV  is made. Therefore, the risk is not only biasing the training stage 
but also potentially returning a model not properly trained. This problem can easily arise 
among practitioners due to the current implementation of the learning procedures in exist-
ing ML packages. These packages often provide the option to specify how many training 
data instances should be used as the validation set, without taking into account whether the 
training data has been influenced by any prior transformations4. However, this kind of leak-
age can be easily avoided considering also the validation set DV  (such as every evaluation 
set) as part of the splitting strategy, and considering only DT ′

 to compute preprocessing 

4 see for example the model fit function provided by the Keras package ​h​t​t​p​s​:​​​/​​/​k​e​r​a​​s​.​i​​o​/​a​​p​​i​/​m​o​d​​e​​l​s​/​m​​o​​d​e​l​_​​t​r​
a​i​​n​​i​n​g​_​a​p​i​s​/ (last seen on 12/01/2024).

Fig. 18  Instance of preprocessing leakage. See text for further details
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parameters. This scenario is summarized in Fig. 19. In particular, Let trainV A be a training 
function adopting a model M to train, a training set DT ′

 and a validation set DV  to moni-
tor the model performance during the training. If DV  is taken as part of the DT  set as in 
Fig. 19a, a leakage between validation and training data can arise if data management or 
feature engineering are made on the whole DT . Consider a preprocessing function (see for 
example Fig. 18) or dataset synthesis functions (see for example Fig. 13). Differently from 
the scenario depicted in Fig. 18b, where the risk of leakage is mitigated, in the current sce-
nario there is an additional validation set adopted during the training stage, usually obtained 
from DT . Here, the training set DT ′

 may be preprocessed using information from the DV , 
potentially biasing the training stage. The model training might be prematurely stopped, 
satisfied with its performance on DV  but failing to generalize well to DE  (see Fig. 16). This 
risk emerges because DV  may not accurately represent out-of-the-training data due to, for 
example, the influence of preprocessing functions conducted with parameters computed on 
the entire set DT . Therefore, the training stop criteria based on DV  may not correspond to 
the real model generalization capabilities. A possible solution represented in Fig. 19b is to 
split the data between actual training data DT ′

 and DV  before the preprocessing (or other 
functions exploiting knowledge on the whole input data) and compute any preprocessing 
parameters (if applicable) only on DT ′

.
Finally, depending on the chosen ML paradigm, i.e. inductive or transductive, the experi-

mental assessment may or may not be impacted by this type of leakage. Similar consid-
erations can be made for TL cases. Focusing on the preprocessing step, model evaluation 
should be made exclusively on data originating from the target domain not employed to 

Fig. 19  Instance of data leakage affecting the training stage. See text for further details
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compute preprocessing parameters or to make feature engineering operations. To ensure 
accurate evaluation, a portion of target data needs to be reserved and untouched during 
the training phase, for evaluation purposes. This is also to be considered in supervised DA 
cases. Indeed, supervised DA strategy assumes the availability of labeled target data spe-
cific for the new task. Take, for instance, a scenario involving a pre-trained model. This 
model can be seen as a new model starting from a more advantageous initial state given by 
the pre-training stage (for example, having better initial weight values in case of ANNs). 
Consequently, assuming that the new dataset is totally different from the dataset used to 
pre-train the model, the risks of leakage before the data splitting stage remain similar to 
those in standard ML approaches. For instance, this could involve computing normalization 
parameters using information from the entire new dataset instead of restricting it solely to 
the target training data.

4.5  Split-related leakage

In this section we will describe cases of leakage which can happen during the split between 
training and out-of-the-training datae (see Fig. 5). Indeed, despite the fact that a separa-
tion between datasets is made, leak of information can be raised during the split strategy. 
In the following, we refer to a split strategy as a function h : D → D × D × · · · × D that, 
given a dataset D ∈ D, returns a collection of datasets {Dj}J

j=1 derived from D. Usually, 
DT ← Da and DE ← Db, with a, b ∈ {1, 2, . . . , J}.

Scenarios involved in Split-related leakage can be categorized into two main types: 

i.	 Similarity leakage: when the training and out-of-the-training sets contain a part or all of 
the same data;

ii.	 Distribution leakage: when the split doesn’t care about the different distributions of the 
data, introducing knowledge in the training stage not representative of the real task.

Differently from similar type of leakage such as data collecting leakage, distribution leakage 
is easily avoidable adopting a proper split strategy. Indeed, as highlighted in Sect. 4.3, in 
this work we consider as “data collecting leakage” the cases when it is not possible to avoid 
leakage through improved split strategies. This occurs because the information is inherently 
contaminated at the source, thereby compromising the integrity of the data instance features.

4.5.1  Similarity leakage

This type of leakage can happen when there is some kind of similarities or connection 
between data points in different sets. We can distinguish between: 

i.	 Sets’ intersection leakage: if the training and out-of-the-training contain a part or all of 
the same data;

ii.	 Overlap leakage: when data features of different data instances overlap between 
them.Sets’ intersection leakage In this case, the leakage happens if the split strategy 
h assign the same data to both DT  and DE  in a way not allowed by the task. This can 
happen in case of particular sampling strategy for DT  and DE .
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Although apparently easy to avoid, a specific instance of this type of leakage can easily 
occur when several evaluation set are used, for example in cases that rely on a validation 
dataset DV  to monitor model performance during training, similarly to the case described 
in Sect. 4.4.5. Two possible scenarios are outlined below, the former describe a very simple 
case where the split strategy uses an improper sampling procedure, the latter describe how 
the adoption of an early stopping criteria and a set’s intersection split strategy can lead to a 
leakage condition.

A Sets’ intersection leakage due to sampling procedures Suppose we have a dataset 
for a classification problem. To split the dataset into training and evaluation sets, the split 
strategy h adopts a sampling procedure with replacement to generate the output datasets. 
Therefore, this random sampling strategy leads to some data instances being included in 
both DT  and DE , as shown in Fig. 20. Such overlap constitutes leakage if the task does not 
inherently allow identical instances to appear across training and test sets.

A sets’ intersection leakage impacting in early stopping criteria Suppose we have 
a dataset split into DT  and DE . We want to train a neural network model on DT  using 
Gradient Descent, where the model iteratively updates its parameters in multiple steps. The 
training process is monitored using a validation set DV  to implement early stopping, a 
mechanism that halts training when performance on the validation set no longer improves, 
preventing overfitting. Specifically, at each iteration of Gradient Descent, the model’s per-
formance on DV  is evaluated, and if there is no significant improvement, the training stops 
early. The model’s parameters are iteratively updated only using the training set DT , and the 
validation set is only used to determine when to stop training. Since the validation set does 
not directly affect the model parameters, one could set DV = DE . The final model will be 
evaluated on DE . But, since the validation set includes data from the test set, the model’s 
stopping point is influenced by data it should not have access to during training. When the 
model performs well on DV = DE , it signals the end of training, proposing a model con-
figuration fitted for DE , generating inflated evaluation.

Data overlap leakage This case can occur during the design phase of the data instances, 
specifically when determining which features will constitute the data instances, i.e.

Fig. 20  Sets’ intersection leakage: some 
data instance are included in both DT  
and DE  by the adopted split strategy
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Definition 4  Data overlap leakage can occur if a split strategy h applied on 
D to obtain the DT  and DE  results in data segments shared between DT  and 
DE , i.e. ∃(x(i), y(i)) ∈ DT , ∃(x(l), y(l)) ∈ DE  s.t. x

(l)
t ← x

(i)
u ∨ x

(i)
u ← x

(l)
t  for some 

t, u ∈ {1, 2, . . . , d}.

Unlike data collection leakage, which can occur during the data acquisition process, this 
kind of leakage can originate during the data preparation phase, after that the data have 
already been acquired, when it is being organized into the final dataset. Then, the data 
instance design, combined with the chosen split strategy, can contribute to leakage.

An example is provided in the following scenario.
A data overlap leakage due to shared features Consider a dataset of EEG signals 

acquired from one or several subjects. In order to capture the temporal dynamics of brain 
signals, the continuous EEG data is often segmented into smaller time windows (epochs) 
representing a short window of the EEG signal, and overlapping windows are often used. In 
this case, the EEG data is segmented into overlapping epochs with a 50 % overlap, meaning 
that consecutive epochs share half of the same data points. Suppose that EEG epochs are 
used to train a ML model for classifying different brain emotions. When splitting the data 
into training and out-of-training sets, random sampling is applied to the epochs without 
considering the overlap between them. This means that some epochs in DT  and the out-of-
training sets can share a significant portion of the same EEG signal data due to the overlap. 
Therefore, the model is being trained on epochs that are very similar to those in DE , despite 
the splitting. Since the model has already seen much of the data from the overlapping seg-
ments during the training, the evaluation results do not reflect the model’s true ability to 
generalize to completely unseen data. Park and Marcotte (Park and Marcotte 2012) showed 
that in pair-input settings, where models operate on pairs of objects rather than on individual 
instances, standard split strategies, such as randomly splitting pairs into training and evalu-
ation sets, can lead to data leakage due to overlap at the level of individual components.

4.5.2  Distribution leakage

This type of leakage occurs when different distributions of the data introduce some kind of 
knowledge during the training which can affect the final performance evaluation.

Definition 5  Let T be a task in which the input data is naturally drawn from multiple under-
lying distributions P1, P2, . . . , Pk. Let the available dataset be D =

∪k
i=1 Di, with each 

Di ∼ Pi. Let O be a data splitting operation such that O(D) = {DT , DE} and let PT , PE  
denote the empirical distributions induced by DT  and DE , respectively. We say that the 
operation O introduces a split-induced distribution leakage if the resulting DT  and DE  are 
unrepresentative of the distributional heterogeneity P1, P2, . . . , Pk assumed by task T.

If the split between training and evaluation sets is made without considering the data sources 
and the task, it is possible that information contained in the training data can pollute in an 
improper way the evaluation dataset instances coming from the same sources. A possible 
instance of this type of leakage can arise mixing together the data coming from different 
sources both in training and evaluation datasets, not taking into account the different sources 
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from which the data comes. Thus, the ML model could have effectively learned to perform 
well on data instances coming from familiar sources, struggling when faced with new or dif-
ferent sources not encountered during training. For example, the model might exploit biases 
specific to certain data used during the training, such as noise or artifacts. Another case of 
distribution leakage can arise when data instances represent features with a sequential rela-
tionship. For example, when data collected at different time points exists in the training and 
out-of-the-training sets, and data acquire at a given time helps to infer the data acquired in 
other times. In the following we report possible scenarios from the literature of these types 
of leakage.

A Distribution leakage due to shared distribution between data instances In Bäck-
ström et al. (2018), a study for automatic feature extraction and classification of Alzheimer’s 
Disease using 3D MRI brain scans as input is proposed. The classification system is tested 
on an “Alzheimer’s Disease Neuroimaging Initiative” dataset,5 which contains approxi-
mately 1200 MRI scans from 340 patients. In one of the experimental setups, the dataset 
is randomly partitioned into training and test sets without taking into account the patients 
from whom the MRI scans were acquired. However, each participant can be considered a 
distinct source, with their data following a unique distribution. If evaluation data comprises 
instances from the same distributions as the training data, the model might exploit artifacts 
or biases specific to certain sources, resulting in biased evaluations and misleading perfor-
mance metrics. The same study repeats the experiments adopting also a subject-separated 
MRI data partitioning strategy, with a drop in accuracy of about 8 %. However, Depending 
on the task, overlooking the adoption of data from different participants in the evaluation 
set(s) can be a case of data leakage or not. Intuitively, using data coming from different 
distributions during the training can lead to a model with greater generalization capability, 
since the model can learn from data instances very different between them. Conversely, if 
evaluation data comprises instances from the same distributions as the training data, the 
model might exploit artifacts or biases specific to certain sources, resulting in biased evalu-
ations and misleading performance metrics. This topic is discussed in (Kamrud et al. 2021) 
about studies involving EEG signals. In particular, the evaluation made on subject-separated 
partitioning exhibiting lower effectiveness compared to naive random partitioning. In real-
world scenarios, where new subject scans are usually unseen by the ML system, partitioning 
schemes not considering subjects as distinct entities may be prone to data leakage.

A distribution leakage due to temporal dependence between data instances Consider 
a dataset of daily stock prices for the last five years. Consider the task of predicting stock 
prices based on historical data adopting a ML model. The dataset D is splitted into training 
and evaluation sets DT  and DE  using a random sampling strategy, where data from differ-
ent time periods is mixed across both sets. As a result, the model might be trained on stock 
prices from July 2020 randomly placed in DT  and evaluated on prices from January 2020 
(i.e., previous data) randomly placed in DE . In this case, stock prices from July (used in 
training) may contain important information about market trends that started developing in 
January, unintentionally helping the model to correctly predict June’s prices during model 
evaluation. More in general, information obtained at one time can inadvertently assist in 
inferring or predicting data acquired at other time points, such as evaluating the model on 
data that precedes the data used for training.

5 http://adni.loni.usc.edu
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4.5.3  Split-related leakage in transductive machine learning and transfer learning

In transductive ML, the model is trained with the explicit goal of making predictions on a 
fixed, known set of input instances, rather than generalizing to unseen future data. This set-
ting allows the model to access the entire set of inputs-both labeled and unlabeled-during 
training. However, even in this context, certain forms of data leakage may still arise. These 
do not stem from a violation of the inductive ML assumptions, but rather from inconsisten-
cies between the task definition and the structure of the data used for training and evalua-
tion. For instance, if the task assumes that instances are independent, but the training and 
test sets contain highly similar or overlapping examples due to the split strategy such as 
duplicated segments, repeated measurements, or chunks from the same source, then the 
model may exploit these similarities, rather than learning meaningful associations. This 
type of leakage, while not violating the transductive setting per se, can still invalidate the 
intended evaluation and compromise the reliability of the model’s predictions. In the fol-
lowing a possible scenario of this case is described. In the following part of this section, a 
transductive ML split-related leakage scenario is described, followed by two split-related 
leakage scenarios respectively in the DA context and in the DG context.

A split-related leakage in a transductive ML due to learning input-specific patterns 
A transductive model is trained to classify short text excerpts (chunks) into categories such 
as “Legal”, “Technical”, or “Marketing”. The entire set of unlabeled chunks is known in 
advance, and a subset of them is manually labeled for training. The model is expected to 
predict the labels of the remaining ones. Chunks originating from the same document appear 
both in the labeled and unlabeled sets. Although all inputs are accessible (as permitted in 
transductive learning), the model learns to associate document-specific patterns rather than 
category-level patterns.

A distribution leakage in DA due to learning source-specific patterns Suppose we 
have a classification problem consisting in predicting emotions from a dataset of EEG 
acquisition. The dataset is composed of EEG recordings from multiple subjects. Since the 
signals are significantly non-stationary due to individual differences and varying temporal 
conditions, we employ a DA strategy by using data Dtarget from a target domain (EEG 
recordings from the subjects we want to generalize to) and data Dsource source domain 
(EEG recordings from a different set of subjects). During the training process, since DA 
methods assume that data instances x from target domain dataset Dtarget are available dur-
ing the training, the model extensively uses them (e.g., EEG data from the evaluation sub-
ject) to adjust the model parameters. However, in the case that a portion of the target domain 
data instances has not been reserved for the final evaluation, we have data-leakage. More in 
general, by allowing the model to be trained from the whole target domain data, it becomes 
tailored to the specific data collected. This means the model could not generalize well to 
new data, even when belonging the same target domain. This scenario is similar to a semi-
supervised standard ML scenario, but with different data distributions and/or tasks involved.

A split-related leakage in DG due to learning source-specific patterns Suppose we 
are working on a classification task where the goal is to predict emotions using fMRI data 

acquired from S subjects considered as different domains, i.e. D =
S∪

s=1
Ds. The goal is to 

build a model that generalizes to new, unseen subjects s′ ∈ S (the target domain) to assess 
its inter-subject generalization capability. The evaluation set is composed of all the data 
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belonging to a specific subject, i.e. DE = Ds′  for some s′ ∈ {1, 2, . . . , S}, and the training 
set of the remaining data DT = D \ Ds′ . However, distribution leakage can occur if the tar-
get subject is closely related to one of the subjects in the source domain. For example, if data 
recorded by siblings or twins are present in the dataset. Because brain structure and function 
are known to be heritable Rosenblatt et al. (2024), having one family member in the training 
set and another in the test set could allow the model to exploit familial similarities rather 
than learning generalizable brain-behavior relationships. This does not reflect true general-
ization, since the model overfits to the subject-specific characteristics in the recorded fMRI 
failing to generalize to new subjects.

4.5.4  Split-related leakage: discussion

To give an idea of the impact of set’s Intersection Leakage, we designed a binary synthetic 
classification task where a portion of the test set is inadvertently included in the training 
set-simulating a common data handling mistake where the train/test separation is violated.

We generated synthetic datasets using a binary classification benchmark. For each exper-
iment, we performed stratified 5-fold cross-validation and progressively increased the per-
centage of test samples that were duplicated and inserted into the training set, ranging from 
0 % (clean split) to 100 % (total contamination). A simple two-layer DNN with 100 and 50 
neurons respectively was used for evaluation.

The experiment was repeated 10 times to account for variability, and we report the aver-
age classification accuracy and standard deviation at each leakage level.

The results, shown in Fig. 21, reveal that even low contamination of the training set with 
test data can lead to artificially inflated performance estimates, highlighting the need for 
strict separation protocols when partitioning datasets.

Sets’ intersection leakage can be easily managed avoiding data points intersections dur-
ing the dataset splits, as represented in Fig. 22. In particular, in Fig. 22a the data are simply 
divided between training DT  and evaluation DE  sets without taking care to any intersection 
between set (for example due to replicates). A corrected version represented in 22b can be 
obtained constraining the split strategy to build DT  and DE  without intersection.

Intersection between training and test data is not always considered wrong in literature. A 
scenario can be found in (Lee et al. 2018), focusing on classifying the pen model or brand of 
an ink entry. The study conducts a performance comparison between two potential configu-
rations of training and test sets. In one configuration, ink strokes originating from a specific 
pen are exclusively included in either the training or test set. In the other configuration, ink 
strokes data from a particular pen can be included in either the training or test sets without 
any constraints, resulting in replicates spread between the training and the test sets. Never-
theless, the authors deem the performance obtained with the second configuration accept-
able. This acceptance stems from the task at hand, which is to aid forensic ink analysts in 
identifying the pen brand or model of a questioned ink stroke, rather than pinpointing the 
exact pen responsible. Consequently, considering that a high-quality evaluation set should 
mirror the specific data structure characteristics of the training set to closely resemble future 
samples, the presence of duplicates in both the training and test sets is considered accept-
able. This scenario highlights the importance of defining the task to understand if there is 
a leakage problem or not. Furthermore, it is important to consider if other evaluation sets 
different from the final evaluation set (test set) are involved, as described in the scenario 
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Fig. 22  Instance of a split strategy which can potentially lead to a sets’ intersection leakage (a) and its 
possible solution (b). See text for further details

 

Fig. 21  The x-axis indicates the percentage of test samples erroneously duplicated into the training set, 
simulating a common data handling error where training and test sets are not properly isolated. The y-
axis shows the classification accuracy. A clean split (blue) serves as the baseline. As the overlap increases 
(red), performance improves artificially due to the model encountering test instances during training
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in Sect. 4.5.1. More in general, adopting (part of) DE  as (part of) a validation set DV  (i.e. 
DV ∩ DE ̸= ∅) during the training process for early stopping doesn’t directly impact the 
model because the ML model parameters learn solely from DT , while DV  is only used 
to select the model parameters corresponding to the best generalization capability of the 
model. DV  is thus usually used to implement a stopping criterion that allows a good trade-
off between generalization capability and computational cost. However, DV ∩ DE ̸= ∅ 
can lead to stop the training process when the learned model reports good performance on 
data belonging to the test set, again resulting in overoptimistic generalization performance. 
Therefore, the optimal scenario corresponds to completely disjoint validation and test sets.

Finally, the context-specific nature of split-related leakage emphasizes the necessity of 
aligning evaluation goals with the intended use of the final model and dataset construction. 
In particular, four factors can lead to a split-related leakage: The task, the dataset construc-
tion, the learning procedure, and the split strategy. These factors are interconnected between 
them and mismanaging any of these factors can result in a situation where one or more 
leakage scenarios occur. For example, scenarios as data collecting leakage (see Sect. 4.3) 
can propagate their effects after the data split (see for example Sect. 4.5.1). However, while 
split-related not due to data-induced leakage can be usually solved with proper split strategy, 
Data-induced leakage could be harder to solve due to the pitfalls in the acquired data.

The connection between split strategy and task involved is particularly evident in dis-
tribution leakage: The task can determine if the chosen split strategy can lead to a leakage 
condition or not. An example is provided in (Kamrud et al. 2021) about ML task involving 
EEG data. Specifically, if a ML model working on EEG is designed solely for classification 
within the same population it is trained upon, then testing the model with unseen individu-
als from the same population may be sufficient. In this case, the emphasis is on capturing 
population-specific characteristics. Conversely, when the ML model is intended for broader 
applications and generalization to unseen individuals (representing the general population) 
the data should be partitioned to ensure that individuals used for training are distinct from 
those used for validation and testing. (Brookshire et al. 2024) discussed about this type of 
leakage, highlighting that to compensate for the limited size of EEG datasets, many stud-
ies artificially increase the number of training samples by splitting a single recording into 
multiple segments. However, when these segments from the same subject appear in both 
the training and test sets, it results in data leakage. In such cases, models may learn subject-
specific features rather than generalizable patterns, leading to overestimated performance on 
the test set and poor generalization to new individuals.

To assess the effect of window-based data overlap on model performance, we designed 
a synthetic classification task in which the input data instances are divided into sequential 
windows. In this setup, the first window is used for training and the second for evaluation. 
We progressively increased the degree of overlap between consecutive windows, simulating 
a common pitfall in time-series or segment-based tasks where test data may partially appear 
in the training set. A simple two layer DNN with 100 and 50 neurons respectively was used 
for evaluation. Performance is averaged across 10 runs on randomly generated synthetic 
data. Results are presented in Fig. 23. We evaluate how this overlap ratio influences the clas-
sifier’s ability to generalize. Performance is measured as classification accuracy averaged 
over multiple random experiments.
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As expected, the inclusion of overlapping samples (red) in the training set leads to artifi-
cially improved accuracy compared to leakage-free condition (blue), emphasizing the need 
for strict temporal or structural separation between train and test segments.

Furthermore, when dealing with a problem that relies on sequential data, it becomes 
crucial to consider this aspect during the dataset split to avoid risks of leakage based on 
temporal sequences. In other words, future data may contain information that enables the 
model to make accurate inferences about the past, allowing the model to learn "from the 
future". However, several tasks involving ML models are typically designed to handle 
recent incoming data, making evaluation on past data useless. In Fig. 24, we consider a 
dataset D composed of instances having a temporal relationship between them (for example, 
a time series). If the split strategy does not take into account the time relation as in Fig. 24a 
and the task is to make prediction about the future, DE  can be composed of data instances 
coming temporally before the data instances in DT . Consequently, the trained model may be 
influenced by information from the future with respect to the evaluation, leading to poten-
tial biases in assessing its predictive capabilities. To address this temporal concern, a split 
strategy that respects the chronological order of the data can be implemented, as described 

Fig. 23  data-overlap leakage: The x-axis shows the proportion of overlap between the training and test 
windows, ranging from 0 (fully disjoint) to 1 (full overlap). The y-axis indicates the average classification 
accuracy. In the clean setting (blue), training and test windows are strictly separated. In the leaky condi-
tion (red), a portion of the test window is included in the training data. As the overlap increases, model 
performance appears inflated due to partial exposure to test data during training
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in Fig. 24b. In other words, data instances in DT  should precede those in DE  in terms of 
temporal ordering, ensuring that the model is trained on historical data and evaluated on 
future instances, leading to a more realistic assessment of its predictive performance in 
scenarios where the task involves making predictions about upcoming observations. Ideally, 
the test set should consist only of the most recent data, leaving the rest for the training set 
(Bergmeir and Benítez 2012). However, achieving this ideal scenario might be challenging 
due to data scarcity.

This issue is also addressed in (PlÖtz 2021), which discusses consecutive segments of 
sensor data, and in (Lyu et al. 2021), which examines the use of random splits in time-related 
data for AIOps. Moreover, conventional classical splitting strategies involved in evaluation 
procedures (such as classical k-fold Cross Validation (Stone 1978)) often do not account for 
this situation (Park and Marcotte 2012), leading to unreliable evaluations if adopted in these 
cases. (Kapoor and Narayanan 2023) identified a study presented in the literature affected 
by this type of data leakage due to the adoption of k-fold with temporal data. This issue is 
usually attenuated considering evaluation strategies where the test set is composed only of 
data coming from the final part of the time series. In (Bergmeir and Benítez 2012) an exami-
nation of these strategies is conducted, including ad-hoc modified k-fold cross-validation 
schemes tailored for time-series data. However, the study is limited to stationary time series. 
In the case of non-stationary time series (e.g., EEG data (Kamrud et al. 2021)), the conclu-
sions drawn may differ, emphasizing the need for attention when dealing with different 
temporal characteristics. Indeed, the violation of the independent and identically distributed 
(i.i.d.) assumption makes classical cross-validation procedures potentially unsuitable for 
the given task (Arlot et al. 2010). Additionally, when determining the data split strategy, 
it’s essential to consider these aspects to minimize the risk of leakage, such as avoiding the 
sharing of information resulting from overlaps between data instances across training and 
test sets. Similar considerations can be made in case of data acquired from sources with dif-
ferent backgrounds about the problem and the experimental assessment (see Sect. 4.3). This 
condition, if not properly managed both during the dataset preparation and the split strategy 

Fig. 24  Instance of a split strategy which can lead to a distribution leakage scenario. See text for further 
details
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stages, can lead to potential leakage conditions. In Fig. 25 this situation is described. The 
dataset comprises data collected from J different distributions, each kept separate. In the 
scenario reported in Fig. 25a, a conventional approach for creating training DT  and evalua-
tion DE  sets involves pooling all the data together, without considering the specific distribu-
tion sources. The only constraint typically used is the absence of intersection between DT  
and DE . However, depending on the nature of the task, this constraint may be insufficient to 
prevent distribution leakage. The risk lies in the potential bias introduced when peculiarities 
of the distributions present in data of both DT  and DE  impact the learning process. This 
bias could lead to a model that outperforms on DE  but might not generalize effectively to 
new instances, as it has unintentionally adapted to specific characteristics of the combined 
distributions. To address this, alternative split strategies can be explored, such as maintain-
ing the separation of data by distribution during the split as represented in Fig. 25b, ensuring 
a clearer delineation between training and evaluation sets based on the distribution sources, 
minimizing the risk of distribution leakage and promoting a more accurate assessment of the 
model’s generalization capabilities.

To investigate the impact of distribution leakage, we simulated a multi-source classifica-
tion scenario in which data points originate from distinct underlying distributions (sources). 
Each source was modeled as a separate dataset generated using a synthetic classification 
task, and statistical dissimilarity between sources was controlled via an additive shift 
applied to the input features.

We varied the shift magnitude from 0.0 (fully overlapping distributions) to 5.0 (very 
separated distributions) to simulate increasing distributional divergence across sources.

A simple two layer DNN with 100 and 50 neurons respectively was used for evalua-
tion. For each level of distributional shift, two data splitting strategies are compared. In the 
leakage setting (blue), the split is performed by randomly partitioning the entire dataset, 
without considering that the data originate from different sources-thus potentially mixing 
samples from the same distribution across training and test sets. In contrast, the clean setting 

Fig. 25  Instance of a split strategy which can lead to a distribution leakage scenario. See text for further 
details
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(red) enforces strict source separation: training and test sets are built from disjoint subsets 
of sources, simulating a domain generalization scenario where the model must generalize 
to entirely unseen distributions. This setup allowed us to assess how leakage arising from 
distributional overlap can lead to artificially optimistic performance estimates-especially as 
the gap between source distributions increases.

The results, presented in Fig. 26, show that as the distributional shift between sources 
increases (red), the performance in the leakage-free condition (blue) degrades significantly, 
reflecting the model’s limited ability to generalize across domains. In contrast, the leaky 
setup, where training and test samples are drawn from a shared distribution, produces con-
sistently higher and misleadingly stable accuracy, masking the true generalization gap.

As already discussed in Sect. 3.2, in Transductive ML all the available data and infor-
mation can be exploited during the model training, since the goal is not to obtain a model 
able to generalize on new data. Instead, in TL cases, again it is important to consider the 
task goals. Considering DA methods, in several works in the literature the training data is 
considered as Dsource, while the data used to assess the model (i.e., the test set) is regarded 
as Dtarget. It is often not clear if there is a split between training and evaluation target data, 

Fig. 26  The x-axis denotes the degree of shift between the source distributions, simulating increasing 
domain dissimilarity. Accuracy is reported for two conditions: with distribution leakage (red) and without 
leakage (blue). As the shift increases, accuracy in the leakage-free condition drops significantly, reflecting 
the model’s difficulty in generalizing across domains. In contrast, the leakage condition where training 
and test samples are drawn without preserving domain separation inflated performance across all shift 
levels
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e.g., (Zheng et al. 2015; Zhang et al. 2019; Long et al. 2014; Sun et al. 2016; Chai et al. 
2016, 2017, 2018; Luo et al. 2018). However, what should better clarified is the fundamental 
assumptions regarding the paradigm adopted and the proposed goal. For example, consider-
ing the scenarios described in Sect. 4.5.3, the data leakage condition issue described does 
not occur if the task is intra-subject rather than inter-subject. In intra-subject, both the source 
and target domains consist of data from the same subject, but acquired at different times. 
Since all the data belongs to a single subject, the model can effectively leverage the shared 
patterns across different acquisitions, which are specific to that subject. In this particular 
case, shared patterns become an advantage because they represent characteristics unique to 
the target subject, making the model more robust and tailored to the target subject. More in 
general, before evaluating the potential for data leakage, it is essential to clarify the goal of 
the ML task. If the objective of the DA method is to operate effectively on available target 
data during the training without a broader goal of generalization, employing all the avail-
able data, including those belonging to the evaluation sets, during the training stage can 
be deemed safe. However, in this case no further generalization assumptions can be made 
regarding data belonging to the target domain acquired outside the training stage. Indeed, 
the assessed performance is limited to the target data used during the DA training process, 
corresponding to the whole test dataset, and cannot be considered valid for other data out-
side this scope. This type of leakage for DA is summarized in Fig. 27. In particular, let’s 
consider a training function, denoted as trainDA, which takes as input a model M and two 
datasets, Dsource and Dtarget, collected from the source and target domains, respectively. If 
the objective is to transfer knowledge from the domain of D1 to the domain of D2, a poten-
tial pitfall arises when training the model M by considering as data originating from the 
target domain the entire D2. In scenario described in Fig. 27a, where the entire D2 dataset is 
used for training and subsequently evaluating the model, there is a risk of data leakage. The 
model might inadvertently adapt to the specific characteristics of D2, leading to an optimis-
tic evaluation on the same data. This scenario undermines the model’s ability to generalize 

Fig. 27  Instance of distribution leakage in a domain adaptation scenario. See text for further details
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to new instances beyond the training domain. To mitigate the risk of distribution leakage, an 
alternative approach is described in Fig. 27b. Here, the D2 dataset is split, allocating a por-
tion of the data (DA

2 ) for the training stage and reserving another portion (DB
2 ) to evaluate 

the model. This separation helps ensure that the model is not evaluated on the same data it 
was trained on, providing a more accurate assessment of its generalization performance to 
the target domain of D2.

Conversely, if the goal is to generalize toward new data becoming to the target domain 
but not available during the training, using the test data entirely during training is not advis-
able. Instead, considering DG strategies, we assumes that several datasets from different 
source domains are available, with no available data from the target domain during train-
ing. A potential dataset Dtarget from a target domain is solely accessible for evaluating the 
trained model. Within the DG framework, a clear distinction is established between the data 
utilized for training (comprising the Dsourcej  sets, where 1 ≤ j ≤ S) and data exclusively 
used for assessing model performance. Maintaining this division should prevent sets’ inter-
section leakage. On the other side, distribution leakage can happen if the task hasn’t been 
properly defined.

5  Final discussion and considerations

Data leakage can significantly impact a model’s performance by artificially inflating its 
evaluation results, undermining its generalization ability to unseen data. In this work, it 
has been shown to identify data leakage is not a trivial task. In particular, defining the task 
and specifying the goals of the experiment are crucial to correctly determine whether data 
leakage can be present. Furthermore, we proposed a taxonomy of data leakage scenarios 
composed of three main families: preprocessing-related leakage, split-related leakage, and 
data-induced leakage. For each family, we analyze possible data leakage scenarios for clas-
sical ML, transductive ML, and TL.

Data-induced leakage arises from flaws during data collection, such as spurious fea-
tures or artifacts in the data, which persist even after correct splitting. For instance, models 
might exploit irrelevant patterns that don’t generalize to new data. Preventing this requires 
a clear definition of the task and the careful selection of features. Leakage can also occur 
when real labels are inferred from input features. In transductive ML data leakage occurs 
less frequently because, in this setting, the goal is not generalization to unseen data but 
rather solving the task using all available data. Scenarios that in classical ML could lead 
to leakage, such as oversampling or feature engineering based on the entire dataset, in a 
transductive setting are permissible since no additional data beyond the provided dataset is 
expected. Instead, in TL, if the relationship between source and target domain data is not 
properly considered during the task definition and the experimental setup, data leakage can 
easily occur. For example, data collected from different time windows in EEG studies may 
have hidden correlations that mislead the model into learning spurious patterns, causing 
inflated performance that doesn’t reflect true generalization. Furthermore, leakage can hap-
pen when fine-tuning models on datasets that overlap with the pre-training data, leading to 
"bias transfer learning" issues where models benefit from previously seen evaluation data.

Preprocessing-related leakage occurs when information from the evaluation data is inad-
vertently used during preprocessing steps contaminating the training process. Inappropri-
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ate application, especially without splitting data beforehand, can result in over-optimistic 
evaluation. For instance, improper oversampling or undersampling can lead to leakage if 
the synthetic samples influence evaluation data, skewing performance metrics. A good rule 
of thumb is to apply sampling techniques only after data splitting. Additionally, sequential 
or time-series data need specific attention in splitting strategies to avoid leakage due to tem-
poral dependencies. Also in TL scenarios, where the goal may be to generalize to unseen 
data from a target domain, practices such as normalization or feature engineering can cause 
leakage. In these cases, target domain data should not be involved in preprocessing to pre-
vent leakage.

Split-related leakage is caused by inappropriate data splitting strategies for the task at 
hand, such as having overlaps or shared information between the training and test sets. 
However, split-related leakage can also propagate effects from earlier data management 
issues, and appropriate split strategies must align with the task at hand, particularly in 
domain-specific scenarios. As in other cases, the validity of potential leakage depends on 
the task. For instance, the setup in (Lee et al. 2018), which might appear to constitute data 
leakage under standard assumptions, is appropriate for the intended task, as discussed in 
Sect. 4.5.4. In TL, however, the task’s goals determine whether to use all available data 
to solve the task is allowed. For instance, in DA, using all available data, including target 
domain data during training, can be acceptable if the goal is not to generalize beyond the 
target domain. Conversely, if the aim is to generalize to new, unseen data from the target 
domain, using the test data for training leads to misleadingly high performance. In DG, 
which aims to generalize without knowledge about the target domain, split-related leakage 
can occur if closely related are present in both the training and test sets, leading the model to 
recognize familiar patterns rather than learn generalizable features. Defining the task, again, 
is essential to avoid these issues. Summarizing, in transductive ML the concern of data 
leakage disappears or is mitigated because using all the possible information is part of the 
learning process. In TL, instead, the distinction between useful transferred knowledge and 
data leakage becomes more subtle. The goal is to use information from the available data 
from several domains to generalize (therefore as classical inductive ML) to other domains, 
but without leaking from the evaluation data of the target domain(s), undermining the reli-
ability of the evaluated performance. In Table 2 a summary of best practices and common 
misleading practices is provided.

6  Conclusion

In this paper, we investigated the complexities surrounding data leakage in the context of 
ML. As ML continues to be part of several research domains, it is important to address the 
unintended consequences of data leakage, especially in scenarios where users and practi-
tioners adopt a “black box” approach, relying on simplified ML tools without a deep under-
standing of the underlying ML methodologies. While this approach democratizes access 
to ML capabilities, it inadvertently introduces challenges, with data leakage emerging as 
a central concern. The lack of meticulous consideration in the task addressed, paradigm 
adopted, pipeline workflow, and model evaluation protocol can lead to the unintentional 
inclusion of forbidden information during model training, compromising performance eval-
uation. Therefore, while the “push the button” approach facilitates accessibility to ML, it’s 
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Type Main pipeline 
steps

Safe practices Examples of misleading 
practices

Data-induced leakage (Sect. 4.3)
Data collecting 
leakage
(Sect. 4.3.1)

Data man-
agement 

(collection)

Carefully select data acquisition 
sources, ensuring any dependen-
cies between training and evalu-

ation data align with the task.
Design a clear and task-specific 

data acquisition procedure, 
minimizing artifacts or depen-
dencies between data instances 

that could bias the model’s 
evaluation.

In TL, assess if the data acquired 
from different domains can influ-

ence each other.
The collected dataset is entirely 
new and does not include data 

from any existing datasets

The data acquisition 
procedure generates hidden 
artifacts or dependen-
cies which can affect the 
model’s evaluation for the 
inspected task.
The used dataset is com-
posed of other datasets, 
resulting in duplicated data 
appearing in both the train-
ing and evaluation sets.
Artifacts or patterns affect 
the training and evaluations 
sets due to an experimental 
setup not properly designed.
In TL, the pre-trained model 
may be inadvertently fine-
tuned on data related to the 
original pre-training phase, 
affecting the final evalu-
ation due to unintended 
dependencies

Label leakage
(Sect. 4.3.2)

Dataset con-
struction (ac-
quisition, data 

instance design)

Evaluate which features are 
appropriate to be included based 

on the specific task, focusing 
on those that may be indirectly 

related to the real labels or result 
from knowledge of the labels 

themselves

All available data are used 
to maximize information, 
without considering the 
task and how these features 
are set

Synthesis leakage
(Sect. 4.3.3)

Data-
set construc-

tion (instances 
synthesis, data 

analysis)

Perform oversampling/unders-
ampling only after splitting into 

training and evaluation sets.
In TL, ensure that data from 

different domains does not share 
artifacts or patterns not related 

to the task

Perform oversampling/
undersampling before 
splitting into training and 
evaluation sets to maximize 
information

Preprocessing leakage (Sect. 4.4)
Normalization, 
imputation, cleaning, 
feature engineering 
leakage
(Sect. 4.4.1-4.4.4)

Data split, 
preprocessing

Compute preprocessing param-
eters functions (e.g., normaliza-

tion, imputation) only on the 
training data

Applying preprocess-
ing, together with their 
parameters’ computation, 
across the whole dataset 
before splitting to maximize 
information.
In TL, compute preprocess-
ing parameters by also 
leveraging evaluation data 
from the target domain

Split-related leakage (Sect. 4.5)

Table 2  Safe practices to avoid common data leakage cases, with the main pipeline steps where leakage can 
occur, and examples of misleading practices
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essential for practitioners to comprehend the fundamentals and potential implications to 
make informed decisions and ensure optimal utilization of ML in their applications. We 
emphasized the connection between data leakage occurrences and the specific tasks being 
addressed. Indeed, understanding the interplay between task and data leakage is crucial for 
mitigating risks and ensuring the robustness of ML applications. Moreover, our discussion 
extended to unconventional ML paradigms, such as transductive ML, where the distinc-
tions between inductive and transductive approaches, if overlooked, can exacerbate data 
leakage issues. Furthermore, data from different domains in TL frameworks can introduce 
unintended information, challenging the traditional assumptions of model generalization. 
Therefore, we delineated instances where data leakage may or may not occur, providing 
insights for practitioners.

In conclusion, this paper discussed data leakage propagation, task-dependent nature, and 
relevance in TL. We aim to empower practitioners and researchers to adopt a more informed 
and responsible approach to the utilization of ML technologies in diverse domains. By 
incorporating task-specific knowledge and adopting proper mitigation strategies, the evalu-

Type Main pipeline 
steps

Safe practices Examples of misleading 
practices

Data-induced leakage (Sect. 4.3)
Similarity leakage 
(sets’ intersection)
(Sect. 4.5.1)

Dataset con-
struction, data 
split, model 

training

 Ensure that the evaluation set 
reflects the structural character-
istics of future samples. If the 
task does not involve identi-

cal data instances, ensure that 
no data instances are shared 

between the training and evalua-
tion datasets

Allowing the training and 
evaluation sets to share the 
same instances, also during 
the training stage when an 
evaluation step is involved 
(e.g., early stopping).

Similarity leakage 
(overlap)
(Sect. 4.5.1)

Dataset con-
struction (data 

instance design), 
data split

Ensure that the data instance 
design, along with the chosen 
split strategy, does not result 

in shared information between 
training and evaluation sets

Data instances in the train-
ing and evaluation sets 
share features due to the 
adopted data instance de-
sign and split strategy (e.g., 
splitting temporal sequences 
with overlapping segments)

Distribution leakage
(Sect. 4.5.2)

dataset con-
struction, data 
split, model 

training

Ensure splits are based on realis-
tic task-related distributions.
Consider whether the task is 
focused on capturing popula-
tion-specific characteristics of 
the data or aims for broader 

generalization across different 
populations.

In case the task involves tem-
poral relations, ensure temporal 

splits respect real-world data 
flow (past vs future). In particu-
lar, only past data should be used 

for training, while future data 
should remain unseen.

In TL, reserve a portion of target 
domain data for evaluation.

In TL, evaluating the model 
on the whole target dataset, 
even though it was used in 
the training stage.
Randomly splitting data 
without considering real-
world distribution or time-
based relationships (e.g., 
mixing past and future data 
in training and evaluation).
Treating data from different 
sources as if they belong 
to the same source, when 
the task aims to generalize 
across different sources

Table 2  (continued) 
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ation stage can be fortified against unintended influences, ensuring a more reliable assess-
ment of ML models.
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