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Abstract—Efficient performance testing of microservices is
essential for engineers to ensure that deviations of performan-
ce/resource usage metrics from expectations are promptly identi-
fied within their rapid release cycle. To this aim, engineers would
need to explore the space of possible workload configurations and
focus only on the critical ones, e.g., low-load configurations that
unexpectedly cause performance issues. This requires a great
effort, and can be infeasible in short release cycles.

We present CALLMIT, a framework using Large Language
Models (LLM) enhanced by causal reasoning to automatically
generate critical workloads for microservices performance test-
ing. Engineers query CALLMIT to generate workload con-
figurations expected to expose deviations from performance
requirements, so as to actually run only tests that trigger critical
configurations. We present the experimental evaluation on three
subjects, with comparison to a conventional Retrieval-Augmented
Generation technique. The results show that causal models
improve the correct identification by LLM of performance-
critical workload configurations.

Index Terms—Microservices, Performance testing, Large Lan-
guage Models, Causal reasoning, Retrieval-augmented generation

I. INTRODUCTION

Performance testing of microservice applications is essential
for understanding how workloads affect user experience and
resources usage, for choosing among deployment alternatives,
and to engineer proper mitigation means, like performance bug
removal and capacity planning. In designing performance tests,
engineers need to balance the goal of exposing performance
issues with the stringent release deadlines typical of agile
microservice development processes. As running tests for all
possible workload configurations is unfeasible, the challenge
is how to find critical configurations, expected to cause per-
formance failures. Systems may exhibit performance failures,
e.g., due to lack of robustness against heavy loads , or even
at low load, due to other types of faults.

Existing microservices performance testing techniques and
tools support the automation of tasks like tests execution [[1]],
the deployment of test configurations given a manual specifi-
cation in a Domain Specific Language [2]], or the generation of
tests with a workload inferred from the observed operational
profile to mimic the expected usage [3[|-[6]. We present
CALLMIT (CAusality-enhanced Large Language model for
Mlcroservices performance Testing), a strategy to automate
the generation of critical workload configurations and of the
subsequent test cases, with the aim of saving testing effort by
running only those ones more likely to lead to a degradation.

CALLMIT harnesses Causal Reasoning and Large Lan-
guage Models (LLM). Specifically, we devise a new Retrieval
Augmented Generation (RAG) strategy to improve the prompt
to the LLM that uses the (automatically-inferred) causal rela-
tionships between the microservices’ performance metrics to
provide configurations more likely to produce a failure.

CALLMIT is experimentally evaluated in several variants,
and compared to a conventional RAG technique on three
popular subjects The results are that causal models can actually
improve the ability of LLM to correctly identify performance-
critical workload configurations.

All code and associated artifacts have been made openly
available at https://github.com/uDEVOPS2020/CALLMIT

II. RELATED WORK

Microservice performance testing. Microservices demand
for ad hoc performance testing strategies with respect to
other software architectures [7]]. Vasilevskii et al. [8] highlight
the challenges faced by performance engineers in companies,
noting their reliance on manually developed in-house solu-
tions. They advocate the establishment of shared practices and
standardized tools to address the challenges.

Not many solutions have been proposed for automating per-
formance testing of microservices. Most of them leverage past
executions data for tests generation mimicking the observed
behaviour. The common idea is to feed a model with what has
been observed in operation, and use it to generate tests.

Camilli et al. [6] employ probabilistic model checking to
identify performance issues in microservices and correlate
them to system-level requirements. They construct a Continu-
ous Time Markov Chain from load testing data, enabling au-
tomated verification and the calculation of a score to evaluate
deployment alternatives.

The same authors propose a methodology for microservices
joint performance and reliability testing [5]. By leveraging
operational data, it partially automates tests at decision gates
of DevOps processes, providing better insights compared to
separate performance and reliability testing.

Avritzer et al. [3]], [4] evaluate the scalability of deploy-
ment configurations through load testing based on operational
profiles derived from past executions data. Tests assess per-
formance (e.g., response time) and configurations scalability
under an operational profile with increasing loads.

LLM for testing. Advances in LLM have transformed various
domains, including software testing. Wang et al. [9]] provide
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a comprehensive review on LLM-based software testing, in
tasks like unit tests generation, system tests generation, test
oracle generation, program repair, debugging, and bug analy-
sis, discussing the current gaps and research directions.

Santos et al. [[10] demonstrated the potential of LLM in
automating test case generation, facilitating debugging, and
supporting testers with coding tasks. Their study, conducted
in industrial settings, reveal that while LLM enhance testing
practices, their adoption necessitates caution and the establish-
ment of robust guidelines to ensure proper utilization.

We propose leveraging LLM in combination with a causal
graph to automate the generation of workload configurations
likely to reveal performance issues in microservices perfor-
mance testing. We introduce the CALLMIT framework, and
we evaluate two LLMs and four ways of integrating a causal
graph within them, using three subjects widely adopted in
microservice research [4], [6], [11], [12].

III. THE PROPOSED FRAMEWORK
A. Overview

Figure [T] shows the architecture of the proposed framework.
CALLMIT exploits an LLM augmented with a causal graph
for detecting workload configurations that lead to performance
issues in a microservices application. A performance issue
is defined as any instance where one or more observed
performance metrics exceed a specified threshold during a
testing or monitoring session A workload configuration is
defined as a triple <User size, Load type, Spawn rate>, where:

o User size (US): number of concurrent users;

e Load type (LT): operational profile, specified categori-
cally (e.g., uniform, unbalanced towards some services);

e Spawn rate (SR): number of users to spawn per second.

CALLMIT wuses a dataset obtained by monitoring past
executions (as usual in microservice applications) in order to
guide the generation of workload configurations. As in past
works [13]], we build the dataset from monitoring data (logs
and performance metrics), inferring the workload configura-
tion parameters (WP) (US, LT, SR) and the resource usage
(i.e. CPU and memory usage), response time (RT) and request
rate for each service. The data is used to augment the prompt
given to the LLM with two items, namely a context and a set
of causal paths. As for the former, historical data is used like in
a conventional RAG system (Retrieval-Augmented Generator
in Figure [T), providing the LLM with contextual data. As for
the latter, past data is used to build a causal graph, which is
given to the LLM in the form of causal paths to improve its
outputs (Causal Paths Retriever in Figure [I).

B. Retrieval-Augmented Generator

CALLMIT leverages Retrieval-Augmented Generation for
the purpose of supplying the LLM with contextual data. This
requires to specify how the historical dataset is partitioned
(chunking), which embedding model is used, and how the

IThe thresholds can be either defined manually or inferred automatically
as in Avritzer et al. [4].

chunks to be provided to the prompt are selected. To preserve
the semantics of data in the dataset, the latter is partitioned
by rows, with each row serving as an individual chunk. The
chunks and the question are then converted into a vector
through a pretrained embedding model (all-MiniLM-L6-v2-
f16). The best chunks to retrieve are identified by running a
similarity search (cosine similarity) with the question.

C. Causal Paths Retriever

The Causal Paths Retriever (CPR) enhances the LLM by
augmenting the prompt with causal knowledge.

Let a weighted directed acyclic graph (DAG) G =
(X,E,W) be the causal graph representing a linear causal
model — specifically a Structural Equation Model (SEM) -
where nodes X; € X are random variables, edges e¢; € £
denote the causal relationships between them, and WV is an
| X| x | X| adjacency matrix W = {w; ;}, with w; ; repre-
senting the connection strength from X; to X;. CALLMIT
learns this model automatically from the historical dataset via
a causal discovery algorithm, that is dLiNGAM [|14]]. For each
service, the dataset has four variables for the considered per-
formance metrics (request rate, RT, CPU usage, and memory
consumption), and three variables representing the workload
parameters WP (user size, load type, spawn rate).

The causal model is meant to represent the relations between
the WP and the performance metrics of interest (e.g., RT,
memory usage) for all the services. To prompt the LLM, we
consider a set of causal paths in the graph. A causal path
P =Xy — X1 — -+ — X, is a finite directed path, namely
a sequence of (non-repeated) edges (e1,es,...,ep—1) € &
directed in the same direction that joins a sequence of distinct
vertices (X1, Xa,...X,,) € X. The task of the CPR is to get
the most informative paths that link the WP to the performance
metric of interest, so as to highlight what changes in the WP is
more likely to affect that metric, net of possible confounders.

Since the number of nodes and edges can increase sig-
nificantly as the number of services grows, and since the
performance of LLM can decrease with long prompts [15],
CALLMIT selects a subset of causal paths. These need to be
workload-related causal paths, i.e. paths originating from the
WP nodes (i.e., US, LT and SR) and leading to the target
node of interest (i.e., a node representing the service-metric
pair for which we want to generate a critical configuration,
e.g., response time of service .S;.

In order to reduce the number of selected paths and focus
on the most impacting ones, we exploit the notion of causal
strength - an estimate of how much the effect variable is
expected to change for a change in the cause variable [16]]
- in the form of edge strength (or connection strength) coef-
ficients Ww; ; as computed by dLiNGAM [14] based on the
covariance matrix. The strength of a causal path is the sum
of the causal strengths of its constituent edges.

We use the strength to select only the top-k paths. In the
experimentation, we test two variants of CALLMIT, top-1
and top-5. Moreover, in order to reduce the time to search
for the strongest paths, we consider a pruned causal graph,
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Fig. 1. CALLMIT architecture

i.e., a graph in which several edges are removed, based on
a causal strength threshold — all the edges with a strength
less than a causal strength threshold Theg (set to 0.3 during
experimentation) are removed from the graph, resulting in a
new graph G’ = (X, &', W) where &' = {e € £ | [W'(e)| >
Thes}- This gives four variants of CALLMIT (top-1 and top-
5, with and without pruning).

The prompt is composed of the following sections:

o Generation Constraints: the constraints specify the ac-
cepted values for WP, i.e. the boundaries for the User
size, the categories for the Load type, and the acceptable
ranges for Spawn rate;

o Causal Paths: the causal paths selected;

o Contextual Data: the context is provided by the Retrieval-
Augmented Generator;

e Question: the question invokes the LLM generation,
specifying the target metric and the thresholds.

Thresholds for establishing whether a configuration is crit-

ical or not are defined according to Avritzer et al. [4]
(scalability thresholds) as Tx = pux + 3 - ox, where X is the
variable of interest, and yx and ox are its mean and standard
deviation over past executions.

IV. EXPERIMENTATION

We evaluate the benefit in detecting performance issues of
augmenting the LLM prompt with causal paths. The experi-
ments use three subjects and two LLM. These are queried to
detect which workload configurations result in performance
issues, by varying the user size US — a natural number,
which we assume bounded in [Uin, Unaz| - the load type
LT — which we assume to be categorical variables in the
experimentation - and the spawn rate SR.

As evaluation metrics, we use precision, number of perfor-
mance issues correctly detected over number of all potential
performance issues predicted by the model; recall, number of
issues correctly detected over number of actual issues; Fi,
which is their armonic mean.

A. Subjects

uBenchE] [17] is an artificial microservice application com-
posed of 10 services, with a random service dependency graph
and a random stressing function per service (stress/idle func-
tion). SockShopE] is a benchmarking application for cloud-
native microservices testing, emulating an e-commerce site;

Zhttps://github.com/mSvcBench/muBench.
3https://github.com/ocp-power-demos/sock-shop-demo,

it is composed of 8 services (6 edge services). TeaSt oreE]
[18] is a benchmark emulating a web store with automated
customer orders, comprising a registry and five services.

B. Baseline and CALLMIT variants

As baseline, we use the LLM simply integrated with a
RAG system (called RAG) and compare it against four variants
of CALLMIT, which enhances RAG with the causal paths
retriever. We consider these variants for paths selection:

S top-1: It selects the Strongest causal path (one for each
workload parameter);
S5 top-5: It selects the five Strongest causal path (five for
each workload parameter);
SP top-1 with pruning: It selects the Strongest causal path
(one for each workload parameter) on the Pruned graph;
SP; top-5 with pruning: It selects the five Strongest causal
path (five for each parameter) on the Pruned graph;

C. Experiments Setup

For the experiments, we have synthesized a historical dataset
for each subject. Specifically, we considered: all values in
(Unmaz — Umin) for the user size US; three values for the load
type LT — one for balanced workload (every service receives
the same amount of requests), and two with a workload un-
balanced toward a subset of services simulating two use cases
(CPU- and memory-intensive, respectively) - three values for
spawn rate SR {1,5,10}. Each workload configuration lasts
three minutes and is run five times, with a two-minute pause
between runs to avoid carryover effects (consecutive runs
influencing each other, e.g., in CPU and memory usage).

To construct the causal graph, we provide the dLiNGAM
causal structure discovery algorithm with the historical dataset
and prior knowledge. Prior knowledge is specified as required
or forbidden edges. We defined the edges connecting WP to
the request rate for each service as mandatory.

Finally, considering the LLLM scaling law outlined in [19],
we opted for two LLM with a remarkably difference in size:
phi3.5 [20] and gemini-1.5-flash (gemini) [21].

D. Results

Table [I| reports the results (average over 10 repetitions) with
the Dunn’s test results comparing each variant vs RAG (o =
.05) [22]. Results about memory for SockShop are in Table
as pBench and TeaStore did not exhibit memory issues.

4https://github.com/DescartesResearch/TeaStore-
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TABLE I
RESULTS IN DETECTING RESPONSE TIME AND CPU ISSUES. UNDERLINED: BEST AVG. VALUES. BOLDFACE: SIGNIFICANTLY DIFFERENT FROM RAG

Performance . uBench TeaStore SockShop

LM metric Technique precision  recall F1 precision  recall I3 precision  recall F1
S 0.490 1.000  0.657 0.782 0.902  0.837 0.462 1.000  0.632
Ss 0.580 1.000 0.718 0.667 1.000  0.800 0.462 1.000  0.632
RT SP 0.300 1.000  0.458 0.940 0.576  0.700 0.462 1.000  0.632
SPs 0.200 1.000  0.333 0.667 0.571 0.615 0.462 1.000  0.632
phi3.5 RAG 0.430 1.000  0.599 0.333 1.000  0.500 0.462 1.000  0.632
: S 1.000 1.000 1.000 0.450 0.112  0.180 0.846 1.000  0.917
S5 1.000 0.900  0.945 0.500 0.125  0.200 0.846 1.000  0.917
CPU SP 1.000 0.890  0.940 0.500 0.125  0.200 0.846 1.000  0.917
SPs 1.000 1.000 1.000 0.500 0.125  0.200 0.846 1.000  0.917
RAG 0.870 0.756  0.807 0.134 0417  0.200 0.815 1.000  0.898
S 0.720 1.000  0.837 1.000 1.000  1.000 0.500 1.000  0.666
Ss 0.770 1.000  0.869 1.000 1.000  1.000 0.454 1.000  0.621
RT Sp 0.690 1.000  0.816 1.000 1.000  1.000 0.500 1.000  0.666
SPs 0.700 1.000  0.824 1.000 1.000  1.000 0.385 1.000  0.556
gemini RAG 0.680 1.000  0.807 1.000 1.000  1.000 0.308 1.000 0.471
S 1.000 1.000  1.000 1.000 1.000 1.000 1.000 1.000  1.000
Ss 1.000 1.000  1.000 1.000 1.000 1.000 1.000 1.000  1.000
CPU SP 1.000 1.000  1.000 1.000 1.000 1.000 1.000 1.000  1.000
SPs 1.000 1.000  1.000 1.000 1.000 1.000 1.000 1.000  1.000
RAG 1.000 1.000  1.000 1.000 0.878  0.935 0.923 1.000  0.960

Does the causal path retriever improve performance?:
CPR shows superior performance compared to RAG, achiev-
ing consistent improvements across all metrics. On average,
CPR outperforms the baseline by 6.5% in Fj score. This
improvement is primarily driven by a 13.1% increase in
precision, despite a slight decrease in recall (1.68%). The
recall reduction is primarily because RAG, which does not
exploit any kind of knowledge, tends to always generate
some configuration without specifically looking for critical
ones (hence, its low precision) — this happens mainly with
TeaStore, where the large reduction impacts the average,
while recall is 1 in most of the other cases.

On pBench, CPR achieves a consistent improvement, with
a gain of 4.45%, 5.1%, and 4.24% in precision, recall, and
F score, respectively. On TeaStore, CPR yields a larger
improvement, 31.8%, in precision but with a decrease in recall
(12.47%). Nonetheless, the F; score improves by 11.31%.
On SockShop, where both CPR and the baseline maintain
a recall of 1, the performance improvement is measurable in
terms of precision, which increases by 7.95%.

Does the causal strength selection strategy improve
performance?: We compare the selection strategies (S, Ss)
against RAG. On average, the two strategies enhance perfor-
mance by 13.73% in precision, 8.44% in Fy score, with a
slight decrease in recall. The largest impact is on precision,

TABLE I
RESULTS IN DETECTING MEMORY ISSUES ON SOCKSHOP
. phi3.5 gemini
Technique precision | recall F1 precision | recall F1 l

S 0.569 1.000 | 0.724 0.815 1.000 | 0.898
S5 0.638 1.000 | 0.779 0.815 1.000 | 0.898
Sp 0.785 1.000 | 0.879 0.808 1.000 | 0.893
SPs 0.692 1.000 | 0.818 0.846 1.000 | 0.917
RAG 0.669 1.000 | 0.800 0.769 1.000 | 0.870

consistently with the observation that RAG exhibits high recall.

Does pruning impact performance?: We compare the two
pruning strategies (SP and SP5) against RAG. On average, they
yield a 4.56% increase in F) score, which is about half the
improvement of non-pruning techniques. This reduced gain is
due to a 3.12% decrease in recall. We conclude that pruning
trades the reduced paths retrieval time off with performance.

How much does CALLMIT benefit different LLM?:
For gemini, the baseline performance is already high, so
augmenting the LLM prompt with CPR has a lower impact.
Nonetheless, CALLMIT improves performance on average
by 5.65%, 1.77%, and 5.33% in precision, recall, and Fy
score, respectively. For phi3.5, the improvements are more
pronounced, expecially for F}j, which increases by 8.09%.
This gain is driven by the improvement in precision (24.51%),
paid in terms of recall (5.53% decrease). Applying CALLMIT
to a larger LLM results in a less pronounced but consistent
improvement across the metrics.

V. CONCLUSIONS

Detecting performance issues in microservices applications
often relies on manual testing, which is both time-consuming
and resource-intensive. We proposed a framework that inte-
grates a Large Language Model with a Causal Graph, enabling
the automatic generation - based on past execution data - of
workload configurations able to expose performance failure.

We evaluated the benefit of the Causal Graph by comparing
two strategies for causal path selection. Experimental results
demonstrate that incorporating a Causal Graph enhances the
LLM performance in identifying performance issues.
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